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ABSTRACT

Anonymous systems lie at the intersection of theoretical cryptography and practical privacy-

preserving technologies. Attribution can make anonymous systems more practical by

adding accountability, revocation, or reputation functionality. Incorporating attribution

into such systems is challenging because their core purpose is to preserve anonymity and

prevent identification. This dissertation addresses the issue of attribution in two types of

anonymous systems: anonymous authentication systems and anonymous reputation sys-

tems.

Anonymous authentication systems enable a user to prove possession of valid creden-

tials without revealing their identity, while revocation mechanisms ensure that misbehaving

or no longer authorized users can be excluded from future access. These two goals are of-

ten in tension: strong anonymity can make revocation difficult, while efficient revocation

mechanisms can introduce linkability or tracing features that weaken privacy. This disser-

tation studies the design, analysis, and implementation of revocable anonymous authenti-

cation systems in both pre-quantum and post-quantum settings, with a focus on practical

constructions that preserve privacy under realistic trust and threat models.

These techniques are further extended to anonymous reputation systems, where users

can accumulate and present trust signals anonymously without exposing their long-term

identities or enabling unintended cross-session tracking. This dissertation develops sepa-

rate frameworks for revocable anonymous authentication, anonymous reputation systems,

and post-quantum revocable anonymous authenticated key exchange. The frameworks

are analyzed extensively for their security and privacy properties, and detailed evaluations

demonstrate the feasibility of these frameworks.
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Chapter 1

INTRODUCTION

1.1 Motivation

Anonymous systems underpin many privacy-preserving technologies that are vital to

modern digital life. In many applications, a system must verify that a participant is autho-

rized, enrolled, or otherwise trustworthy, while simultaneously preventing disclosure of the

participant’s long-term identity. Examples include electronic voting, privacy-preserving

access control, anonymous membership services, whistleblower platforms, and decentral-

ized online communities. In these settings, the ideal authentication mechanism proves

legitimacy without enabling profiling, surveillance, or tracking.

However, anonymity cannot be absolute in real-world systems because users may be-

come compromised, lose authorization, or behave maliciously. Users in anonymous au-

thentication systems may be incentivized to misbehave if they believe they cannot be iden-

tified. For example, anonymous social media services may struggle with bullying, abuse,

and other harmful content. Therefore, a system that allows anonymity must also support

revocation. In some settings, the system should additionally support traceability or account-

ability. The resulting design challenge is how to provide strong anonymity for honest users,

efficient revocation for misbehaving users, and guarantees against forgery, collusion, and

linkability. This dissertation studies that question through the lens of revocable anonymous

authentication. It focuses on cryptographic mechanisms that allow users to authenticate
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anonymously while enabling a distributed infrastructure to revoke the anonymity.

This problem is important not only in classical cryptographic settings, but also in the

emerging post-quantum era, where cryptosystems must remain secure against adversaries

equipped with large-scale quantum computation. Yet despite significant recent progress,

the literature still lacks a broadly accepted standalone post-quantum framework that simul-

taneously provides strong anonymity, efficient revocation, and practical deployment. One

reason is that many established anonymous authentication schemes rely on pairings, dis-

crete logarithms, or related assumptions that are vulnerable to quantum algorithms. Post-

quantum alternatives replace these with lattice-based, code-based, hash-based, or symmet-

ric primitives. Although important building blocks have emerged, these remain only par-

tially integrated, and some alternatives obtain practicality by weakening anonymity through

linkability or related compromises rather than preserving the full functionality expected

from revocable anonymous authentication. Thus, post-quantum revocable anonymous au-

thentication is not simply a matter of replacing one assumption with another. Consequently,

the development of a practical and fully post-quantum revocable anonymous authentication

framework remains an important open challenge.

Anonymous reputation systems introduce an additional layer of complexity and utility.

In many online environments, trust is built over time through repeated interactions, en-

dorsements, or feedback. Yet conventional reputation systems rely on long-term identities,

which can expose behavior patterns, enable surveillance, and create incentives for profiling.

An anonymous reputation system seeks to reconcile these conflicting goals by allowing a

participant to accumulate credibility while preventing observers from learning the partici-

pant’s identity or linking all their actions. The challenge is how to bind the reputation to

legitimate participation, how to prevent Sybil attacks and reputation inflation, and how to

preserve unlinkability when reputation claims are presented repeatedly over time.

The literature has also emphasized the risks created by concentrated trust. Many privacy-
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preserving authentication mechanisms rely on highly privileged authorities for enrollment,

revocation, or signature opening. Concentrating revocation or opening power in a single

authority creates a serious trust bottleneck. A solution is to distribute revocation or opening

capability across multiple independent authorities and require threshold cooperation before

revocation. Such a model makes unilateral abuse more difficult and improves robustness

against coercion and corruption since an adversary must corrupt several authorities rather

than only one.

1.2 Overview

In this dissertation, we study attribution in anonymous systems across four different sce-

narios. First, we propose and implement a revocable anonymous authentication framework

for Vehicle-to-Grid (V2G) communications by leveraging federated trust management. As

the number of electric vehicles (EVs) increases rapidly, there is a growing need to schedule

EV charging at charging stations in advance. Charging scheduling requires communicating

sensitive user information, such as location, charging status, and time of arrival, from an

EV to a charging station. To protect user privacy, communications need to be anonymous.

To defend against external attacks, communications need to be authenticated. However, the

anonymity of users proven to be malicious must be revoked to protect against internal at-

tacks. We consider these requirements and propose a revocable anonymous authentication

framework leveraging federated trust management that is secure, scalable, and lightweight.

Second, we investigate application-level denial-of-service (DoS) attacks against the

aforementioned revocable anonymous authentication framework. We augment the frame-

work with a permit-based mechanism, which protects the system from application-level

DoS attacks while providing revocable anonymous authentication and being secure, scal-

able, and robust.

Third, we consider anonymous reputation systems. A typical reputation system works
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by tracking all information originating from a source along with the feedback to the infor-

mation and its attribution to the source. The tracking of information and feedback could

violate the privacy of users. Anonymous reputation systems have been designed to pro-

tect user privacy by ensuring user anonymity. Many anonymous reputation systems lack

support for anonymous feedback updates and rely on a fully trusted authority. We propose

an anonymous reputation system that ensures user anonymity while supporting anonymous

feedback updates in a reputation system without the need for a fully trusted central author-

ity. We also present a security analysis of our system against multiple types of attacks.

Finally, we propose and implement a secure, scalable, and efficient revocable anony-

mous authenticated key exchange in the post-quantum setting without relying on a central

trusted authority. We distribute revocation capability and trust across multiple entities. We

use NIST-recommended post-quantum cryptographic primitives while designing our sys-

tem. We present a detailed security analysis of our system against multiple types of attacks

against anonymous authentication systems and demonstrate through performance evalua-

tion that our system is scalable and efficient.

1.3 Summarized Contributions

Addressing the aforementioned problems can be very challenging. This section sum-

marizes our main contributions. Note that the concrete definitions of terms used, such as

cryptographic primitives and protocols, are deferred to the corresponding chapters.

1.3.1 Revocable Anonymous Authentication in V2G Communications

We focus on designing a revocable anonymous authentication framework without a

trusted central authority in V2G communications. Using our framework, an EV can com-

municate with the charging station using anonymous pseudonyms that cannot be linked to

its identity by the charging station alone. If the EV’s anonymity needs to be revoked after it
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is proven malicious, the charging station can identify the EV with the help of the federated

trust entities. We also present a proof mechanism that an EV can use to prove it did not

misbehave. Our contribution to this problem [32], expanded in Chapter 2, is as follows:

• We proposed a secure, scalable, and efficient revocable anonymous authentication

framework for V2G communications that is robust against attacks from malicious

EVs.

• We also proposed a mechanism for an EV to prove its innocence in the event of a

false accusation by the charging station.

• We analyzed the security of our framework and implemented it to demonstrate its

security, scalability, and efficiency.

1.3.2 Robust Revocable Anonymous Authentication in V2G Communications

We designed a robust revocable anonymous authentication framework that defends

against application-level denial-of-service (DoS) attacks. In our framework, application-

level DoS attacks occur when malicious EVs authenticate themselves and launch success-

ful DoS attacks before they are proven malicious and have their anonymity revoked and

then penalized. We propose a permit-based mechanism, where each electric vehicle is is-

sued only one anonymous permit per deposit at a time. A request is valid only if it contains

a valid and unused permit, which protects the system from application-level DoS attacks.

Our contribution to this problem [34], expanded in Chapter 3, is as follows:

• We uncovered and addressed application-level DoS attack for anonymously authen-

ticated EV charging scheduling systems.

• We proposed a novel permit-based mechanism, which ensures the anonymity of EV

users if they behave honestly, enables anonymity revocation in the event of mali-
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cious behavior, and additionally defends against application-level DoS attacks on the

charging infrastructure.

• We performed detailed security and privacy analysis of our framework, and evaluated

its scalability and efficiency.

1.3.3 Anonymous Reputation System with Anonymous Feedback Update

We designed an anonymous reputation system that provides perpetual anonymous feed-

back updates without a trusted central authority. Our system enables users to provide infor-

mation and feedback anonymously, attribute the feedback to the user’s reputation anony-

mously, and perpetually update provided feedback anonymously without a trusted central

authority. We performed detailed security analysis of our system against documented at-

tacks against anonymous reputation systems and demonstrated its security. Our contribu-

tion to this problem [33], expanded in Chapter 4, is as follows:

• We designed a secure, scalable, and practical anonymous reputation system that

implements all required functionalities (registration, information posting, feedback

posting, and feedback update) while ensuring the anonymity and privacy of all users.

• Our system supports perpetual feedback updates anonymously.

• We performed detailed security analysis and implementation-based performance eval-

uation of our system.

1.3.4 Post-Quantum Revocable Anonymous Authenticated Key Exchange

We designed a revocable anonymous authenticated key exchange in the post-quantum

setting without a trusted central authority. Using our framework, a user can anonymously

authenticate and establish a shared key with a system using an ephemeral identity. If the
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user’s anonymity must be revoked because of misbehavior, the system can revoke the

anonymity of the user using distributed trust entities. Our contribution to this problem,

expanded in Chapter 5, is as follows:

• We proposed a secure, scalable, and efficient revocable anonymous authenticated key

exchange in the post-quantum setting.

• We did not rely on a central trusted authority but distributed trust to prevent a single

point of compromise.

• We analyzed the security of our framework and implemented it to demonstrate its

security, scalability, and efficiency.
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Chapter 2

REVOCABLE ANONYMOUS AUTHENTICATION IN V2G COMMUNICATIONS

2.1 Introduction

The smart grid is transforming modern electricity infrastructure. The increasing share

of renewable energy in electricity generation introduces intermittency because these sources

cannot consistently produce energy at all hours of the day. The increasing number of Elec-

tric Vehicles (EVs), combined with the intermittent nature of ever-increasing renewable

energy sources, requires scheduling and coordination of EV charging to maintain grid sta-

bility and reliability. Efficient EV charging scheduling requires real-time interaction be-

tween EVs and grid components such as charging stations. These V2G communications

include information such as estimated time of arrival and amount of charge required. Such

data can be used to infer private information about an EV user, such as location, travel

patterns, and charging patterns.

If a charging station or a network of charging stations managed by the same entity

can correlate such information, it could lead to a significant privacy breach involving EV

user data. To protect themselves and the grid, charging stations need to authenticate the

communications from EVs to prevent attacks from external entities. Identity information

of EVs cannot be stored in the charging stations to protect the privacy of EV users and to

defend against insider attacks. Anonymous authentication systems solve both problems by

providing anonymity and authentication.
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The use of digital certificates has been proposed for enabling authenticated commu-

nication between EVs and charging stations [27]. However, this approach cannot pro-

vide anonymity. Pseudonym-based approaches provide anonymity [28] [39]. However, at

least one of the system entities knows the original identity of the EV in these proposed

approaches. Lynx [40] provides a completely anonymous authenticated framework for

real-time reporting from EVs to charging stations using blind signatures. Token-based cre-

dential systems [11] allow a user to authenticate anonymously at most n times using n

one-time tokens. This method uses an online zero-knowledge proof to verify the token,

which is computationally expensive.

However, such completely anonymous authentication systems are vulnerable to attacks

from malicious EVs. For example, an EV can communicate with a charging station, make

a charging reservation, and then fail to honor the reservation. Anticipating the reservation,

the charging station would have reserved the necessary charge from the grid. Such attacks

can cause financial harm and grid instability if carried out at scale. Since completely anony-

mous authentication systems cannot identify the malicious EV(s) responsible for the attack

due to the anonymity provided, these systems cannot take the required mitigation steps to

defend against such attacks in the future.

A solution to this problem of completely anonymous authentication systems is to pro-

vide revocable anonymity. In revocable anonymous authentication systems, a participant’s

anonymity can be revoked by one or more system entities under specified conditions. One

of the main challenges of such revocable anonymous authentication systems is to pro-

vide complete anonymity to all the participants while retaining the ability to revoke the

anonymity of a participant when proven malicious. These two requirements are difficult

to satisfy at the same time because to provide complete anonymity, no single system en-

tity should be able to identify a participant independently. Furthermore, without any entity

knowing the identity of a participant, revoking their anonymity will be challenging. An-
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other challenge is to provide a process for the participants to prove their innocence without

disclosing their identity to prevent misuse of the revocation mechanism.

Several anonymity revocation mechanisms have been proposed for anonymous authen-

tication schemes. One of the popular cryptographic tools used to achieve this is group

signatures [19]. However, in group signatures, the group manager knows the identity of a

user, and if the manager is compromised or malicious, then the user’s identity can be ex-

posed. Traceable signatures [31] can also be leveraged to provide conditional anonymity.

However, they are too computationally expensive to be used for communication between

an EV and a utility. A revocable anonymity scheme based on threshold group signature

schemes and blind signatures has been proposed [36]. This scheme uses a certificate gener-

ated by a user containing their identity as the basis of the protocol, which is verified by an

intermediary before the start of the protocol. Communication between EVs and charging

stations does not involve an intermediary that can verify the identity reported by an EV.

In pseudonym-based protocols for conditional anonymous communication [28], the com-

munication is truly anonymous since only the vehicle knows the pseudonyms. But this

protocol contains a trusted third party (DMV), which knows the identity of each user to

provide conditional anonymity. This third party is assumed to be trusted and immune to

compromise, but it remains a single point of compromise.

In this chapter, we designed and evaluated a framework that can provide revocable

anonymous authentication which is efficient, secure against malicious participants, and

does not rely on central trusted authorities. Our framework is both lightweight and scalable.

We validated its efficiency and scalability via implementations.

Our main contributions are summarized as follows:

• We proposed a secure, scalable, and efficient revocable anonymous authentication

framework for V2G communications that is robust against attacks from malicious

EVs.
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• We also proposed a proof mechanism that an EV can use to prove it did not misbe-

have.

• Our framework does not have a central trusted authority but relies on federated trust

entities for revocation.

• We analyzed the security of our framework and implemented it to demonstrate its

security, scalability, and efficiency.

The rest of this chapter is organized as follows. Section 2.2 presents our system and

threat model. Section 2.3 presents the cryptographic concepts needed to understand our

framework and its protocols. Section 2.4 presents the detailed design of our framework.

Section 2.5 presents the security analysis of our framework. Section 2.6 presents our per-

formance evaluation results. Section 2.7 concludes this chapter.

2.2 System and Threat Model

2.2.1 System Model

The entities in our framework are a Certificate Authority (CA), a Department of Motor

Vehicles (DMV), EVs and charging stations. In our system model, many EVs communi-

cate with various charging stations. Because communications between different EVs and

charging stations are independent, we consider a single EV and a single charging station

when explaining and evaluating the framework. We assume that the CA, the DMV, and the

charging station are always online and EVs can communicate with the charging station. In

our framework, the registration is performed when the vehicle is brought into service. We

assume that an EV registers its credentials with the CA and the DMV, and the EV is not

compromised before and during this registration process. We assume that if an EV and the

charging station have agreed on a reservation, then there is a guarantee that the charging
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station has energy for charging of the EV.

2.2.2 Threat Model

We assume that the CA and DMV do not collude with each other or with the charging

station, and that they cannot both be compromised. Both insider and external attackers are

assumed to be computationally bounded. A malicious charging station may benefit from

identifying an EV or learning its behavioral patterns. Denial of Service attacks are possible,

i.e., a charging station can refuse to accept the messages or provide charging facilities

to EVs, or a set of malicious EVs can make reservations for a large amount of energy

and charging time to prevent benign EVs from charging. An attacker can compromise

some of the EVs, charging stations, or both and turn them into malicious entities exposing

their secrets. Possible attacks include privacy violation, misbehavior of users, man-in-the-

middle attacks, forgery attacks, and replay attacks. All protocol messages contain fresh

timestamps to prevent replay attacks.

2.3 Cryptographic Concepts

This section explains the cryptographic concepts needed to understand our framework

and its protocols.

2.3.1 Blind Signatures

The blind signature protocol [18] allows a user v to get a signature SigE(m) on a

message m from a signer E by interacting with E. In the process of interaction, E does not

know the message content and cannot link SigE(m)with the protocol session during which

SigE(m) was created, or with the user that sent the message and received the signature.
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2.3.2 Threshold Secret Sharing Schemes

Cryptographic (t, n)-threshold secret sharing schemes [48] are used to distribute sensi-

tive information (the secret) among n parties such that the secret can be reconstructed only

through the collaboration of at least t out of n parties.

2.3.3 Partial Message Proofs

Partial message proof [36] ensures that the signer E only signs a message m blindly

if it can first verify a part pm of the message m. This could be achieved by using a cut-

and-choose protocol [43] or by selecting a blind signature scheme that incorporates zero-

knowledge proofs on pm. A cut-and-choose protocol works as follows. User U sends to E

many blinded versions of the message m that must all contain a valid pm. Signer E selects

all but one of the messages which U has to unblind so that E can read them. Signer E signs

the remaining blinded message m if all unblinded messages contain a valid pm.

2.3.4 Implicitly Authenticated Diffie-Hellman Key Exchange

Diffie-Hellman Key Exchange (DHKE) is a method that allows two parties that have

no prior knowledge of each other to jointly establish a shared secret key over an inse-

cure channel. DHKE does not provide authentication and is vulnerable to the man-in-the-

middle (MITM) attack. In order to thwart MITM attacks, Implicitly Authenticated DHKE

(IADHKE) [24] uses digital signatures to authenticate the communicating parties.

2.4 Framework Overview

Our framework consists of four protocols: registration, token collection, pseudonym

collection, and report and receipt generation. The token and pseudonym collection proto-

cols are assumed to be executed offline while the EV is idle, for example at night. Reporting
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Table 2.1: Table of Notations

k(m) Message m encrypted with a key k

σE Entity E’s digital signature on the entire message

CertvCA Certificate issued to an EV v by CA during registration

τ vi Token issued by a charging station to an EV v

δvi Pseudonym issued by a charging station to an EV v

IDv Identity of an EV v, like a VIN

c(m, l) Commitment of message l with opening secret m

be(m) Blinding factor e applied to message m

ue(m) Unblinding factor e applied to message m

BSk(m) Blind signature on m with key k

EM
kAi
kEi
(m) Message m encrypted with

key kE
i , then MAC is com-

puted on the encrypted mes-

sage with key kA
i . Both the

keys are derived from key ki.

PuCA, P rCA CA’s public/private key pair used for communication

PubCA, P riCA CA’s public/private key pair used for signing/verifying

the certificates

and receipt generation are done in real time. During the registration protocol, the EV reg-

isters with the DMV and the CA. The EV encrypts its identity (e.g., VIN) using a key and

uses a threshold secret sharing scheme [48] to divide the key into three shares, giving one

share each to the CA and the DMV along with the encrypted identity, while retaining the

third share. In return, the EV receives a certificate from the CA to use as proof of identity.

In the token collection protocol, the EV obtains multiple tokens from the charging station

which are unlinkable to the EV. Each of these tokens is used in the next pseudonym collec-
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tion protocol to obtain pseudonyms. The pseudonyms are unlinkable if the tokens are not

reused. A request for a token consists of a certificate which is then included in the token

issued.

In the pseudonym collection protocol, the EV uses an unused token as an anonymous

credential to collect a pseudonym identity and a session key from the charging station for

secure communication. In the reporting and receipt generation protocol, the EV chooses

an unused pseudonym and its corresponding key to establish secure communication and

exchange the required messages with the charging station. After a successful transaction

between the EV and the charging station, the charging station issues a receipt to the EV.

This receipt can be used by the EV to counter false complaints.

The unlinkability of the pseudonyms ensures that the charging station can verify that it

is communicating with a valid EV, but it cannot identify the EV, resulting in anonymous

authentication. If the anonymity of the EV needs to be revoked, the pseudonym used to

communicate the malicious message is sent to the CA, which checks the certificate accom-

panying the pseudonym and decodes the private key (corresponding to the certificate issued

by the CA) used to sign it. Based on this information, the CA adds the corresponding cer-

tificate to the blacklist and sends its share of the key corresponding to the encrypted ID

associated with the certificate to the DMV. The DMV uses its own share and the share from

the CA to recover the key, which is used to decrypt the ID. We present a penalty assess-

ment mechanism that can be used by the DMV in cooperation with the charging station to

disincentivize malicious behavior by imposing a penalty. We present a detailed overview

of the protocols in our framework.

2.4.1 EV Registration Protocol

Protocol 1 presents the procedure followed by the EV v to register with the DMV and

the CA and obtain a certificate from the CA. The EV v encrypts its identity IDv with
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a key kv, and the key kv is then divided into three shares k1
v , k

2
v , and k3

v using the (2,3)-

threshold secret sharing scheme. This ensures that at least 2 out of the 3 shares are needed

to reconstruct the key kv and decrypt IDv. We use Blakley’s secret sharing scheme [5].

The EV v establishes symmetric keys k1 and k2 with the DMV and the CA respectively

using the IADHKE protocol. In Step 1, using key k1, v securely sends a share of the key, k1
v

and the encrypted ID, kv(IDv) to the DMV. In Step 2, v uses key k2 to securely send k2
v and

kv(IDv) to the CA and receives a certificate from the CA, denoted CertvCA in Step 3. The

third share of the key, k3
v is retained by the EV v. The DMV and the CA each store their

respective key shares along with the encrypted ID. The CA also stores the corresponding

certificate.

Protocol 1 Registration Protocol for EV v

Input: Necessary information from the EV v.

Output: EV v registers itself with the DMV and the CA and obtains a certificate from the

CA.

1: EV v sends the DMV its encrypted identity and the DMV share of the secret key (k1
v)

using a symmetric key k1

v →DMV ∶k1(k1
v , kv(IDv)).

2: EV v sends the CA its encrypted identity and the CA share of the secret key (k2
v) using

a symmetric key k2

v → CA∶k2(k2
v , kv(IDv)).

3: The CA sends a signed certificate to the EV v

CA→ v∶k2(CertvCA).
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2.4.2 Token Collection Protocol

Protocol 2 presents the procedure used by an EV v to obtain a token from the charging

station U . The EV v generates random numbers xi and zi and computes gxi along with

a commitment c(gxi , zi), where g is a base for DHKE agreed upon by the EV and the

charging station. This commitment commits zi with the opening of gxi . The EV v sends

the charging station U a blinded version of a message m, be(m) containing the commitment

and a certificate encrypted with the public key of the CA, PuCA(Certvi ) to be signed by the

charging station (Steps 1-3). The message also includes a digital signature on the message,

σv. The EV v computes a framework-determined number of such messages and sends all

of them to the charging station U . Certvi is a certificate created by v and signed with the

private key corresponding to CertvCA, which is the certificate issued to v by the CA during

the registration protocol.

The charging station U verifies that Certvi is a valid certificate using a partial mes-

sage proof through cut-and-choose protocol. The charging station U requests the EV v to

unblind all the messages except one that is chosen at random and the EV v complies by

providing the unblinding factors for all but the chosen message. The charging station sends

all the encrypted certificates in these unblinded messages to the CA. The CA decrypts them

using its private key and verifies that they are valid certificates signed by the private key

corresponding to one of the certificates issued by the CA, in this case CertvCA. The CA

notifies the charging station U that the certificates are valid and thus the charging station

knows that the remaining unblinded message also has a valid certificate in it. The cut-and-

choose protocol incurs little communication overhead because all the blinded messages are

sent from v to U in one message and all the unblinding factors are provided to U in one

message and all the encrypted certificates are sent to the CA by U in one message.

In Step 4, after confirming that the message actually contains a valid Certvi and the
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digital signature σv is from a valid EV v, the charging station U performs a blind signature

on the message and then digitally signs the whole message, σU and sends the blindly signed

message along with the digital signature to the EV v in Step 5. In Step 6, after receiving

the message from the charging station U , the EV v confirms that the digital signature of the

blindly signed message is a valid signature from the charging station U and then applies the

unblinding factor and retrieves the charging station’s signature on the message. The blind

signature of the charging station U on the message is considered a token, τ vi (Step 7).

Protocol 2 Token Collection Protocol executed by EV v

Input: EV v has a valid certificate CertvCA from the CA.

Output: EV v acquires the tokens to interact with the charging station U .

1: v calculates m = c(gxi , zi), PuCA(Certvi ).

2: v calculates be(m), and the signature σv.

3: v → U∶ be[c(gxi , zi), PuCA(Certvi )], σv.

4: U verifies σv and blindly signs the message

BS(be[c(gxi , zi), PuCA(Certvi )]), σU .

5: U → v∶BS(be[c(gxi , zi), PuCA(Certvi)]), σU .

6: v verifies σU and unblinds the message m

ue(BS(be[c(gxi , zi), PuCA(Certvi)])).

7: Unblinding the message results in blind signature of the charging station U on message

m which is considered a token τ vi , τ vi = BS[c(gxi , zi), PuCA(Certvi )].

2.4.3 Pseudonym Collection Protocol

Protocol 3 presents the pseudonym collection protocol in which the EV v uses an un-

used token τ vi to acquire a pseudonym and a session key to use during the reporting and

receipt generation protocol. In Step 1, the EV v sends gxi to the charging station U . In Step
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Protocol 3 Pseudonym Collection Protocol executed by EV v

Input: τ vi , gxi , c(gxi , zi), zi, PuCA(Certvi ).

Output: EV v has a pseudonym δvi for communicating with the charging station U .

1: v → U∶ gxi .

2: U generates random yi, calculates gyi and computes ki

ki = gyixi .

3: U encrypts the message using ki which contains the ordered pair of gxi , gyi along with

its digital signature on the ordered pair and sends the encrypted message along with

gyi .

4: U → v∶ gyi , ki(gxi , gyi , σU).

5: v takes gyi , computes ki = gxiyi and decrypts the rest of the message using ki and

verifies σU .

6: v → U∶ki(gxi , gyi , c(gxi , zi), PuCA(Certvi ), τ
v
i , zi).

7: U decrypts the message using ki, opens the commitment using zi and then checks that

τ vi is a valid token.

8: U derives two keys kE
i and kA

i from key ki using key derivation schemes and creates a

pseudonym δvi .

9: U → v∶EM
kAi
kEi
(δvi , PuCA(Certvi )).

10: v decrypts the message and stores the pseudonym δvi and PuCA(Certvi ).

2, the charging station U generates a random yi, calculates gyi , and computes ki by gyixi .

The charging station U sends a message to the EV v containing gyi and an ordered pair of

(gxi ,gyi , σU) encrypted with the key ki (Steps 3-4). Here, σU is a signature of the charging

station U on the ordered pair (gxi , gyi). After receiving the message from the charging

station U , in Step 5, the EV v uses gyi from the message and computes ki using gxiyi and

then proceeds to decrypt the rest of the message.
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If the digital signature σU on the ordered pair (gxi , gyi) is from the charging station

U , then the charging station U has authenticated itself to the EV v. Now, in Step 6,

the EV v sends the charging station a message containing gxi , gyi , c(gxi , zi), zi, τ vi and

PuCA(Certvi ). In Step 7, the charging station U receives this message, decrypts it and

finds that τ vi is indeed a blind signature on c(gxi , zi), PuCA(Certvi ) by itself and since an

EV v has supplied it along with the commitment c(gxi , zi) and PuCA(Certvi ) and the zi

that opens the commitment c(gxi , zi), the EV v has authenticated itself anonymously to the

charging station U . Now, the charging station U creates a pseudonym δvi and derive two

keys from the key ki namely kE
i and kA

i using some Key Derivation Function (KDF) and

sends a message to the EV v containing the pseudonym and PuCA(Certvi ) (Steps 8-9). In

Step 10, after receiving the message, EV v decrypts it and ensures that its MAC is correct

and stores the pseudonym δvi .

2.4.4 Reporting and Receipt Generation

When the EV v wants to communicate with the charging station U about a potential

charging event, it crafts a message m containing the information, signs the message with

the private key corresponding to the certificate associated with the pseudonym. It then

sends the message, the signature along with the pseudonym and the encrypted certificate,

PuCA(Certvi )

v → U∶EM
kAi
kEi
(δvi , PuCA(Certvi ),m,σm

Certvi
)

where σm
Certvi

denotes digital signature on m using the private key of Certvi . The charging

station U decrypts the message and verifies that the pseudonym included in the message

is unused and σm
Certvi

is a valid signature on m by sending the m and σm
Certvi

to the DMV

and PuCA(Certvi ) to the CA. The CA retrieves the certificate and sends the private key

corresponding to the certificate to the DMV who verifies the signature and notifies the

charging station, which then proceeds to implement the required steps to prepare for the
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arrival of the EV for charging.

If the EV v honors the reservation, the charging station U issues a receipt to the EV

v acknowledging the completion of the transaction by issuing its digital signature on the

reservation:

U → v∶EM
kAi
kEi
(δvi , PuCA(Certvi ),m,σm

Certvi
, σU)

where m is the message containing charging information sent by the EV v. The charging

station only signs the request for reservation after the transaction is complete. Once the

charging station signs the request for reservation, this signature acts as a receipt of the

transaction.

2.4.5 Anonymity Revocation

If the EV does not honor the reservation made according to the message m, the charging

station U sends a message to the CA containing the request of the EV and the pseudonym

used

U → CA∶PuCA(δ
v
i , PuCA(Certvi ),m,σm

Certvi
).

The CA decrypts the message and then retrieves (Certvi ). The CA then decodes the private

key of the underlying certificate issued by itself, CertvCA used to sign this Certvi and sends

out a message requesting the submission of corresponding receipt of the transaction. If the

receipt is not produced within the required time, the CA proceeds to blacklist the CertvCA

and then establishes a secure communication channel with the DMV and sends the key

share associated with CertvCA, k2
v to the DMV. Upon receiving this request, the DMV again

broadcasts a request for the receipt corresponding to the reservation and in the absence

of the receipt, the DMV uses its own share, k1
v and the share given to it by the CA, k2

v

to reconstruct kv and proceeds to decrypt the ID of the vehicle, kv(IDv). If the charging

station U generates a false report and the EV has a receipt for the transaction, the EV then
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produces the receipt which is actually the charging station’s signature on the request for

reservation

EM
kAi
kEi
(δvi , PuCA(Certvi ),m,σm

Certvi
, σU)

The CA proceeds to verify if it is indeed a valid signature of the charging station U in the

receipt. If the signature is valid, the CA ignores the complaint of the charging station U on

the EV v and starts appropriate proceedings to check the integrity of the charging station to

determine if it is compromised.

2.4.6 Penalty

After anonymity revocation, the malicious EV v is subject to a penalty that covers the

monetary loss suffered by the charging station, if any, and to deter the EV from misbehaving

in the future. This penalty is computed as a function of the fixed price of the charge reserved

for the EV and the market prices of the day. Let us assume that when the EV sent a message

indicating its State of Charge and the charging station responded by reserving an amount

of charge c at the market price of pr for each unit of the charge. When the EV does not

honor the reservation, the penalty amount pe imposed on the EV is given by the function

pe = β(c × pr) + c(prh − prl)

where β is assigned based on the nature of the disincentive mechanism, and prh and prl

correspond to the highest and the lowest market price per unit charge of the day and are

publicly known and can be validated. We assume that the penalty information is public

knowledge.

2.5 Security Analysis

Our framework is immune to replay attacks since all the messages have fresh times-

tamps in them. The strength of the framework is not obvious in the face of some other
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attacks that we discuss here.

Privacy: The charging station should not be able to link the pseudonym used for com-

munication by an EV v to its original identity IDv. The blind signature on the message by

the charging station ensures that the charging station cannot in any way associate a token

with identity of the EV that requested it. In the pseudonym collection protocol, the EV

produces a token and gets a pseudonym. Since the token cannot be tied to an identity, it

is not possible to link the pseudonym to an identity. If each unused token is used only

once to acquire a pseudonym, the charging station cannot know that any two pseudonyms

belong to the same EV. The pseudonyms of any EV v are temporally unlinkable and in-

distinguishable from the pseudonyms of other EVs. Thus, tracing of several pseudonyms

cannot compromise an EV’s privacy. The CA also cannot violate the privacy of an EV since

it can only verify that the encrypted certificate provided by the EV is a valid certificate and

it has no knowledge about the pseudonyms or tokens issued to an EV. Moreover, since each

token contains a different certificate generated by an EV and signed with the private key

corresponding to the certificate issued to the EV by the CA, a charging station cannot trace

a certificate to a specific token or a certificate to an identity because only the CA knows the

correspondence between the certificate and the identity.

Revocable anonymity: The blinded message provided to a charging station for its

signature consists of a commitment and a valid certificate signed using the private key

certified by the CA and encrypted with the CA’s public key. The CA verifies that it is

a valid certificate using cut-and-choose protocols. After the CA verifies that it is indeed

a valid certificate, the blind signature, which is considered a token, is issued. The token

contains this valid encrypted certificate which corresponds to the pseudonym issued for that

token. Using this certificate, the charging station can report any malicious behavior of an

EV. If an EV behaves maliciously, the malicious message along with the pseudonym used

and corresponding certificate are sent to the CA which verifies that the report is true before
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initiating the anonymity revocation procedure.

Man-in-the-middle attack: Our framework uses authentication during every protocol

to prevent MITM attacks. During the token collection protocol, the EV authenticates itself

to the charging station using its digital signature and the charging station authenticates itself

to the EV by using its digital signature. This prevents MITM attacks in the token collection

protocol. During the pseudonym collection protocol, the charging station authenticates

itself using the digital signature on the ordered pair (gyi , gxi) and the EV authenticates

itself using the commitment. During the reporting, authentication and non-repudiation are

satisfied by having the message m signed with the certificate Certvi . During the receipt

generation, the signature of the charging station on the message ensures authentication and

non-repudiation.

Forgery attack: An external attacker cannot forge tokens or pseudonyms because our

system model assumes that an attacker cannot forge digital signatures. An EV trying to

get the signature of a charging station on a real-time report so as to forge a receipt by the

charging station will have to send the real-time report as a blinded message in the token

collection protocol upon which the charging station can issue a blind signature. This is

prevented by using cut-and-choose protocols to open the blinded message and check for

the commitment inside the message and sending the encrypted certificate to the CA for

verification. It can also be prevented by having the charging station sign the receipts with

a different public/private key pair.

2.6 Performance Evaluation

In this section, we describe the implementation of our protocols on real-world hardware

and evaluate them to demonstrate that they can be implemented with reasonable latency and

without any additional hardware or software requirements. We implemented our protocols

using standard crypto libraries in Java. The protocol parts of the EV are implemented on an
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Intel Core i5-2450M, 2.5 GHz machine with 8 GB RAM. Implementation of the charging

station protocols is done on an Intel Core i7-6700K, 4.0 GHz machine with 32 GB RAM.

All the results were averaged over 1000 runs. To evaluate the scalability and the robustness

of the protocols, we measure the time taken by each step in the protocols with varying

message sizes. This is important because the running time of several of the cryptographic

primitives used in our protocols is dependent on message size.

Lynx [40] is the closest work to ours. However, Lynx does not provide revocable

anonymity or non-repudiation. So, its reporting step has encryption and MAC operations

while ours has a digital signature operation along with them to provide non-repudiation.

Hence, we do not have any state-of-the-art work to compare against. Therefore, we do not

compare our work with other approaches, but demonstrate the scalability of our framework

in real-world settings.

We measure the time taken by each step in the token collection protocol, the pseudonym

collection protocol, and the report and receipt generation protocol. We only consider the

computation steps and do not consider the data transmission steps as transmission is depen-

dent on network characteristics and communication technology used. Fig. 2.1a shows the

time taken by the computation-intensive steps in the token collection protocol. Step 1, Step

3, and Step 5 are not shown since they do not affect the time taken by the protocol. Step

2 corresponds to the time taken by an EV for a blinding and a digital signature operation.

Step 4 corresponds to the time taken by a charging station for a signature verification, a

blind signature, and a digital signature operation. Step 6 corresponds to the time taken by

an EV for a digital signature verification and an unblinding operation. Time taken by the

token collection protocol for a 1,000-byte message is approximately 25 ms.

Fig. 2.1b shows the time taken by the computation-intensive steps in the pseudonym

collection protocol. Step 3 shows the time taken by a charging station for a digital signature

and an encryption operation. Step 5 corresponds to the time taken by an EV for a decryption

25



Message size (bytes)
250 500 750 1000

T
im

e 
(m

s)

0

5

10

15

20

25

Step 2 Step 4 Step 6

(a) In token collection protocol

Message size (bytes)
250 500 750 1000

T
im

e 
(m

s)

0

5

10

15

20

Step 3 Step 5 Step 7 Step 8

(b) In pseudonym collection protocol

Message size (bytes)
250 500 750 1000

T
im

e 
(m

s)

0

1

2

3

4

Step 1

(c) During reporting by an EV

Figure 2.1: Time Taken by Various Steps in the Protocols of Our Framework

and a signature verification operation. Step 7 shows the time taken by a charging station for

a decryption, a commitment verification and a digital signature verification operation. Step

8 corresponds to the time taken by a charging station for an encryption operation. Time

taken by the pseudonym collection protocol for a 1,000-byte message is approximately 24

ms.

Fig. 2.1c shows the time taken in the report and receipt generation protocol. Since the

receipt generation takes approximately the same amount of time as the reporting, we did

not show it in our graphs.

As observed from our experiments, maximum time taken in each of the protocols is in

the order of 10 ms. The token collection protocol and the pseudonym collection protocol

can be executed when an EV is in idle state (during the night, in which an EV performs no

functions but stays in a garage or a parking spot). Only the report and receipt generation

protocol, which takes less than 10 ms, executes in real time. Step 4 in the token collection

protocol and Step 7 in the pseudonym collection protocol require the highest amount of

time, due to cryptographic operations involving digital signatures. The time taken by the

steps in the protocols increases with the message size due to the dependence of crypto-

graphic operations on the message size.
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2.7 Conclusions

In this chapter, we proposed a revocable anonymous authentication framework for re-

porting of EV information that is robust against attacks by malicious EVs. Our framework

allows EVs to authenticate themselves anonymously to a charging station for communi-

cating real-time information. If an EV becomes malicious or misbehaves, our framework

has mechanisms to revoke the anonymity of the EV to levy penalty on it after verifying

that the report of maliciousness is accurate. Our framework is not only robust against at-

tacks from users, but also efficient and scalable, as demonstrated by the results from our

implementation.
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Chapter 3

ROBUST REVOCABLE ANONYMOUS AUTHENTICATION FOR V2G

COMMUNICATIONS

3.1 Introduction

The ever-increasing number of EVs can place significant load on the power grid through

unscheduled charging events. Electric vehicle charging scheduling is necessary to ensure

grid stability. Efficient EV charging scheduling requires interaction between the EVs and

grid components like charging stations in real time. However, these communications can

cause private information leakage of an EV user like location, travel patterns, and charging

patterns. Anonymous information reporting can protect user privacy, but leaves charging

stations vulnerable to attacks by unauthorized users. An anonymous authentication system

can protect user privacy and defend against attacks by unauthorized users, but it cannot de-

tect misbehaving authenticated users. A solution to this problem is a revocable anonymous

authentication system that can revoke anonymity of malicious users after their misbehavior

is proven.

Several anonymity revocation mechanisms have been proposed for anonymous authen-

tication schemes. Group signatures [19] can be used to achieve anonymity revocation in

anonymous authentication schemes. However, the group manager knows the identity of a

user in group signatures and users can be deanonymized if the manager is compromised or

malicious. PACP [28] is a framework in which vehicles interact with the Road Side Units
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(RSUs) to generate pseudonyms for anonymous communications. However, this frame-

work contains a trusted third party, the (DMV), which knows the true identity of each user.

Traceable signatures [31] are another cryptographic tool to provide conditional anonymity

but they are too computationally expensive to be used for communications between EVs

and charging stations. Portunes [39] is a pseudonym-based authentication method, which

allows at least one party to know an EV’s identity. Li et al. [40] further proposed a method

with complete anonymity for real-time reporting of EVs, using partially blind signatures.

Saxena et al. [45, 46] proposed mutual authentication methods that provide forward privacy,

identity anonymity, and untraceability. Afrin et al. [1] proposed an authentication method

to achieve anonymity and time-flexibility in EV charging scheduling. However, all these

solutions are vulnerable to insider attacks by malicious EVs. Our revocable anonymous

authentication framework [32] provides anonymity revocation in case of EV misbehavior,

but it is vulnerable to application-level DoS attacks.

Such revocable anonymous authentication systems are vulnerable to application-level

denial-of-service (DoS) attacks. Consider a scenario where an anonymous authenticated

EV simultaneously submits charging requests to all the charging stations in the vicinity

for charging. Since the communication is anonymous until the EV is proven malicious,

the charging stations cannot know that the requests came from the same EV. There is no

limit to the number of requests each EV can place or to the number of charging stations

these requests are directed at. The charging stations reserve the charge and wait for the

EV. These requests will saturate the charge capacity of the charging stations, forcing them

to deny charging requests from other EVs. This constitutes an application-level DoS at-

tack. Even though the malicious EVs are eventually reported by charging stations and their

anonymity revoked, this reporting and eventual revocation of anonymity takes time. After

the complaint, the EV is given some time to refute a false accusation before its anonymity is

revoked. The time between the charging request and the eventual revocation of anonymity
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is the attack window. If multiple such EVs coordinate their attacks, they can mount a

distributed denial-of-service (DDoS) attack.

A solution to this problem is a robust revocable anonymous authentication system that

is resilient against application-level DoS attacks. One of the main challenges of such a

system is to provide robustness against application-level DoS attacks without sacrificing

the existing security and privacy properties. In this chapter, we designed a framework

that provides robust, lightweight, and scalable revocable anonymous authentication that is

secure against application-level DoS attacks.

Our main contributions are summarized as follows:

• We uncovered and addressed application-level DoS attack for anonymously authen-

ticated EV charging scheduling systems.

• We proposed a novel permit-based mechanism, which ensures the anonymity of EV

users if they behave honestly, enables anonymity revocation in the event of mali-

cious behavior, and additionally defends against application-level DoS attacks on the

charging infrastructure.

• Our framework does not have a central trusted authority but relies on federated trust

entities for revocation.

• We performed detailed security and privacy analysis of our framework, and evaluated

its scalability and efficiency.

The rest of this chapter is organized as follows. Section 3.2 presents our system and

threat model. Section 3.3 presents the detailed design of our framework. Section 3.4

presents the privacy and security analysis of our framework. Section 3.5 presents our per-

formance evaluation results. Section 3.6 concludes this chapter.
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3.2 System and Threat Model

3.2.1 System Model

Our system consists of EVs, charging stations, and three Federated Trust Entities (FTEs):

a Financial Authority (FA), a Certificate Authority (CA), and a Department of Motor Ve-

hicles (DMV). We assume that each of these parties has its own unique public/private key

pair. An entity such as a bank or a financial institution can act as the FA. We assume that the

DMV conducts vehicle registration and it has no financial interest. We assume that each EV

is uncompromised at the time of registration. We assume that the charging stations and the

FTEs are always online, and communication channels exist between all parties. We assume

that a charging station will reserve enough energy for an EV’s charging request. For ease

of illustration, we focus on the interactions among one EV, one charging station, and the

FTEs and in the context of a single reservation involving one pseudonym only. An EV may

obtain and possess multiple valid pseudonyms concurrently in our framework. To prevent

traffic analysis attacks, we assume that all communications are carried over anonymous

channels such as Tor.

3.2.2 Threat Model

The FTEs are assumed to be honest-but-curious: they follow all protocols honestly but

may try to infer sensitive information regarding the EVs. A charging station is assumed to

be honest-but-curious, i.e., it can benefit from identifying an EV and/or its patterns. Internal

and external attackers are assumed to be computationally bounded. EVs and/or the charging

stations can be compromised, and their secrets can be exposed. We assume that none of the

FTEs (the CA, the FA, and the DMV) collude with each other or with the charging stations.

We also assume that two or more of the FTEs do not become compromised at any time.
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3.3 Framework Overview

Our framework to provide robust revocable anonymous authentication is based on dis-

tributing a permit to each EV. A permit is a blind token issued by a third-party authority.

An EV submits its permit to the charging station along with the charging request. If the

charging station accepts the request, it retains the permit until the EV visits and completes

the transaction. After a successful transaction, the charging station provides a receipt to the

EV, which can be redeemed by the EV to acquire another permit. To protect the anonymity

of the EVs, the permits are issued, used, and redeemed with complete anonymity. To pre-

vent an EV from accumulating permits and launching a DoS attack, every permit requires

an upfront deposit.

Our framework consists of five protocols: registration, permit collection, token collec-

tion, pseudonym collection, and report and receipt generation. The token and pseudonym

collection protocols are assumed to be executed offline during the time when the EV is idle

(at night). Reporting and receipt generation are done in real time. The permit collection

protocol is executed either when the EV makes its initial deposit, or after a random amount

of time after the report and receipt generation protocol.

In the registration protocol, EV gets a certificate to use as its proof of identity after

sharing the private information used in certificate generation among multiple FTEs. Specif-

ically, the EV registers securely with both the DMV and the CA and collects the certificate

from the CA. Registering with the DMV and the CA involves the EV using a secret sharing

scheme [48] to divide the key used to encrypt its identity into three shares, giving two of

them along with the encrypted identity to the CA and the DMV. The DMV and the CA

working together (on proof of malicious behavior from a charging station) can revoke an

EV’s anonymity.

In the token collection protocol, an EV proves that it is authentic and requests and
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Table 3.1: Table of Notations

K(m) Message m encrypted with a key K

σE Entity E’s digital signature on the entire message

CertvCA Certificate issued by the CA to EV v at registration

p A permit request from EV v to the FA

t A token request from EV v to a charging station

ρ A charging request from EV v to a charging station

ϕv A permit issued by the FA to EV v

τ v A token issued to EV v by a charging station

δv A pseudonym issued to EV v by a charging station

IDv Identity of EV v, e.g., its VIN

c(m,z) Commitment of message m with opening secret as z

be(m) Blinding factor e applied to message m

ue(m) Unblinding factor e applied to message m

BSE(m) Blind signature of entity E on message m

ETMKA

KE (m)

Message m encrypted with key KE ,

and then attached with a Message

Authentication Code (MAC) com-

puted on the encrypted message

with key KA. Both keys are derived

from a session key K.

PKCA, SKCA CA’s public/private key pair

PKDMV, SKDMV DMV’s public/private key pair

PKFA, SKFA FA’s public/private key pair

PKv, SKv EV’s public/private key pair
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collects a blindly-signed token. This blindly signed token and its components prove the

validity of EV and enable anonymity revocation of a proven malicious EV and are used to

obtain a pseudonym and establish session keys during the pseudonym collection protocol.

A token request consists of the certificate of the EV, which is subsequently included in the

token.

To interact with a charging station, an EV needs a unique unused credential issued

blindly by a charging station to the EV to preserve its anonymity; this credential is a

pseudonym. In the pseudonym collection protocol, the EV uses an unused token to collect

a pseudonym and associated session keys from the charging station. To prevent multiple

pseudonyms from being linked to an EV, the tokens must not be reused. Before issuing

this pseudonym, a charging station verifies that the requesting EV is not malicious. This

verification is done using a blindly signed token by the charging station itself in the token

collection protocol.

Since our framework allows each EV to collect multiple pseudonyms, an EV should

not be able to use all the pseudonyms at once to prevent application-level DoS attacks. In

our framework, to enforce this, an EV requires a permit to make a charging reservation.

This permit is blindly signed by an FA and a new permit is only issued by the FA if the EV

redeems a receipt of an old permit or makes a monetary deposit. The FA cannot link an EV

to a permit since the request and issuance of the permit are made anonymously. During the

charging request, when the EV sends a permit to the station, the station interacts with the

FA to ensure that the permit is valid before reserving a slot for the EV.

In the report and receipt generation protocol, the EV establishes secure communications

with the charging station using an unused pseudonym and its corresponding session keys.

The EV uses a permit to make a charging reservation, and reports required information to

the charging station. After a successful transaction between the charging station and the

EV, the charging station issues a receipt to the EV. The EV can then redeem this receipt
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for a new permit with another round of permit collection protocol or use it to counter false

complaints by a charging station.

During the anonymity revocation protocol, a charging station complains about the ma-

licious behavior of an EV to the CA and sends it the corresponding charging request. The

CA verifies the certificate accompanying the pseudonym and decrypts the private key used

to sign it. The CA and the DMV then work together to decrypt the ID of the malicious EV

and impose punishment on it. The CA and the DMV broadcast a request for the receipt

of the charging request from the corresponding EV after receiving the complaint and only

proceed to subsequent steps if the receipt is not produced in a timely manner.

Now, we will describe the details of the protocols in our framework. For illustration, we

use v and U to denote the EV and the charging station, respectively. In Table 3.1, we sum-

marize the notations used in this chapter. Messages in all the protocols have timestamps,

which are omitted in the protocol description for ease of illustration.

3.3.1 Registration

Protocol 4 Registration Protocol

Input: Encrypted identity Kv(IDv), key shares KDMV
v ,KCA

v , symmetric keys

KvDMV,KvCA.

Output: Certificate CertvCA from the CA.

1: v → DMV∶KvDMV(KDMV
v ∣∣Kv(IDv)).

2: DMV→ v∶PKCA(SKDMV (tkt)).

3: v → CA∶ KvCA(Cert∣∣PKCA(SKDMV (tkt))∣∣KCA
v ∣∣Kv(IDv)).

4: CA→ DMV∶PKDMV (SKCA(tkt)).

5: CA→ v∶KvCA(CertvCA).

Protocol 4 explains the procedure followed by EV v to register with the DMV and the
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CA to obtain a certificate from the CA. We assume that the EV is uncompromised during

registration and physically present at the DMV. To achieve revocable anonymity, the EV’s

identity IDv is encrypted with a secret key Kv, where the key is shared among three entities

using a secret sharing scheme. Specifically, Kv is divided into three shares KDMV
v , KCA

v ,

and Kv
v using a (2,3)-threshold secret sharing scheme. The (2,3)-threshold secret sharing

scheme requires at least 2 out of the 3 shares to reconstruct the key Kv which can then be

used to decrypt IDv. Our framework uses Blakley’s secret sharing scheme [5].

Using the IADHKE protocol, EV v establishes secure communication channels with

the DMV and the CA using symmetric keys KvDMV and KvCA, respectively. In Step 1, the

EV sends to the DMV the share KDMV
v of the key and the encrypted ID Kv(IDv), both

encrypted with the key KvDMV. In Step 2, the DMV decrypts using KvDMV, and stores the

encrypted identity of v along with KDMV
v . The DMV creates a message, tkt, containing

the encrypted ID Kv(IDv) and a random nonce n, signs tkt using its private key SKDMV,

and then encrypts the message and its signature using the public key PKCA of the CA.

It sends this signed encrypted message to the EV. In Step 3, the EV sends to the CA the

share KCA
v of the key, the encrypted ID Kv(IDv), a certificate request (Cert), and the

signed encrypted message given by the DMV, all of them encrypted with the key KvCA.

The certificate request, Cert, contains the public key of the EV, PKv. In Step 4, the CA

decrypts the message of the DMV using its private key SKCA and verifies the signature of

the DMV using DMV’s public key PKDMV.

If the signature is valid and the encrypted identity in the message tkt matches the en-

crypted identity sent by the EV, the CA signs the decrypted message tkt with its private

key SKCA, encrypts it with the public key PKDMV of the DMV, and sends this signed en-

crypted message to the DMV. The DMV decrypts the message with its private key SKDMV,

verifies the signature of the CA using its public key PKCA, matches the message it sent to

the EV with the message it received from the CA, and notifies the CA that the EV is cur-
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rently executing the registration protocol if the messages match and the EV is physically

present at the DMV. If the CA receives the notification from the DMV that the EV with the

encrypted identity Kv(IDv) is currently executing the registration protocol, the CA signs

the certificate request and sends this certificate CertvCA to v.

The EV retains the third share of the key, Kv
v . This way, unless both the DMV and

the CA are in agreement regarding the maliciousness of the EV, neither can obtain v’s

encryption key Kv and reveal its identity. The DMV and the CA both store their respective

key shares along with the encrypted ID. The CA also stores the corresponding certificate.

To ensure that the EV is uncompromised during the registration protocol, the EV must

be physically present at the DMV. In this case, the integrity of the software/firmware can

be easily verified by the DMV. For example, the DMV can compute the checksum of the

EV’s software/firmware and compare it against the checksum provided by the vehicle’s

manufacturer. Recent advances in secure enclaves (e.g., Intel Software Guard Extensions

(SGX) or ARM Trustzone) can be used to ensure that software/firmware of the vehicles can

be attested inside the enclave in a vehicle to confirm that the process is not tampered with.

Through this process, the DMV can ensure that the EV follows the secret sharing scheme

in the registration protocol, which is crucial for enabling anonymity revocation. We make

no assumptions regarding the integrity of the software/firmware of EV after the registration

protocol.

3.3.2 Permit Collection

Before an EV attempts to make a charging request, it needs to execute Protocol 5 to

obtain a permit anonymously from the FA. This is to ensure that each EV makes only one

reservation at a time. When an EV v communicates with the FA to acquire a permit for the

first time, it makes a deposit anonymously based on the amount required by the FA. To en-

sure anonymity during this step, the deposit must be anonymous and untraceable. This can
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Protocol 5 Permit Collection Protocol
Input: Deposit or permit receipt, blinding & unblinding factors (bf , uf).

Output: Permit request p, permit ϕv.

1: v creates permit request p = E∣∣r where E is publicly known and r is a random secret.

2: v computes blinded message bf(p).

3: v → FA∶ (deposit / receipt, bf(p)).

4: The FA verifies deposit or receipt and signs the blinded message: BSFA(bf(p)).

5: FA→ v∶BSFA(bf(p)).

6: v obtains the permit ϕv by unblinding the signature on the message: ϕv
=

uf(BSFA(bf(p))) = BSFA(p).

be done using, for example, cash, prepaid cash cards, or privacy-preserving cryptocurren-

cies. In all the subsequent times, the EV presents a receipt for a previously issued permit

to acquire a new permit anonymously. To defend against application-level DoS attacks,

the initial deposit must be high enough to discourage the same EV from obtaining many

permits that can be used to launch an application-level DoS attack. As long as the EV acts

benignly, it will not lose anything.

To request a permit anonymously, the EV creates a permit request p by combining E

and r, where E is a public number published by the FA, and r is a secret random number.

The EV blinds the permit request p using a blinding factor bf , resulting in a blinded permit

request bf(p). Then, v sends this blinded permit request along with the initial deposit or

a permit receipt to the FA. The FA verifies the deposit or the permit receipt, and signs

the blinded permit request if it is valid. The EV applies the unblinding factor uf to the

blindly signed permit request, resulting in a blind signature of the FA on the permit request.

Signature of the FA on the permit request p is considered as a permit. The EV can prove

the ownership of the permit by revealing the r since only v knows about it.
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3.3.3 Token Collection

Protocol 6 Token Collection Protocol
Input: Valid certificate CertvCA from the CA, blinding & unblinding factors (be, ue).

Output: Token τ v to interact with the charging station U .

1: v generates random numbers x and z, and computes a commitment c(gx, z), a certifi-

cate Certv signed by the public key certified in CertvCA, and creates a token request

t = (c(gx, z)∣∣PKCA(Certv)).

2: v computes be(t), and the signature σv.

3: v → U∶ (be(t)∣∣σv).

4: U verifies σv, verifies the certificate in t through a cut-and-choose protocol, signs the

blind token request, and then signs the whole message: (BSU(be(t))∣∣σU).

5: U → v∶ (BSU(be(t))∣∣σU).

6: v verifies σU and obtains the token by unblinding the signature on t: τ v =

ue(BSU(be(t))) = BSU(t).

The EV executes Protocol 6 to obtain a token anonymously from the charging station

U . This token will be used in the pseudonym collection protocol to obtain a pseudonym

anonymously. In Step 1, the EV v and the charging station agree upon a base g as the

base for DHKE; v then generates two random numbers x and z, and computes gx and a

commitment c(gx, z). The commitment is used to commit z to open gx. EV v also creates

a certificate Certv. To ensure its authenticity, it is signed with the public key corresponding

to the certificate CertvCA issued to v by the CA during the registration protocol. The EV

creates a token request t containing the commitment and the certificate encrypted with the

public key of the CA, PKCA(Certv), to be signed by the charging station.

The EV blinds the token request t as be(t) with a blinding factor e, and creates its sig-

nature σv upon that blind token request using its private key SKv, in Step 2. In Step 3,
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v sends the blind token request along with the signature to the charging station. For the

cut-and-choose protocol, v computes a specific number (determined by the implementa-

tion) of blind token requests, and sends them to the charging station U . Each blind token

request has a unique certificate Certv in it. To verify that Certv is a valid certificate, the

charging station U uses the partial message proof through the cut-and-choose protocol as

follows. From all the blind token requests received by the charging station from EV v, the

charging station selects a random blind token request and asks v to unblind all the blind

token requests except the selected one.

With the exception of the selected blind token request, the EV provides all the other

token requests and their blinding factors. The charging station verifies all the token requests

against the corresponding blind token requests and sends all the encrypted certificates in

the token requests to the CA. Since the certificates are encrypted using the public key of the

CA, the CA decrypts them using its private key and verifies that they are valid certificates

(signed by the public key corresponding to one of the certificates issued by the CA, in

this case CertvCA). After ensuring that all of the certificates are valid, the CA notifies the

charging station U regarding their validity. Since the selection is random, the charging

station knows that the selected blind token request has a valid certificate in it. The cut-and-

choose protocol has little communication overhead, because all the blind token requests are

sent to U from v in a single message.

In Step 4, after ensuring that the blind token request actually contains a valid certificate

and a valid digital signature (σv is verified using the public key of the EV, PKv), the charg-

ing station issues a digital signature on the blind token request and then issues a signature

on the whole message (σU ). The charging station sends the blindly signed token request

and the digital signature to EV v. After v receives the blindly signed token request from

U , it verifies that the digital signature on the blindly signed token request is a valid signa-

ture (from the charging station), and applies the unblinding factor to retrieve the charging
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station’s signature on the token request in Step 6. The charging station’s signature on the

token request t is considered a token, τ v.

3.3.4 Pseudonym Collection

Protocol 7 Pseudonym Collection Protocol

Input: Token τ v, commitment c(gx, z), proof of commitment (gx,z), encrypted certificate

PKCA(Certv).

Output: Pseudonym δv for reporting to U .

1: v → U∶ gx.

2: U generates random y, computes gy and KvU = gyx.

3: U generates a message containing (gx∣∣gy) and its signature σU on (gx∣∣gy), and en-

crypts it with KvU .

4: U → v∶ (gy,KvU(gx∣∣gy ∣∣σU)).

5: v uses gy and calculates KvU = gxy and decrypts the rest of the message using KvU and

verifies σU .

6: v → U∶KvU(gx∣∣gy ∣∣c(gx, z)∣∣PKCA(Certv)∣∣τ v ∣∣z).

7: U decrypts the message using KvU , opens the commitment using z and then checks

that τ v is a valid token.

8: U creates a pseudonym δv and derives two keys KvUE and KvUA from key KvU using

a KDF.

9: U → v∶ETMKvU
A

KvU
E (δv ∣∣PKCA(Certv)).

10: v decrypts the message and stores δv and PKCA(Certv).

Protocol 7 illustrates the pseudonym collection protocol. In this protocol, EV v uses an

unused token τ v to acquire a pseudonym and a session key to be used during the report and

receipt generation protocol. The EV sends a part of the commitment, gx, to the charging
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station U in Step 1. As mentioned before, g is the agreed base of the DHKE protocol

by both v and U . After receiving gx, the charging station generates a random number y,

computes gy, and calculates the session key KvU = gyx in Step 2. In Step 3, the charging

station creates a message containing gy and (gx∣∣gy ∣∣σU) encrypted with the key KvU , where

σU is a signature of U on (gx∣∣gy). The charging station sends this message to v in Step 4.

In Step 5, after receiving the message from U , v computes KvU = gxy by using gy from

the message. After computing KvU , v proceeds to decrypt the rest of the message. The

EV verifies the validity of digital signature σU on (gx∣∣gy) to ensure that it is from U . If it

is valid, then U has authenticated itself to v. In Step 6, v sends U an encrypted message

containing gx, gy, c(gx, z), z, τ v, and PKCA(Certv). After receiving this message, U

decrypts it and verifies that τ v is its signature on c(gx, z)∣∣PKCA(Certv) in Step 7. Since v

provided it along with the commitment c(gx, z) and the secret z that opens the commitment,

v has authenticated itself anonymously to U . In Step 8, U creates a pseudonym δv, and

derives two keys from the key KvU , namely KvUE and KvUA, using a Key Derivation

Function (KDF).

We use Encrypt-then-MAC (ETM) to ensure that only untampered messages are read

by both the EV and the charging station. To provide general security of the protocols, we

use KDF to generate two keys for the ETM. The key KvUE is used for encryption while the

key KvUA is used for Message Authentication Code (MAC). This ensures that if the key in

either one of the encryption or the authentication scheme is compromised, then the other

scheme is not automatically compromised. In Step 9, U sends a message to v containing

the pseudonym and PKCA(Certv). After receiving the message, v verifies that its MAC is

correct, decrypts it, and stores the pseudonym δv, in Step 10.

3.3.5 Report and Receipt Generation

The report and receipt generation protocol is shown in Protocol 8. When v wants to
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Protocol 8 Report and Receipt Generation Protocol

Input: Permit ϕv, permit request p, pseudonym δv, encrypted certificate PKCA(Certv),

session key (KvUE,KvUA), charging request information info.

Output: Transaction receipt σρ
U , permit receipt σϕv

U .

1: v creates message cred = ((info∣∣ϕv
)∣∣PKFA(p)), and charging request ρ =

(δv ∣∣PKCA(Certv)∣∣cred∣∣σcred
Certv).

2: v → U∶ETMKvU
A

KvU
E (ρ).

3: U decrypts the message and verifies that δv is unused.

4: U → DMV∶ (cred∣∣σcred
Certv).

5: U → CA∶PKCA(Certv).

6: CA→ DMV∶Certv.

7: The DMV verifies that σcred
Certv is the signature of Certv on cred, and notifies U .

8: U → FA∶ (ϕv
∣∣PKFA(p)).

9: The FA decrypts PKFA(p), verifies that the permit ϕv is valid and unused, and notifies

U .

10: If both σcred
Certv and the permit are valid, U reserves the charge and waits for EV arrival.

11: After v finishes the transaction, U issues v the receipts:

U → v∶ETMKvU
A

KvU
E (ρ∣∣σ

ρ
U ∣∣σ

ϕv

U ),

where σρ
U , σ

ϕv

U are U’s signatures on ρ,ϕv respectively.
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communicate with U to schedule a charging service, it crafts a message cred containing

the request information, the permit, and the permit request encrypted with the FA’s public

key. Note that to make a reservation, the EV must use a unique and unused pseudonym

each time. Otherwise, the anonymity of the EV may be broken if the adversary can link

multiple reservations using the same pseudonym. It then creates a charging request ρ using

the pseudonym δv, the certificate Certv encrypted with the CA’s public key, the message

cred, and the signature of cred using the private key corresponding to Certv. The request

is then sent to U , encrypted and authenticated with MAC.

The charging station decrypts the request and verifies that the included pseudonym is

unused, and that σcred
Certv is a valid signature on cred by sending cred and σcred

Certv to the DMV

and PKCA(Certv) to the CA. The CA retrieves the corresponding certificate and sends it

to the DMV, which then verifies the signature and notifies U . The charging station then

extracts the permit and the encrypted permit request, and sends them to the FA securely.

The FA decrypts the permit request, verifies its own signature on the permit as well as that

the permit has never been used, and notifies U . Upon receiving positive verification from

all FTEs, the charging station then proceeds to preparing for the arrival of v for charging.

If v arrives for the reservation and completes the transaction, U issues a receipt σρ
U to v

by signing the entire request ρ. It also issues a permit receipt σϕv

U by signing only on the

permit ϕv. U only signs the request and the permit after the transaction is complete. This

ensures that the EV will not leave the charging station before the transaction completes.

3.3.6 Anonymity Revocation

If v does not show up for charging according to the request ρ, the anonymity revocation

protocol (Protocol 9) will be executed. First, U sends a complaint to the CA containing

the request of v and the pseudonym used in the request. Since the permit is not signed, the

malicious EV will not have a permit receipt, and hence it cannot acquire another permit
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Protocol 9 Anonymity Revocation Protocol
Input: Malicious charging request ρ.

Output: IDv of v which issued ρ.

1: U complains to the CA with the unattended request ρ: U → CA∶ρ.

2: The CA gets Certv and decodes which CertvCA signed it.

3: The CA broadcasts a request for receipt of the transaction pertaining to Certv. If the

CA does not receive the receipt in a given amount of time, the CA blacklists CertvCA .

4: CA→ DMV∶ (CertvCA∣∣K
CA
v ).

5: The DMV retrieves Kv from (KCA
v ,KDMV

v ) and uses the key Kv to decrypt the identity

of IDv.

6: If v provides the receipt, then the CA verifies the validity of the receipt and aborts the

complaint from U .

without paying another deposit. The CA decrypts the message and then retrieves Certv.

The CA decodes the private key of CertvCA used to sign Certv, and sends out a message

requesting for the receipt of this request. If v does not provide the receipt within a time

limit, the CA blacklists CertvCA.

The CA then establishes a secure channel with the DMV, and sends the key share KCA
v

corresponding to CertvCA to the DMV. Upon receiving this information, the DMV uses its

own share KDMV
v and the share KCA

v given by the CA to reconstruct Kv, and proceed to

decrypt the encrypted ID of the vehicle, Kv(IDv). If the charging station generates a false

complaint and the EV possesses a receipt for the transaction, the EV provides the receipt,

which is actually the charging station’s signature on the request for reservation, to the CA:

v → CA∶ (ρ∣∣σρ
U).

The CA proceeds to verify if it is indeed a valid signature of the charging station in the

receipt. If the signature is valid, the CA ignores the complaint of the charging station U
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on the EV. A separate procedure can later be executed to check if the charging station is

compromised or malfunctioning, which is out of the scope of this dissertation.

3.3.7 Multiple Permits

In practice, there are legitimate use-cases which require an EV user to hold multiple

permits. This requires an EV to make multiple reservations in advance before fulfilling any

of them. Because the main focus of our work is to defend against the application-level DoS

attack by a malicious EV, we require that each EV can only obtain and possess one permit

with one deposit, each permit redeemable for one reservation at any time.

To facilitate multiple charging events, we allow an EV to obtain multiple permits for

making multiple concurrent reservations, but the EV must make multiple deposits as well.

To prevent an EV with multiple deposits from launching application-level DoS attack, pun-

ishment can be enforced after the EV’s malicious behavior is confirmed and its identity is

revealed through anonymity revocation. For example, all the deposits associated with the

permits that were used to launch an attack are forfeited to the FA.

3.4 Privacy and Security Analysis

In this section, we perform a detailed privacy analysis of our framework, and discuss

the security of the framework.

3.4.1 Privacy Analysis

Privacy from the charging station: The charging station cannot link a pseudonym or

a permit used by an EV v to its original identity IDv. Unlinkability of a token and a permit

with the identity of the EV is ensured by the blind signature scheme used during the token

collection protocol and the permit collection protocol.
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In the pseudonym collection protocol, the EV produces a token and receives a pseudonym

anonymously. Since a token cannot be tied to an identity, it is not possible to link the

pseudonym to an identity. If each token is used only once to acquire a pseudonym, the

charging station cannot link any two pseudonyms belonging to the same EV. Further, the

blind signatures used in our framework ensure that the pseudonyms of any EV are unlink-

able and indistinguishable from the pseudonyms of other EVs. Hence, tracking of multiple

pseudonyms of a single EV or multiple EVs cannot compromise an EV’s privacy either.

Privacy from FTEs: First, since the CA and the DMV only verify the validity of the

encrypted certificates sent by the charging station, they do not know about the permits,

tokens, or pseudonyms issued to an EV from the normal protocols. Specifically, the cut-

and-choose protocols will prevent the CA from acquiring the specific certificate in the

actual token used to acquire a pseudonym, as each token contains a different certificate

generated by the EV itself.

The FA verifies the validity of permits, which are anonymized at issuance, so it cannot

violate the privacy of the EV. The secret sharing scheme prevents either the DMV or the

CA from unilaterally obtaining the EV’s identity without the agreement from the other due

to confirmed maliciousness. Note that the registration protocol also employs anonymized

communications. Since it happens before any permit or charging request, it does not con-

tain any information regarding the permits, tokens and pseudonyms of an EV.

3.4.2 Security Analysis

DoS/DDoS attacks: A malicious EV may launch DoS attacks either on a single charg-

ing station, or on all charging stations in an area, which can prevent other EVs from receiv-

ing charging services. In our framework, however, launching such an attack requires the

user to possess a large number of valid permits at the same time. This can be done through

accumulating permits using one or multiple EVs.
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However, since each permit requires a deposit of a high-enough amount, such an at-

tack can only be launched by an attacker with huge financial resources, making the attack

economically infeasible for most common attackers. Moreover, once an attack is detected,

the user’s initial deposit can be lost (due to inability to obtain another permit), and the CA

can blacklist the certificate(s) of one or multiple involved EVs and broadcast to the whole

network, so that future requests by the EVs will not be accepted network-wide. Both pun-

ishments make an attack extremely costly for the attacker, economically preventing the

attack from happening.

Forgery attacks: Our system model assumes that an attacker cannot forge digital sig-

natures. Unless an external attacker can forge digital signatures, she cannot forge tokens or

pseudonyms. An EV may try to get the signature of a charging station on a real-time report

so as to forge a receipt. To do so, it needs to send the real-time report as a blinded message

in the token collection protocol, upon which the charging station can issue a blind signa-

ture. This is prevented by the cut-and-choose protocol, which checks for the commitment

inside the message and sends the encrypted certificate to the CA for verification. It can also

be prevented by having the charging station sign the receipts with a different public/private

key pair.

Man-in-the-middle attacks: In order to prevent the MITM attacks, our framework

uses authentication in every protocol. For example, authentication between the EV and the

charging station during the token collection protocol is achieved using their digital signa-

tures on their messages. The charging station authenticates itself using the digital signature

on (gx, gy) and the EV authenticates itself using the commitment in the pseudonym col-

lection protocol. The EV authenticates to the charging station by signing the message with

the certificate Certv while reporting. During the receipt generation, the charging station

authenticates through its signature on the message.

Replay attacks: Since all the messages are associated with timestamps, the framework
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Figure 3.1: Time Taken by Various Steps in the Protocols of Our Framework

is immune to replay attacks.

Collusion attacks: Collusion between malicious EVs and charging stations cannot

affect the anonymity of the honest EVs. If there are at least two benign EVs, the charging

station cannot differentiate between their pseudonyms and by extension cannot infer their

private information.

3.5 Performance Evaluation

In this section, we analyze and evaluate the performance of our framework.

3.5.1 Computation Overhead

We first show the computation overhead of our protocols through real-world imple-

mentations. Our framework can be implemented without any special hardware. We imple-

mented our protocols using standard crypto libraries in Java. The EV parts of the proto-

cols were implemented on an Intel Core i5-2450M (2.5 GHz) machine with 8 GB RAM.

The charging station parts of the protocols were implemented on an Intel Core i7-6700K

(4.0 GHz) machine with 32 GB RAM. We measured the time taken by each computation-

intensive step in the protocols in order to evaluate the scalability of the protocols. All the

results were averaged over 1000 runs.

We used the following implementations of the cryptographic primitives in our proto-
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cols. For asymmetric encryption and blind signatures, we used RSA with 2048-bit keys.

For digital signatures, we used SHA256 with RSA. For symmetric encryption and ETM

(Encrypt-then-MAC), we used AES-CBC (Cipher Block Chaining) with 256-bit key and

AES-CBC-MAC for MAC with 256-bit key.

Besides evaluating our proposed framework alone, we compared our framework to the

framework in our preliminary work [32]. To the best of our knowledge, our framework

in [32] is the state-of-the-art revocable anonymous authentication framework for EV infor-

mation reporting. Since the major difference between [32] and the framework proposed in

this chapter is the report and receipt generation protocol, the comparison was done regard-

ing this protocol alone.

We compared the time taken by computation-intensive steps in the token collection pro-

tocol, the pseudonym collection protocol, and the report and receipt generation protocol.

Fig. 3.1a shows the time taken by the computation-intensive steps in the token collection

protocol. Step 2 corresponds to the time taken by an EV for a blinding and a digital signa-

ture operation. Step 4 corresponds to the time taken by a charging station for a signature

verification, a blind signature, and a digital signature operation. Step 6 corresponds to the

time taken by an EV for a digital signature verification and an unblinding operation. Time

taken by the token collection protocol for a 1,000-byte message was approximately 25 ms.

Fig. 3.1b shows the time taken by the computation-intensive steps in the pseudonym

collection protocol. Step 3 corresponds to the time taken by a charging station for a digital

signature and an encryption operation. Step 5 corresponds to the time taken by an EV for

a decryption and a signature verification operation. Step 7 corresponds to the time taken

by a charging station for a decryption, a commitment verification and a digital signature

verification operation. Step 8 corresponds to the time taken by a charging station for an

encryption operation. Time taken by the pseudonym collection protocol for a 1,000-byte

message was approximately 24 ms.
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Fig. 3.1c compares the time taken by our report and receipt generation protocol against

the time taken by the same protocol in [32]. Since receipt generation took approximately

the same amount of time as reporting, we did not show it in the figures. As we can see, our

protocol took slightly more time than the protocol in Kilari et al. [32]. This additional time

was due to the encryption of the permit requests. During receipt generation, the additional

time was due to computing the signature of the charging station on the permit. In our

experiments, the maximum time taken in each protocol was in the order of 10 ms. The

token collection and the pseudonym collection protocols can be executed when an EV

is idle. Only the report and receipt generation protocol, which took less than 10 ms in

experiments, is executed in real time.

Step 4 in token collection and Step 7 in pseudonym collection took the longest time,

due to operations involving digital signatures. Time taken by the steps increased with the

message size, due to the dependence of cryptographic operations on the message size. The

token collection and the pseudonym collection protocols took a combined 49 ms (25 + 24)

per EV. This means that a charging station can serve a million EVs in 14 hours. Even

including the time required for the cut-and-choose protocols, the time required for our

framework is less than an average idling time of an EV (15 mins, for every 24 hours),

demonstrating the scalability of our framework.

3.5.2 Communication Overhead

Below, we further analyze the communication overhead of our framework in terms of

the messages sent and received by the EV and the charging station during the execution of

our normal operation protocols, where all asymmetric operations are performed on a group

of a prime order of M bits. CS represents a charging station serving N EVs simultaneously.

R is the number of messages used in the cut-and-choose protocol. D is the size of deposit

during initial permit collection. P is the size of the pseudonym. C is the size of the
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commitment key. Since the registration protocol and the anonymity revocation protocol

are executed infrequently, we omit their communication overhead in the analysis. Unlike

the above experiments, we do not assume specific implementations of our protocols for

generality. We summarized the communication overhead of our normal operation protocols

in Table 3.2. For simplicity, we omit the sizes of the payload message and the MAC.

We can see that the token collection protocol has the highest communication overhead.

This is due to the use of the cut-and-choose protocol to verify the validity of EV’s token

requests. Assuming M = 4096 bits for the prime q of the group, R = 10 for the cut-and-

choose protocol, P = 4096 bits for the size of the pseudonym, and N = 1000 EVs in the

system, the worst-case size for the charging station is Protocol 3 with total size 18.55 MB

while receiving and Protocol 5 with total size 6.35 MB while sending. For the EV, the

token collection protocol has the largest worst-case send size of 19 KB while sending and

the report and receipt generation protocol with total size 3.5 KB while receiving. Alterna-

tively, we can use Zero Knowledge Proofs (ZKPs) to replace the cut-and-choose protocol,

which may reduce the communication overhead but may lead to excessive computational

overhead.

Only the report and receipt generation protocol must be executed in real time during the

time of reservation, while all other protocols can be executed offline. The report and receipt

generation protocol has the worst-case send message size of 6.35 MB and receive message

size of 2.44 MB for a charging station. For an EV, report and receipt generation protocol

has the worst-case send message size of 2.5 KB and receive message size of 3.5 KB. Note

that it is highly unlikely that all EVs will be interacting with the charging station at the same

time, hence the worst-case is very rare. The worst-case communication overhead for the

EV for the real-time protocol is low. Also, since the only protocol that presents a significant

communication overhead to the EV and/or the charging station is token collection protocol

which is executed offline, and the communication overhead of both the EV and the charging
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station for the only real-time protocol (report and receipt generation protocol) is sufficiently

low, our framework is easily scalable.

Table 3.2: Communication Overhead

Protocol Entity
# Messages Total Size

Send Recv Send Recv

Protocol 2 EV 1 1 max(D,2M) +M M

Protocol 3
EV 2 2 (4R − 2) ⋅M R + 2M

CS 2N 2N (R + 2M) ⋅N (4R − 2) ⋅MN

Protocol 4
EV 2 2 7M +C 5M + P

CS 2N 2N (5M + P ) ⋅N (7M +C) ⋅N

Protocol 5
EV 1 1 4M + P 6M + P

CS 4N N (12M + P ) ⋅N (4M + P ) ⋅N

3.6 Conclusions

In this chapter, we proposed a revocable anonymous authentication framework that is

robust against application-level DoS attacks. Our framework allows EVs to authenticate

themselves anonymously to a charging station for reporting real-time information. To pre-

vent malicious EVs from anonymously attacking the system, we equipped our framework

with the ability to revoke the anonymity of an EV with verified maliciousness. To fur-

ther protect charging stations and benign EVs from application-level DoS attacks by ma-

licious EVs, we designed a permit-based mechanism to impose a high cost and penalties

for launching an attack, making such attacks economically infeasible. We thoroughly ana-

lyzed the security and privacy properties of our framework, and evaluated its performance

through analysis and implementations in real-world settings. The analysis and experiments

showed that our framework is both efficient and scalable.
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Chapter 4

ANONYMOUS REPUTATION SYSTEM WITH ANONYMOUS FEEDBACK UPDATE

4.1 Introduction

Reputation systems ensure the quality of information and the credibility of information

sources, making them a vital component in various types of online systems. Commu-

nity platforms such as Stack Overflow and Reddit, review platforms such as TripAdvisor

and Yelp, and e-commerce sites such as Amazon and eBay all employ them to evaluate

the quality of information posted by users. This evaluation is crucial in establishing and

maintaining trust between information producers and information consumers. A reputation

system tracks and publicizes the information along with the reputation of the information

source. The information can be original, or it can be feedback from other sources regarding

some information. The reputation system maintains a record of all user identities, their

reputation, and the information originating from them. This tracking and maintenance al-

low a reputation system to attribute feedback or changes in feedback to a user’s reputation

perpetually.

Since user identities are tied to their reputation and the information originating from

them, the reputation system or other users of the reputation system can violate the privacy

of the users by tracking their information, feedback, or reputation. Such privacy violations

can have legal, financial, and social implications and can also reduce user participation in

these systems. To protect the privacy of information sources, reputation systems should
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function effectively without relying on the true identities of the sources. As a solution,

anonymous reputation systems have been proposed.

In P2P networks, anonymous reputation systems based on electronic cash (e-cash) have

been proposed [2, 12]. These systems rely on anonymity in e-cash to ensure the unlinka-

bility of users’ transactions. However, these systems cannot support negative feedback.

Some anonymous reputation systems [21, 51, 6] rely on a central trusted authority to

function. This central trusted authority can identify the users that might result in violation

of user privacy when the authority can benefit from private user information or if it is com-

promised. The proposed blind signature based anonymous reputation and trust system [51]

and group signature based anonymous reputation system [6] trust a central server or a group

manager to be honest. Anonrep [53] is a tracking-resistant anonymous reputation system

using verifiable shuffles, linkable ring signatures, and homomorphic cryptography. How-

ever, it follows the anytrust model in which it assumes at least one of the many servers

of the system is trusted. Another drawback of Anonrep is that it operates in a series of

message and feedback rounds that last for an arbitrary amount of time with a finite time

interval. In many everyday activities, feedback is given perpetually, which makes Anonrep

impractical. A blockchain-based trustless reputation system [47] has been proposed but it

is vulnerable to ballot stuffing attacks.

Some anonymous reputation systems allow only one feedback submission per service

access. Beaver [50] is a decentralized anonymous marketplace with a secure reputation

system which provides strong client anonymity and weak vendor anonymity and requires

the clients to purchase products from the vendor to be able to leave feedback. Other pro-

posed anonymous reputation systems [35, 9] allow a user who accessed the service to rate a

service only once. Such anonymous reputation systems are impractical because they deny

users the option of changing their feedback.

There are many challenges that hinder the adoption and use of anonymous reputation
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systems on present-day online platforms. First, most of the proposed systems are not suf-

ficiently general, scalable, or practical for real-world deployment. Second, many rely on

trust models that are not reflective of present-day requirements. Third, most of the systems

do not support perpetual feedback updates. In this chapter, we designed a scalable and

practical anonymous reputation system that provides anonymity during user registration,

information posting, perpetual feedback updates, and feedback attribution from malicious

users and a curious system operator.

Our main contributions are summarized as follows:

• We designed a secure, scalable, and practical anonymous reputation system, EARS,

which implements all required functions while ensuring the anonymity and privacy

of all users.

• Our system supports anonymous perpetual feedback updates.

• We performed detailed security analysis and implementation-based performance eval-

uation of our system.

The rest of this chapter is organized as follows. Section 4.2 presents our system and

threat model. Section 4.3 presents the detailed design of our system. Section 4.4 presents

the security analysis of our system. Section 4.5 presents our performance evaluation results.

Section 4.6 concludes this chapter.

4.2 System and Threat Model

4.2.1 System Model

We assume that our system is implemented on a server controlled by the system op-

erator. Many users can interact with the system, and because each user interacts with it
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independently, we describe and evaluate its performance in terms of the interactions be-

tween a specific user and the system. However, our security analysis considers all users in

the system. We classify users as posters, who provide information, and voters, who provide

feedback. A user may play either or both roles. Since each of the roles has different respon-

sibilities, we describe the relevant protocols for these two roles independently. We assume

that multiple servers may be used for load-balancing or backup in our system. Since a user

can only interact with a single server per session, the assumption of multiple servers for

load-balancing will not have any impact on the security and privacy guarantees provided

by our system. Since all the servers have the same functionality, our discussion applies to

all servers in the system. Since the security of our system does not rely on having multiple

servers, we assume only one server in our narrative for brevity. Our system and its users

rely on Public Key Infrastructure (PKI). The system has a public-private key pair. All the

communications happen over established secure channels to ensure the confidentiality and

integrity of the communications.

4.2.2 Threat Model

We model the server deploying our system as honest-but-curious [42], and the users of

our system as malicious. The server follows the defined protocol but will attempt to learn

all possible information from messages received. The semi-honest-server assumption is re-

alistic because practical factors may discourage protocol deviations that prevent the system

operator from deviating from the protocols, like oversight by regulatory authorities and the

reputational damage. Users can be malicious; they can deviate from the protocol, collude

among themselves, or try to violate the anonymity of other users by tracking reputation

scores, pseudonyms, and reputation updates. We assume all adversaries are computation-

ally bounded and the cryptographic primitives like asymmetric key encryption, symmetric

key encryption, and hash functions are all correctly implemented. We also assume that
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the network and upper-layer protocols do not leak the users’ identifiable information. To

thwart traffic analysis attacks, we assume that the network connections between the users

and the system are established over anonymous communication channels such as Tor [25].

4.3 System Overview

Table 4.1: Table of Notations

h(m) Hash of the message m

(m)k Signature on message m using key k

ϕV Voting token

τP Posting token

πP Feedback collection token

γV Feedback update token

be(m) Blinding factor e applied to message m

ue(m) Unblinding factor e applied to message m

BS(m) Blind Signature on m

PBS(m)x Partial Blind Signature on m with value x

(pu, pr) Public/Private key pair of EARS

In this section, we provide an overview of the protocols of our anonymous reputation

system. A user can be a poster (information provider) and/or a voter (feedback provider).

Each user performs account initialization while joining the system, which associates the

user identity, its initial reputation, and a credential token (blindly) signed by the system.

Our system consists of the following protocols: poster registration, voter registration, post-

ing, voting, reputation update, and feedback update.

During poster registration, a poster provides their credentials to the server and requests

an anonymous posting token coupled with a post to enable feedback attribution. The sys-
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tem verifies the credentials, checks that the reputation tokens for all the posts associated

with this poster are redeemed recently and issues an anonymous posting token to the poster

certifying their identity, reputation, and intention to post, along with an anonymous feed-

back collection token to collect the feedback. In the posting protocol, the poster provides

the posting token along with the information they wish to post. After verifying that the

posting token is valid, the system posts the information along with the reputation of the

poster enclosed in the posting token. The poster token was blinded during registration to

ensure the anonymity of the poster.

Like the poster registration protocol, in the voter registration protocol, a voter provides

their credentials and requests an anonymous voting token to enable feedback updates. The

system verifies the credentials and issues an anonymous voting token to the voter certifying

their identity, reputation, and intention to vote on a specific post along with an anonymous

feedback update token for updating this feedback in the future. Then, during the voting

protocol, the voter provides the voting token along with the feedback they wish to post.

The system verifies the voting token and posts the feedback given by the voter along with

the reputation of the voter. The blinded voting token protects the anonymity of the voter

during the voting protocol.

During the reputation update protocol, the poster submits the feedback collection to-

ken to the system. The system verifies the feedback collection token and then tallies all

feedback attributed to the post up to that point and issues a partially blind signature on

the reputation token and the timestamp. This reputation token is only redeemable by the

poster who posted the information. After the feedback changes, the system issues a new

anonymous reputation token reflecting the updated feedback score. The poster applies the

unblinding factor to the partially blind signature on the reputation token and retrieves the

signed reputation token. This token must be redeemed within a specific time (a week) and

the poster submits this signed reputation token to the system along with their credentials
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while redeeming. After verifying the credentials are valid and the time to redeem the to-

ken has not expired, the system updates the reputation score of the poster based on the

reputation token and issues new credentials to the poster reflecting the updated reputation

score.

In the feedback update protocol, the voter will submit the feedback update token issued

during voter registration along with the updated feedback. After verifying the token, the

system updates the feedback of a post corresponding to the token with the new feedback.

We will explain the protocols of our system in detail.

4.3.1 Poster Registration Protocol

Protocol 10 Registration Protocol for Poster P

Input: ID, r, h(IDP ∣∣r)pr, and h(IDP ∣∣t)pr of poster P .

Output: Poster P acquires a posting token and a feedback collection token from S

1: P sends its credentials along with blind tokens to S:

P → S∶ IDP , r, h(IDP ∣∣r)pr, p, h(IDP ∣∣t)pr

bk(ak, rk, h(ak∣∣rk),Bk(h(IDP )), h(ak∣∣Bk(h(IDP )))).

2: P sends the feedback collection token to S:

P → S∶ bn+1(x), bn+2(h(ak∣∣x)).

3: After S verifies the blind token, it issues a partially blind signature on a posting token

(kth token) and a blind signature on the feedback collection token to P :

S → P ∶PBS(bk(ak, rk, h(ak∣∣rk),Bk(h(IDP )),

h(ak∣∣Bk(h(IDP ))))p,BS(bn+1(x)),

BS(bn+2(h(ak∣∣x))).

Protocol 10 shows the registration protocol, which is used to verify a poster’s credentials

and credibility and issue an anonymous posting token and an anonymous feedback col-
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lection token to the poster P by S. In Step 1, a poster P sends S its identity (IDP ),

a reputation score (r), the credential (h(IDP ∣∣r)pr) and a credibility token (h(IDP ∣∣t)pr)

where t is the number of reputation tokens redeemed during previous week. This credi-

bility token is issued by the system to the poster after verifying that the number of repu-

tation tokens redeemed by the user is the same as the number of posting tokens issued to

them and all the reputation tokens are redeemed recently. This can be easily verified using

the timestamp on the reputation tokens. The poster also sends a blinded posting token,

bk(ak, rk, h(ak∣∣rk),Bk(h(IDP )), h(ak∣∣Bk(h(IDP )))) and a value p. The term (bk,Bk)

corresponds to the blinding values; ak is a random nonce; rk corresponds to a reputation

score less than the actual reputation score r; and p is a tag informing the system that this is

a request for a posting token by the user (to perform posting). Then, S verifies the validity

of the arguments inside the blind posting token using cut-and-choose protocols. The veri-

fication using the cut-and-choose protocols involves P sending n blind tokens to S. Each

of the n blind tokens will have unique nonces, unique reputation scores less than the actual

reputation score, and unique blinding values.

In Step 2, after S ensures that arguments in the blind token from P are valid us-

ing the cut-and-choose protocol, P also sends feedback collection token, bn+1(x) and

bn+2(h(ak∣∣x)). In Step 3, S issues a partially blind signature on the posting token,

PBS(bk(ak, rk, h(ak∣∣rk),Bk(h(IDP )), h(ak∣∣Bk(h(IDP ))))p, and a blind signature

on the feedback collection token, BS(bn+1(x)),BS(bn+2(h(ak∣∣x))). The poster P applies

the unblinding factors to retrieve the signature of S on the posting token which is denoted as

τUi = PBS(ak, rk, h(ak∣∣rk),Bk(h(IDP )), h(ak∣∣Bk(h(IDP ))))p, and the feedback col-

lection token which is denoted as πU
i = BS(x),BS(h(ak∣∣x)).

The poster registration protocol can be executed offline since it does not require any

details regarding the information to be posted. It can also be executed multiple times in

advance to collect multiple tokens. Since the tokens are anonymously obtained and unlink-
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able, accumulation of tokens will not violate the anonymity of the poster. While posting

the information, the poster can select one of the unused tokens and submit the information

to be posted along with it.

4.3.2 Posting Protocol

Protocol 11 Posting Protocol for Poster P
Input: Posting token issued by S to the poster P .

Output: Poster P posts a message anonymously.

1: P sends its credentials ak, rk, the message postk and Bk(h(IDP )) along with the

posting token to S:

P → S∶ak, rk, postk,Bk(h(IDP )),

PBS(ak,rk,h(ak∣∣rk),

Bk(h(IDP )),h(ak∣∣Bk(h(IDP ))))p.

2: S posts message postk with idk and reputation score rk.

Protocol 11 presents the procedure for a poster to anonymously post information using

an obtained posting token. As described in Table 4.1, PBS(q)y denotes the partially

blind signature on q, with y as the mutually agreed upon value by both the requester (P )

and the issuer (S) of the partially blind signature. In Step 1, P presents the posting to-

ken PBS(ak, rk, h(ak∣∣rk),Bk(h(IDP )), h(ak∣∣Bk(h(IDP ))))p to S along with values

ak,rk,Bk(h(IDP )) and postk where ak, rk and Bk(h(IDP )) are the random nonce, rep-

utation score and blinded-hash of the identity (which serves as the reputation token) re-

spectively, and postk is the information to be posted. Then, S compares its signature on

the entities ak, rk and Bk(h(IDP )) with the submitted token, and if verified, posts the

information postk with a unique identity idk and the reputation score rk. This identity idk

denotes the identity of the post and not the identity of the poster who posted this post.
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4.3.3 Voter Registration Protocol

Protocol 12 Registration Protocol for Voter V

Input: IDV , rV , and h(IDV ∣∣rV )pr of the voter V .

Output: V obtains voting token and feedback update token.

1: V sends its credentials along with blind tokens to S:

V → S∶ IDV , rV , h(IDV ∣∣rV )pr, v, idl

bl(al, rV l, h(al∣∣rV l)).

2: V sends the feedback update token to the S:

V → S∶ bm+1(z), bm+2(h(al∣∣z)).

3: After S verifies the blind token, S issues a partially blind signature on voting token (lth

token) and a blind signature on the feedback update token to V :

S → V ∶PBS(bl(al, rV l, h(al∣∣rV l)))(v,idl),

BS(bm+1(z)),BS(bm+2(h(al∣∣z))).

Protocol 12 details the procedure for a voter V to obtain from S an anonymous voting token

to provide feedback for a post of identity idl, and an anonymous feedback update token for

potential feedback update in the future.

In Step 1, V presents to S its identity IDV , and reputation rV along with the cre-

dential h(IDV ∣∣rV )pr accompanied by a blinded voting token bl(al, rV l, h(al∣∣rV l)) and

a bit v (tag signifying intent to vote) and the identity of the post it wants to vote on,

idl. Here, bl corresponds to the blinding value, al is a random nonce and rV l is a rep-

utation score less than V ’s actual reputation score rV . The system S uses the cut-and-

choose protocol to ensure the validity of the arguments. The verification using the cut-

and-choose protocols involves V sending m blind tokens to S. Each of the m blind tokens

will have unique nonces, unique reputation scores less than the actual reputation score,

and unique blinding values. In Step 2, after S ensures that arguments in the blind to-

63



ken from V are valid using the cut-and-choose protocol, V sends the feedback update

token, bm+1(z), bm+2(h(al∣∣z)). In Step 3, S issues a partially blind signature on the

voting token, PBS(bl(al, rV l, h(al∣∣rV l)))(v,idl), and a blind signature on the feedback

update token, BS(bm+1(z)), BS(bm+2(h(al∣∣z))). The voter V applies the unblinding

factors to retrieve the signature of S on the voting token, which is considered as ϕV
i ,

ϕV
i = PBS(al, rV l, h(al∣∣rV l))(v,idl), and then applies unblinding factors to the feedback

update token, which is considered as γV
i , γV

i = BS(z),BS(h(al∣∣z)).

4.3.4 Voting Protocol

Protocol 13 Voting Protocol for Voter V
Input: Voting token issued by S to the voter V .

Output: Voter V votes for a posting anonymously.

1: V sends its credentials al and rV l along with the signed blind tokens to S:

V → S∶al, rV l, votel, PBS(al, rV l, h(al∣∣rV l))(v,idl).

2: S validates signature, and posts votel for post idl and the reputation score rV l of the

voter.

Protocol 13 explains the procedure followed by the voter V to provide anonymous feedback

for a post with identity idl using the voting token acquired from S. In Step 1, V presents the

voting token PBS(al, rV l, h(al∣∣rV l))(v,idl) to S along with values al, rV l and vote, votel

where al is the random nonce, rV l is the reputation score, and votel is the feedback of the

voter V for idl. Then, S compares its signature on the entities al and rV l with the submitted

token, and after verifying that the signature is valid, it assigns votel to the post associated

with the idl along with the reputation score of V , rV l.

4.3.5 Reputation Update Protocol
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Protocol 14 Reputation Update Protocol for Poster P
Input: Feedback collection token issued by S to poster P .

Output: Updated reputation score of the poster P with the feedback f corresponding to

the post idk.

1: P sends the feedback collection token along with the credentials in the token to S:

P → S∶ak, x,BS(x),BS(h(ak∣∣x)).

2: S verifies arguments and its signature on the token and issues a partial blind signature

on the reputation token:

S → P ∶PBS(Bk(h(IDP )))(f,w).

3: P sends the new reputation token to S and requests a new feedback collection token:

P → S∶ bc(c), bc+1(h(ak∣∣c)),Bc(h(IDP )).

4: S replaces the reputation token with the new reputation token and blind signs the new

feedback collection token:

S → P ∶BS(bc(c)),BS(bc+1(h(ak∣∣c))).

5: P submits the signature of S on reputation token along with its credentials:

P → S∶ IDP , r, h(IDP ∣∣r)pr, PBS(h(IDP ))(f,w).

6: S verifies received credentials and signature and issues updated reputation score and

credentials to P :

S → P ∶ IDP , r + f, h(IDP ∣∣r + f)pr.
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In the reputation update protocol, a poster interacts with S to update its reputation

based on feedback it has received from voters on its posts. The poster submits the feedback

collection token of the post to S. After verifying the token, S tallies all the feedback

received by the post and issues a partially blind signature on the reputation token, which is

an anonymous token containing the current feedback score of the poster and the timestamp,

and sends it to the poster. This token is redeemable only by the poster who posted the

information. Only one token for a post is issued per update period (e.g., a week, decided

by the system operator). Subsequent changes to the feedback result in issuance of a new

anonymous reputation token reflecting the changes to the feedback score. This protocol is

executed by the poster for each of its posts every update period.

Protocol 14 explains the procedure followed by S to update the reputation of the poster

P based on the feedback (votes) its post idk has received. Here, idk is the identity of the

post and S does not know the identity of P or the voters that voted on the post; thus their

anonymity is preserved throughout the process. In Step 1, P presents to S the feedback

collection token πU
i = BS(x),BS(h(ak∣∣x)) (obtained during poster’s registration for the

post) along with the credentials in the token ak, x. The system S signs x and matches it with

BS(x), checks the posts associated with the value ak, computes h(ak∣∣x) and compares its

signature on h(ak∣∣x) with the submitted token (BS(h(ak∣∣x))). If all the credentials and

the tokens submitted by P are valid, then P is the poster of this information. In Step 2,

S performs a partially blind signature on the reputation token (Bk(h(IDP ))) of the post

associated with ak with the feedback f (the total feedback received for this post) and the

time stamp in terms of week (the week out of 52 weeks), w and sends this partially blind

signature, PBS(Bk(h(IDP )))(f,w) to P . Here, the time stamp w is added to ensure that

the reputation update protocol will be executed for each post regularly. On receiving the

partial blind signature, P applies the unblinding factor and retrieves the signature on the

reputation token (PBS(h(IDP ))(f,w)).
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In Step 3, P sends the new reputation token to S and requests a new feedback collection

token for the next (future) reputation update. Then, S updates the post associated with ak

with the new reputation token and issues a new feedback collection token to P in Step 4. In

Step 5, to update their reputation, P sends its credentials along with the signed reputation

token to S. In Step 6, S verifies the credentials and its signature on the reputation token

and updates the reputation score r of P associated with the identity IDP with feedback f

and issues updated reputation score and corresponding credentials to P .

4.3.6 Feedback Update Protocol

Protocol 15 Feedback Update Protocol for Voter V
Input: Feedback update token issued by S to the voter V .

Output: Updated feedback of the voter V on the post idl.

1: V presents the blindly signed feedback update token, the credentials in the token, and

the updated feedback to S:

V → S∶al, z,BS(z),BS(h(al∣∣z)), voteupdated.

2: S verifies the argument and the signature on the token, and updates the vote associated

with al on idl by V .

3: V requests a new feedback update token from S:

V → S∶ bd(d), bd+1(h(al∣∣d)).

4: S issues a new feedback update token to V :

S → V ∶BS(bd(d)),BS(bd+1(h(al∣∣d))).

Feedback update is one of the core functionalities that we need to support in an anony-

mous reputation system. In our system, V can update its past feedback on a post using

the feedback update token that it received during the voter registration protocol. Proto-

col 15 details the procedure followed by V to update their feedback on a post identified
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with the identity idl. Voter V sends the feedback update token they obtained during voter

registration, along with the credentials in the token and the updated feedback (voteupdated):

al, z,BS(z),BS(h(al∣∣z)), voteupdated to S in Step 1. S verifies that its signature on z

matches with the feedback update token submitted (BS(z)), checks the vote associated

with the value al, computes h(al∣∣z), and compares its signature on the h(al∣∣z) with the

submitted token (BS(h(al∣∣z))). If all the credentials and the tokens submitted by V are

valid, then V is the voter who provided this feedback. S then updates the old feedback vote

with the new feedback voteupdated. In Step 3, V requests a new feedback update token from

S for a future feedback update, which S issues in Step 4.

4.4 Security Analysis

In this section, we perform detailed security analysis of EARS.

Proposition 1: Poster anonymity is guaranteed in EARS.

During poster registration, the poster P sends their credentials IDP , r, and h(IDP ∣∣r)pr

along with the credibility token, h(IDP ∣∣t)pr to the anonymous reputation system S. Then,

S verifies the submitted credentials with its database of users, checks the validity of the

credibility token and if they match, S knows that P is authentic. Poster P sends n blinded

tokens; each token is composed of the following components that are unique to each token:

a random nonce; a reputation value less than P ’s actual reputation; a commitment with the

nonce and the reputation value; a reputation token; and the commitment of the reputation

token with the nonce. S uses cut-and-choose protocol to verify these messages, and then

issues a partially blind signature on one of the tokens with p.

The security of partially blind signature ensures that S cannot know the nonce, repu-

tation value, feedback collection token, and their commitments, which are signed by it for

the kth token despite unblinding the other (n − 1) tokens. The blind signature on the feed-

back collection tokens also ensures that these values are concealed from S when it issues
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its signature on them. So, S issues an anonymous blind token which contains valid argu-

ments (reputation score, feedback token, and feedback collection token) to an authenticated

poster. In the posting protocol, P sends the anonymous blind token (with the signature of

S) along with the arguments in the token: ak, rk, Bk(h(IDP )) to S.

Since the signature itself can only be verified and cannot be compared to anything in the

past (due to the application of unblinding factors to the partially blind signature), S cannot

know the identity of the poster to which this signature was issued. The arguments do not

leak any information regarding the identity of the poster because the nonce is random,

the reputation score is less than the original reputation score (which is not known by the

system), and the blinded hash is a result of a cryptographic irreversible one-way function.

During the reputation update protocols, P presents the signature of S on the feedback

collection token along with the arguments in it: ak, x. Then, S verifies that the signature

is valid on the submitted arguments. Since this signature is obtained by unblinding the

blind signature on the feedback collection token, S cannot connect this signature or the

arguments with the identity of the poster to which this signature was issued. The reputation

token (Bk(h(IDP ))) itself was blinded with blinding factor Bk, preventing S from know-

ing the identity of the poster to which this token was going to be issued. The signature of S

on this token is a partially blind signature with feedback score f and timestamp w. When

P redeems this reputation token, S can keep track of all the reputation tokens of value f

it issued and try to correlate that with the posters that redeemed those tokens. Since many

posters might have been issued the reputation tokens of value f , deanonymizing the iden-

tity of a specific poster using only the value of reputation tokens is difficult (especially for

large anonymity sets).

Proposition 2: Voter anonymity is guaranteed in EARS.

During registration, a voter V sends their credentials IDV , rV , and h(IDV ∣∣rV )pr to

the system S. Then, S verifies the submitted credentials as with the poster. Then V sends
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m blinded tokens; each token is composed of the following components that are unique to

each token: a random nonce, a reputation value less than the actual reputation value of the

voter, and a commitment with the nonce and the reputation value. The system uses cut-and-

choose protocol to verify that all these arguments are valid, and then S issues a partially

blind signature on one of the tokens with (idl, v) (indicating that the token is for voting

on a post, idl). Since it is a partially blind signature, S cannot know the nonce, reputation

value, and their commitments it had signed.

The system cannot infer these values from the values obtained from (m − 1) unblinded

tokens because they are unique to each token. The blind signature on the feedback update

token also ensures that these values are concealed from S when it issues its signature on

them. So, S issues an anonymous blind token which contains valid arguments (reputation

score, and feedback update token) to an authenticated voter V . During the voting protocol,

V sends the anonymous blind token (signature of S on its token) and also the arguments in

the token: al, rV l to S. Since the signature itself can only be verified and not compared to

anything stored in the past (due to the application of unblinding factors to the partial blind

signature), S cannot know the identity of V .

The arguments do not leak any information regarding the identity of the voter because

the nonce is random, and the reputation score is less than the original reputation score

(which is not known by the system). The vote or the identity of the post that is being voted

on using this token cannot identify the voter. So, S receives only a signed token, which

contains arguments necessary to vote on a specific post anonymously – the voter is not

identifiable. In the feedback update protocol, V presents the signature of S on the feedback

update token along with the arguments in it: al, z. Then, S verifies that the signature is

valid on the submitted arguments. Due to the blind signature on the feedback update token,

S cannot connect this signature or the arguments of the token with V ’s identity.

Proposition 3: EARS cannot link the various tokens of the poster or the voter.
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Since the tokens issued by the system S to a user (a poster or a voter) are always

anonymous, S cannot differentiate between the tokens issued to the same user or a different

user. As such, the system has no information that would allow linking the various tokens

of a user.

Proposition 4: A poster cannot use higher reputation score of another poster for posting.

The commitment of the random nonce (used to post the information) with the reputation

score during the poster registration protocol prevents a poster from using a higher reputation

score of another poster to post. Only the poster who obtained a token with their identity

and a reputation score less than their reputation score will be able to use the token issued

during poster registration protocol to post some information. Reputation scores cannot be

created unless the poster interacts with S, further the several interactions between P and

S end up functioning as challenge-response ensuring that a simple reputation of somebody

else cannot be replayed or stolen and used. Even if another poster obtains this token and

posts some information, the hash of the identity of the poster (who obtained the token) in

the reputation token will ensure that reputation update based on the feedback for the post

will only occur for the poster whose token has been used to post.

Proposition 5: A poster can only redeem their feedback token once.

The hash of the identity of the poster (who posted the information) in the feedback token

will ensure that no other poster can redeem this feedback token. The unique signature of the

system on this feedback token will prevent double spending of this token – once a feedback

token is redeemed, the system S keeps track of it so that it cannot be redeemed again.

Proposition 6: EARS is immune to bad mouthing and ballot stuffing.

Since EARS enables weighted feedback, the reputation will play a vital role in deter-

mining the effect of the feedback, which in turn decides the reputation of the information

source. As such, unless the reputation of a malicious voter is significant enough or a large

group of voters collude, the effect of authentic feedback will outweigh the fake feedback.
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Thus, attempts on bad mouthing and/or ballot stuffing are not viable.

Non-goals: Our system cannot detect the malicious users but is resilient against such users.

Like many previous works on anonymous reputation systems, our system is not immune to

Sybil attacks, but it mitigates their effect. Our system cannot defend against network-level

DoS and DDoS attacks.

4.5 Performance Evaluation

In this section, we discuss the implementation of EARS and analyze the results to demon-

strate that it is efficient, robust, and scalable, and that it can be implemented without any ad-

ditional hardware or software requirements. We implemented EARS using standard crypto

libraries in Java. To emulate real-world hardware, the user-side protocols were run on an In-

tel Core i5-2450M, 2.5 GHz machine with 8 GB RAM. To emulate EARS, we implemented

the server on an Intel Core i7-6700K, 4.0 GHz machine with 32 GB RAM. All the results

were averaged over 1000 runs. As we mentioned, the interaction of a user (poster/voter)

with EARS is independent of the interactions of other users with EARS – the system can

interact with multiple users in parallel. This would ensure that EARS is scalable, since in-

crease in the number of users would only increase the computation requirements of EARS

linearly.

For better scalability, in EARS more servers can be added to serve an increasing number

of clients with low latency. We measure the time taken by the user and the server for

each protocol in our system. We consider only the computation steps and not the data

transmission steps as they are dependent on the nature and traffic in the network. We also

do not consider the storage requirements because they are trivial (in the order of several

kilobytes for each client). Fig. 4.1a shows the time taken at the user during the poster

registration protocol (PRP), the voter registration protocol (VRP), the reputation update

protocol (RUP), and the feedback update protocol (FUP). Fig. 4.1b shows the time taken at
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(b) Time taken by the server in various protocols.

Figure 4.1: Time Taken by Various Entities of Our System

the server during PRP, VRP, the posting protocol (PP), the voting protocol (VP), RUP, and

FUP.

As shown in Fig. 4.1a, the user part of the poster registration protocol takes only 22.9

ms (n = 10). It involves creating the blind tokens which in turn involve hashing, and apply-

ing blinding factors. After receiving the posting token, the poster applies the corresponding

unblinding factor to retrieve the signature of the system on the posting token and the feed-

back collection token. The user part of the voter registration protocol takes only 12.8 ms

(m = 10). It involves creating the blind tokens which involve hashing and applying blinding

factors. Since the voter registration protocol does not involve reputation token, the number

of blinding and hashing operations is less compared to the poster registration protocol. This

is the reason that the time required for the voter registration protocol is less than that of the

poster registration protocol.

After receiving the feedback update token, the voter applies the corresponding unblind-

ing factor to retrieve the signature of the system on the feedback update token. The user

part of the posting protocol and the voting protocol are not mentioned because there are

no computation steps for the users in these protocols. They submit the tokens (which are

signed by the system) and the arguments in the tokens along with the posts or votes to the

system. The users do not need to perform any computations in these protocols. So, they
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are omitted from Fig. 4.1a.

The reputation update protocol takes 4.8 ms; this is because it only requires a few blind-

ing and unblinding operations. The feedback update protocol requires the voter to submit

the feedback update token along with the arguments in it and the updated feedback (vote) to

the system. The voter also applies blinding factor to the new feedback update token request.

After receiving the blind signature on the new feedback update token, it applies unblinding

factor to retrieve the new signed token. The user takes 3.7 ms to complete feedback update.

As shown in Fig. 4.1b, the server part of the poster registration protocol takes 15.1 ms.

It encompasses the unblinding and verification of tokens in cut-and-choose protocols which

involves hashing. After verifying that the tokens are valid, the system performs a partially

blind signature on the posting token and a blind signature on the feedback collection token

and send them to the poster. The server part of the voter registration protocol takes 13.2

ms. It constitutes the unblinding and verification of tokens in cut-and-choose protocols

which encompasses hashing. After verifying that the tokens are valid, the system issues a

partially blind signature on the voting token and a blind signature on the feedback update

token. The amount of time taken by the system for the poster registration protocol is more

than the voter registration protocol because of the presence of the reputation token, which

increases the number of hashing and verification operations.

In the posting protocol, the system verifies its own signature on the posting token and

verifies the arguments in the posting token with the arguments submitted to it by the poster,

which involves hashing operations. The server takes 4.3 ms to execute the posting protocol

and 3.2 ms for the voting protocol. The voting protocol involves the system verifying its

own signature on the voting token and verifying the arguments inside that token with the

arguments submitted to it by the voter, which involves a hashing operation. In the reputation

update protocol, the server takes 18.2 ms. It requires several complex operations, such as

verifying signature on the feedback collection token and integrity of the arguments inside
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Table 4.2: Execution Time for a Single Server with Varying Clients

# Clients VRP PP VP FUP

10 88.7 ms 23.9 ms 23.6 ms 92.8 ms

100 743.5 ms 215.8 ms 212.3 ms 848.1 ms

1000 6811.9 ms 2059.6 ms 2047.7 ms 8191.9 ms

the token, and issuance of a partially blind signature on the reputation token.

After receiving a request for a new feedback collection token, the system issues a blind

signature on the new feedback collection token. When the poster submits a reputation token

for redemption, the system verifies its signature on the reputation token and the integrity

of the arguments inside the token. After verifying, the system updates the reputation score

of the poster and creates new credentials representing the updated reputation score of the

poster and sends these credentials to the poster. This step involves signature of the system

on the hash of the identity of the poster and new reputation score. In the feedback update

protocol, the server takes 12.3 ms. The system part of the feedback update protocol involves

the system verifying its signature on the feedback update token submitted by the voter and

the integrity of its arguments. It also involves issuing blind signature on the new feedback

update token submitted by the voter. As mentioned previously, the poster registration pro-

tocol and the reputation update protocol can be executed offline. The voter registration

protocol, the posting protocol, the voting protocol and the feedback update protocol are the

only protocols that need to be executed in real time.

As shown above, the voting protocol and the posting protocol take very little time to

execute. The maximum amount of time taken among them is 4.3 ms. A processor core of

a server running these protocols can service 200 users simultaneously in less than a second

in real time. Use of cloud computing can easily enable our system to scale economically

and efficiently. The other protocols which can be executed offline can be run during the off-
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peak hours of the system. Table 4.2 shows the time taken by the server to simultaneously

serve varying number of users during the various online protocols of the system. The

poster registration and the reputation update protocols are not shown in Table 4.2, because

they can be executed offline. The experimental results from the implementation of EARS

demonstrate its efficiency and scalability.

4.6 Conclusions

In this chapter, we proposed a secure, practical, and scalable anonymous reputation

system named EARS. EARS allows users to post information anonymously. It also allows

users who want to vote (voters) to obtain a voting token for a specific post anonymously

and to vote anonymously. In both cases, the reputation of the user is associated with the

post/vote it submits to the system. After receiving the feedback on a post, our system

allows the reputation of the posting user to be updated with the feedback received for that

post. This reputation update is also anonymous. In case a voter decides to update their

feedback on a specific post, our system enables them to do so anonymously as well. Our

system operates under the assumption that no server in the reputation system is trusted.

It also does not trust the users. Detailed security analysis of our system shows that it is

immune to attacks from malicious users or any attempt to violate the anonymity of the user

by the system. We note that our system is not fully immune to Sybil attacks, which is

an orthogonal problem to what we solved. However, since our system enables weighted

feedback, such a feature can be leveraged to mitigate the effect of Sybil accounts.
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Chapter 5

REVOCABLE ANONYMOUS AUTHENTICATION IN A POST-QUANTUM WORLD

5.1 Introduction

The rapid expansion of digital services has made authentication a central security prim-

itive in modern communication systems. From online banking and e-government services

to vehicular networks, Internet of Things (IoT) platforms, and cloud-based environments,

users and devices increasingly rely on authentication protocols. Anonymous authentication

systems are used to preserve user privacy during authentication. To prevent the misuse of

anonymity by malicious or misbehaving users, revocable anonymous authentication sys-

tems have been proposed. With the advent of quantum computing, the need for stronger

security has become even more urgent. Public-key cryptographic assumptions that un-

derpin many classical authentication schemes, such as integer factorization and discrete

logarithms, are vulnerable to Shor’s algorithm. This threat affects digital signatures, key

exchange, and certificate-based protocols.

The classical foundation was established primarily through anonymous credential sys-

tems and group-signature-based accountability. In the issuer–holder–verifier model, cre-

dentials are bound to holder secrets and later shown through selective disclosure and zero-

knowledge proofs, allowing users to satisfy verifier policies without disclosing their full

identity [13] [15]. Revocation in this setting has been realized through several mecha-

nisms, including certificate revocation lists, online status checking, and designated opening
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authorities, each reflecting a different balance among scalability, privacy, and accountabil-

ity [44] [8] [3]. Dynamic accumulators became especially influential because they enable

compact non-revocation proofs without requiring verifiers to process large revocation lists

directly [14].

Although large quantum computers are not yet available, multiple reasons provide im-

petus to design and implement post-quantum cryptographic primitives as soon as possible.

The first and most important reason is that cryptographic migration takes many years. The

second reason is due to the rise of Store Now, Decrypt Later (SNDL) or Harvest Now, De-

crypt Later (HNDL) attacks. In SNDL or HNDL attacks, an attacker steals the encrypted

data today, storing it until they possess a quantum computer capable of breaking current

encryption. This type of attack renders data with long-term value vulnerable now.

As a result, cryptographic constructions that remain secure against quantum comput-

ers are needed. Classical anonymous authentication schemes often rely on pairing-based

cryptography or discrete-log based primitives that are not post-quantum safe. In the con-

text of anonymous authentication and revocable anonymous authentication, this would re-

quire replacing underlying primitives so that anonymity and revocability continue to hold

under quantum attack models. Replacing these with post-quantum primitives is the first

challenge, because techniques and algebraic structures used to establish anonymity may

no longer apply directly. Researchers have developed lattice-based zero-knowledge argu-

ments, lattice-based accumulators for anonymous credential revocation, and lattice-based

group signature constructions that move important privacy-preserving mechanisms into

the post-quantum domain [41] [29] [20]. The field still lacks a broadly accepted stan-

dalone framework that simultaneously offers strong anonymity, efficient revocation, and

deployment-ready semantics under post-quantum assumptions [37]. The difficulty lies not

only in replacing individual primitives, but also in recovering the compactness and com-

posability that classical schemes derived from algebraically structured constructions.
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Researchers have explored post-quantum or privacy-enhanced authentication in specific

application domains. Recent proposals address blockchain-based IoT, intelligent trans-

portation, edge computing, autonomous truck platooning, e-health, and the Internet of

Drones [30] [52] [49] [17] [38] [54]. These systems demonstrate sustained interest in trace-

ability, cross-domain trust, remote identification, group key establishment, and blockchain-

assisted coordination. However, most are tailored to particular deployment settings rather

than to a general revocable anonymous credential model. Complementary work on de-

niable post-quantum authenticated key exchange and stronger security notions for KEM-

based protocols has also provided protocol-level insights that are valuable for secure de-

ployment [22] [23]. Taken together, the literature shows clear progress across classical

foundations, post-quantum building blocks, and domain-specific design. However, a single

mature framework that unifies strong anonymity, efficient revocation, distributed account-

ability, and practical post-quantum deployment remains missing in the literature. The first

challenge is replacing classical primitives without losing anonymity and revocability.

The second challenge is supporting revocation efficiently while avoiding large verifica-

tion overhead. The third challenge is maintaining practical performance. Post-quantum

primitives commonly increase bandwidth, key sizes, and computational cost. Revoca-

ble anonymous authentication schemes tend to be more complex than standard signature

schemes. If the resulting protocols are secure but too heavy for constrained environments

like IoT, vehicular systems, and mobile applications, then they might not be adopted.

The fourth challenge is balancing privacy and accountability. Systems often require

some trusted authority to revoke anonymity and trace abusive behavior. However, such

capabilities must be narrowly controlled to avoid undermining anonymity and trust. The

literature [19] [7] [4] [16] [26] has also emphasized the risks created by concentrated

trust. Concentrating revocation or opening power in a single authority creates a serious

trust bottleneck. Compromise or malicious behavior of that authority can undermine the
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privacy guarantees that these systems are intended to provide [26] [13] [3]. A solution

is to distribute revocation or opening capability across multiple independent authorities

and require threshold cooperation before revocation is executed [10] [26]. Such a model

makes unilateral abuse more difficult and improves robustness against compromise of a

single trusted authority since an adversary must corrupt several authorities rather than only

one.

In this chapter, we designed a post-quantum-secure revocable anonymous authentica-

tion framework in which revocation authority is distributed across multiple independent

parties rather than concentrated in a single entity. The framework is built from post-

quantum cryptographic components to provide resistance against quantum-capable adver-

saries. Moreover, as demonstrated by our experimental results, the design is computation-

ally efficient enough for deployment in real-world use cases.

Our main contributions are summarized as follows:

• We proposed a secure, scalable, and efficient revocable anonymous authenticated key

exchange in the post-quantum setting.

• We did not rely on a central trusted authority but distributed trust to prevent a single

point of compromise.

• We analyzed the security of our framework and implemented it to demonstrate its

scalability and efficiency.

The rest of this chapter is organized as follows. Section 5.2 presents our system and

threat model. Section 5.3 presents the cryptographic concepts needed to understand our

framework and its protocols. Section 5.4 presents the detailed design of our framework.

Section 5.5 presents the security analysis of our framework. Section 5.6 presents our per-

formance evaluation results. Section 5.7 concludes this chapter.
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5.2 System and Threat Model

5.2.1 System Model

The entities in our framework are a Certificate Authority (CA), a Tracing Authority

(TRA), users and the server. We assume that multiple servers may be used for load-

balancing or for backup. Since a user can only interact with a single server per session,

the assumption of multiple servers to provide load-balancing will not have any impact on

the security and privacy guarantees. Since the security of our system does not rely on hav-

ing multiple servers, we assume only one server in our narrative for brevity. In our system

model, many users communicate with many servers. Since the communications of different

users with various servers are independent of each other, we only consider communication

between a user and a server while explaining and evaluating our framework. We assume

that the CA, the TRA, and the server are always online and users can communicate with

the system.

5.2.2 Threat Model

We assume that the CA and the TRA neither collude with each other nor with the server,

and that they are not both compromised simultaneously. Both insider and external attackers

are modeled as quantum-capable adversaries. A server can be malicious and benefit from

identifying a user. Denial of Service attacks are possible, i.e., a server may refuse to accept

the messages or start the key exchange with a user. An attacker can compromise some

of the users and/or some of the servers and turn them into malicious entities exposing

their secrets. The possible attacks are privacy violation, man-in-the-middle attacks, forgery

attacks, and replay attacks.
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5.3 Cryptographic Concepts

This section explains the cryptographic concepts needed to understand our framework

and its protocols.

5.3.1 Key Encapsulation Mechanism (KEM)

The Key Encapsulation Mechanism (KEM) schemes let two parties establish a shared

secret over a public channel providing Diffie-Hellman-like secrecy guarantees. In KEM

schemes, a user A trying to establish a shared secret with user B generates a pair of KEM

keys (public and private) and performs a key encapsulation on public key of user B resulting

in a key K and a ciphertext ct. User A retains the key and sends the ciphertext ct to user B

over the public channel. User B decapsulates the received ciphertext ct using his secret key

resulting in key K. For a public key pk and secret key sk, encapsulation and decapsulation

are:

(K,ct) ← KEM.Encaps(pk), K ← KEM.Decaps(sk, ct).

5.3.2 Split Key Encapsulation Mechanism (split-KEM)

A split-KEM provides implicit authentication by requiring both parties’ secret keys in

the key exchange. Unlike a standard KEM where only the decapsulator uses a secret key,

a split-KEM uses the encapsulator’s secret key during encapsulation and the decapsulator

verifies using the encapsulator’s public key during decapsulation. For server public key

pkSplit-KEM
S , server secret key skSplit-KEM

S , and user ephemeral key pair (pkephem
U , skephem

U ):

(K,ct) ← Split-KEM.Encaps(pkSplit-KEM
S , skephem

U ),

K ← Split-KEM.Decaps(skSplit-KEM
S , pkephem

U , ct).

We instantiate this using FrodoKEX+, an LWE-based split-KEM derived from FrodoKEM.
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5.3.3 Revocation Accumulator

The CA maintains a set of revocation handles for users. These are arranged in a Merkle

tree. For a list of leaves (h1, . . . , hn), the CA computes:

acc root←MerkleRoot(h1, . . . , hn).

For each user, the CA can provide a Merkle authentication path pathU that can be used to

verify membership:

MerkleVerify(hU ,pathU , acc root) = 1.

5.3.4 RISC Zero zkVM

We treat RISC Zero zkVM as providing a non-interactive zero-knowledge proof system

for arbitrary computations. A program (the “guest”) checks that a relation R over public

inputs x and a private witness w holds. The prover produces a proof π and public output y.

The verifier checks that:

Verify(x, y, π) = 1,

without learning anything about w beyond what is implied by (x, y).

RISC Zero supports proof composition, whereby one guest program can record an as-

sumption that another guest’s proof exists with a specific journal. Concretely, a guest

calls env.verify(image id, journal) to assert that a proof for guest program image id with

output journal has been (or will be) produced. The host supplies the inner receipt via

add assumption when proving the outer guest; the composed receipt is valid only if both

proofs are valid and the assumption matches.

We exploit this mechanism to decompose the zero-knowledge proof into a static proof

(expensive, cached) and a session proof (lightweight, per-session). The static proof verifies

the user’s long-term ML-DSA certificate inside the zkVM once and is reused across ses-
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sions. The session proof assumes the static proof via composition and proves only Merkle

non-revocation, ephemeral key binding, and trace-token commitment.

5.4 System Overview

Table 5.1: Table of Notations

h(m) Hash of the message m

(pksig
i , sksig

i ) Long-term ML-DSA-65 key pair of User Ui

(pkCA, skCA) ML-DSA-65 key pair of Certificate Authority CA

(pkKEM1
S , skKEM1

S ) ML-KEM-1024 KEM key pair of Server S

(pkFrodo
S , skFrodo

S ) FrodoKEX+ split-KEM key material of Server S

seedS FrodoKEX+ shared seed published by Server S

(pkT , skT ) ML-KEM-1024 key pair of Tracing Authority TRA

link nonce Random nonce held by User for cross-proof linking

This section describes the design of our revocable anonymous authentication system in

a post-quantum environment. The system combines post-quantum digital signatures (ML-

DSA-65, FIPS 204), key encapsulation mechanisms (ML-KEM-1024 for KEM1 and TRA

encryption, FrodoKEX+ split-KEM for KEM2 with implicit authentication), a tracing au-

thority (TRA), and a zero-knowledge virtual machine (RISC Zero) with proof composition

to provide revocable anonymous authentication for client-server communication.

Table 5.1 shows the cryptographic material possessed by the four entities of the system.

The CA maintains a revocation structure over user handles using a Merkle tree. The TRA

is responsible for deanonymization and revocation when required. Each user additionally

holds a random link nonce used to cryptographically link the cached static proof to per-

session proofs.
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5.4.1 Global Parameters

Let λ denote the security parameter. The system is parameterized by:

• A hash function H ∶ {0,1}∗ → {0,1}256 instantiated as SHA2-256 with domain-

separated hashing for Merkle tree leaves and internal nodes.

• A key derivation function KDF ∶ {0,1}∗ → {0,1}256, instantiated using HKDF with

SHA-256.

• A post-quantum digital signature scheme ML-DSA-65 = (KeyGen,Sign,Verify) (FIPS

204).

• A post-quantum KEM ML-KEM-1024 (FIPS 203) = (KeyGen,Encaps,Decaps) for

the first KEM instance.

• A post-quantum split-KEM FrodoKEX+ = (GenPP,GenA,GenB,Encaps,Decaps)

for the second KEM instance, providing implicit mutual authentication through the

split-KEM structure where both parties’ secret keys contribute to the shared secret.

• A hybrid encryption scheme for TRA trace tokens, combining ML-KEM-1024 (FIPS

203) for key encapsulation with ChaCha20Poly1305 for authenticated encryption.

• A zero-knowledge proof system instantiated via RISC Zero zkVM with proof com-

position, decomposed into a cached static proof and a per-session proof.

We denote by acc root the current Merkle tree root committing to the set of non-revoked

users. The protocols in our system are User Registration, Anonymous Ephemeral Key Is-

suance (with two-phase ZK proving), Anonymous Authenticated Key Exchange, and Re-

vocation. We will explain our protocols in detail.
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Protocol 16 User Registration Protocol for user U

Input: (pksig
U , sksig

U )

Output: User U acquires long-term identity attestation from CA

1: User U generates a long-term ML-DSA-65 key pair

(pksig
U , sksig

U ) ←ML-DSA.KeyGen().

2: U sends the public key and metadata to CA:

U → CA∶pksig
U ,metaU .

3: After CA verifies the public key, it computes a revocation handle

hU =H(pk
sig
U ∥ metaU).

4: The CA encodes a long-term certificate blob

LTBlobU = encode(pk
sig
U , hU).

5: CA signs the long-term certificate blob with its secret key

certLTU =ML-DSA.Sign(skCA,LTBlobU).

6: CA sends the signed long-term certificate blob to U :

CA→ U ∶hU , certLTU .

5.4.2 User Registration

Each user must register with the CA to obtain a certified long-term identity. Protocol 16

details the procedure for a user U to register with the CA, and obtain an attestation of long-

term identity.

In Step 1, a user U generates a long-term ML-DSA-65 key pair: (pksig
U , sksig

U ). In Step

2, the user sends the public key pksig
U and auxiliary metadata metaU to the CA over an

authenticated registration channel. In Step 3, after verifying the public key of the user U ,

the CA computes a revocation handle hU , H(pksig
U ∥ metaU), and inserts hU as a leaf in

the Merkle tree of non-revoked users. The CA maintains and periodically publishes the

Merkle root, acc root, MerkleRoot({hV ∶ V non-revoked}).
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In Step 4, the CA encodes a long-term certificate blob, LTBlobU , encode(pksig
U , hU).

In Step 5, the CA signs the long-term certificate blob using its ML-DSA-65 secret key,

ML-DSA.Sign(skCA,LTBlobU) and sends it to user U in Step 6. After receiving the long-

term certificate blob, the user’s long-term state consists of: (pksig
U , sksig

U , hU , certLTU ).

5.4.3 Anonymous Ephemeral Key Issuance

Before initiating a key exchange session, a user must obtain a CA-certified ephemeral

public key without revealing their long-term identity. The Anonymous Ephemeral Key

Issuance protocol achieves this through three phases: (1) a one-time static proof that verifies

the user’s long-term certificate inside a zkVM, (2) a per-session proof that binds a fresh

ephemeral key to the user’s identity while proving non-revocation, and (3) a certificate

issuance exchange in which the CA verifies the composed proof and signs the ephemeral

key. We describe each phase below.

5.4.3.1 Static Proof

Protocol 17 is executed once when the user first registers or whenever the long-term

certificate changes. In Step 1, the user samples a fresh linking nonce to blind the identity

link. In Step 2, the user runs the static guest program with the private witness containing the

long-term certificate material. In Step 3, the guest verifies four conditions inside the zkVM:

CA key binding, handle derivation correctness, blob structure integrity, and the ML-DSA

certificate signature. In Step 4, the guest commits a journal containing only hashes and

the blinded identity link - no secret values are revealed. In Steps 5-6, the user obtains and

caches the resulting static proof and the nonce for reuse in future sessions.

The ML-DSA signature verification (Step 3.4) is the dominant cost. However, this

cost is amortized, the resulting receiptstatic is cached to disk and reused for all subsequent

sessions until the certificate is re-issued. The cached receiptstatic remains valid as long as
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Protocol 17 Static Proof Generation

Input: (pksig
U , sksig

U , hU , certLTU , pkCA)

Output: User U obtains a static proof πstatic

1: User U samples a random linking nonce

link nonce← {0,1}256.

2: User U runs the static guest program inside the zkVM with private witness

(pksig
U ,metaU , hU ,LTBlobU , certLTU , pkCA, link nonce).

3: The static guest verifies inside the zkVM:

1. H(pkCA) = pk CA hash (CA key binding)

2. hU =H(pk
sig
U ∥ metaU) (handle derivation)

3. LTBlobU = encode(pk
sig
U , hU) (blob structure)

4. ML-DSA.Verify(pkCA,LTBlobU , certLTU ) = 1 (certificate signature)

4: The static guest commits to the journal:

journalstatic = (H(pkCA), H(cert
LT
U ), identity link)

where identity link =H(pksig
U ∥ link nonce).

5: User obtains static proof πstatic with receipt receiptstatic.

6: User caches (receiptstatic, link nonce) to persistent storage.
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the user’s long-term certificate certLTU has not been re-issued or the CA’s signing key pkCA

has not been rotated. Changes to the Merkle root acc root (from other users being added

or revoked) do not require re-proving the static proof, since Merkle membership is verified

in the session guest. The user may optionally refresh link nonce for forward security of the

linking tag. The identity link =H(pksig
U ∥ link nonce) serves as a blinded commitment that

links the static proof to session proofs without revealing pksig
U .

5.4.3.2 Session Proof

Protocol 18 is executed once per ephemeral identity to generate a session proof that

binds a fresh ephemeral key to the user’s long-term identity while proving non-revocation,

without repeating the expensive ML-DSA certificate verification. In Step 1, the user gen-

erates a fresh FrodoKEX+ key pair, (pkephem
U , skephem

U ), from the server’s published seed,

seedS . This ephemeral public key will be certified by the CA at the end of the issuance

protocol. In Step 2, the user chooses a fresh session identifier sid and constructs an identity

token, id token = encode(pksig
U , hU , sid), which encodes the user’s long-term public key,

revocation handle, and session identifier for potential future deanonymization by the TRA.

In Step 3, the user encrypts this identity token to the TRA’s public key (pkT ) using ML-

KEM-1024 key encapsulation followed by ChaCha20Poly1305 authenticated encryption,

producing the trace token, Ctrace. This ensures that only the TRA can recover the user’s

identity, and neither the CA nor the server can decrypt it. In Step 4, the user obtains from

the CA a Merkle authentication path, pathU for the current accumulator root acc root,

which will be used inside the zkVM to prove that the user has not been revoked. In Step

5, the user runs the session guest program inside the zkVM, which verifies five conditions:

(1) the composition assumption referencing the cached static proof via env.verify, (2) the

cross-proof linking check that H(pksig
U ∥ link nonce) = identity link, ensuring the same

long-term key is used across both proofs, (3) CA consistency between the session input
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Protocol 18 Session Proof Generation

Input: (pksig
U , sksig

U , hU , certLTU , receiptstatic, link nonce)

Output: User U obtains a session proof πsession

1: User U generates a fresh FrodoKEX+ key pair from the server’s published seed

(pkephem
U , skephem

U ) ← FrodoKEX + .GenB(seedS).

2: User U chooses a fresh session identifier sid and constructs an identity token:

id token = encode(pksig
U , hU , sid).

3: User U encrypts this identity token to the TRA using ML-KEM-1024 and

ChaCha20Poly1305:

(ctkem,K) ←ML-KEM.Encaps(pkT ),

ctaead ← ChaCha20Poly1305.Enc(K, id token),

Ctrace = (ctkem, ctaead,nonce).

4: User U obtains from CA a Merkle authentication, path pathU , such that

MerkleVerify(hU ,pathU , acc root) = 1.

5: User U runs the session guest program inside the zkVM, verifying:

1. env.verify(static guest id, journalstatic)

2. H(pksig
U ∥ link nonce) = identity link (cross-proof linking)

3. H(pkCA) matches between session input and static journal (CA consistency)

4. hU =H(pk
sig
U ∥ metaU) (handle derivation)

5. MerkleVerify(hU ,pathU , acc root) = 1 (non-revocation)

6: The session guest commits to the journal, journalsession:

H(pkCA), acc root, H(pkephem
U ), bind commitment, H(Ctrace), sid, identity link.

7: User obtains session proof πsession with receipt receiptsession.
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and the static journal, (4) correctness of the revocation handle derivation, and (5) Merkle

membership of hU in the current acc root. Notably, the session guest does not re-verify the

ML-DSA certificate signature; instead, it relies on the composition assumption resolved

in the first condition. The host resolves this assumption by supplying receiptstatic during

proving, and the resulting composed receipt is valid only if both the static and session

proofs are individually valid and the identity link matches between them.

In Step 6, the session guest commits to the session journal, which contains H(pkCA)

, acc root, H(pkephem
U ), bind commitment, H(Ctrace), sid, identity link. The host pre-

computes H(pkephem
U ) and passes only the 32-byte hash to the guest. The session guest

computes the bind commitment, which ties the user’s long-term identity to the ephemeral

key without revealing (pksig
U ). In Step 7, the user obtains the session proof πsession with

receipt receiptsession.

Protocol 19 Anonymous Ephemeral Key Issuance Protocol

Input: (pksig
U , sksig

U , hU , certLTU , receiptstatic, link nonce)

Output: User U obtains an ephemeral public key certified by CA

1: User U sends to CA:

U → CA∶ (pkephem
U ,Ctrace, sid, receiptsession).

2: CA verifies receiptsession (which transitively verifies the static proof via composition)

and checks that journalsession fields match (pkCA, acc root, pkephem
U ,Ctrace, sid).

3: CA constructs an ephemeral certificate payload

EphemPayloadU = encode(pk
ephem
U ,Ctrace, texp)

4: CA signs the ephemeral certificate payload

CertephemU =ML-DSA.Sign(skCA,EphemPayloadU)

5: CA sends the ephemeral certificate payload and the certificate to User U

CA→ U ∶ (EphemPayloadU ,Cert
ephem
U )
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Protocol 19 describes the interaction between the user and the CA in which the user

presents the ephemeral key and composed proof, and the CA issues a signed ephemeral

certificate. In Step 1, the user sends to the CA the ephemeral public key pkephem
U , the en-

crypted trace token Ctrace, the session identifier sid, and the session receipt receiptsession.

In Step 2, the CA verifies receiptsession, which transitively verifies the static proof via

composition, and checks that the session journal fields match the expected values for

(pkCA, acc root, pkephem
U ,Ctrace, sid). The CA also verifies the H(pkephem

U ) outside the proof,

confirming that the ephemeral key presented matches the one committed to in the session

journal. If any check fails, the CA aborts the protocol.

In Step 3, the CA constructs an ephemeral certificate payload EphemPayloadU by en-

coding (pkephem
U ,Ctrace, texp), embedding the trace token and an expiration time. In Step 4,

the CA signs this payload using its ML-DSA-65 secret key, producing CertephemU . In Step 5,

the CA sends the ephemeral certificate payload and the signed certificate to the user. Now,

the user’s ephemeral state consists of (pkephem
U , skephem

U ,EphemPayloadU ,Cert
ephem
U ), which

is used as input to the Anonymous Authenticated Key Exchange protocol.

5.4.4 Anonymous Authenticated Key Exchange

Protocol 20 describes the anonymous authenticated key exchange protocol between a

user U and the server S. The server S holds an ML-KEM-1024 key pair (pkKEM1
S , skKEM1

S )

and FrodoKEX+ split-KEM key material (pkFrodo
S , skFrodo

S ) generated from a published

seed, seedS . The public keys (pkKEM1
S , pkFrodo

S , seedS) are known to all users. The use

of ML-KEM-1024 (a standard KEM) combined with FrodoKEX+ (a split-KEM) provides

both defense in depth and implicit mutual authentication: even if one KEM instance is com-

promised, the session key remains secure, and the split-KEM ensures both parties’ secret

keys contribute to the session key derivation.

In Step 1, the user encapsulates to the server’s ML-KEM-1024 public key, resulting
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Protocol 20 Anonymous Authenticated Key Exchange Protocol

Input: (pkephem
U , skephem

U ,EphemPayloadU ,Cert
ephem
U )

Output: User U and Server S establish a shared key K

1: User U encapsulates to the ML-KEM-1024 public key of S

(K1, ct1) ←ML-KEM.Encaps(pkKEM1
S ).

2: User U performs FrodoKEX+ split-KEM encapsulation using the server’s public key

and the user’s ephemeral secret key

(K2, ct2) ← FrodoKEX + .Encaps(pkFrodo
S , skephem

U ).

3: User U samples a fresh nonce nonceU and derives the session key.

K = KDF(K1 ∥K2 ∥ nonceU).

4: User U sends the ClientHello message to S

U → S∶ (pkephem
U ,EphemPayloadU ,Cert

ephem
U , ct1, ct2,nonceU).

5: S performs Ephemeral certificate verification

ML-DSA.Verify(pkCA,EphemPayloadU ,Cert
ephem
U ) = 1.

6: After the verification, S performs ML-KEM-1024 decapsulation

K1 =ML-KEM.Decaps(skKEM1
S , ct1).

7: Then S performs FrodoKEX+ split-KEM decapsulation using its secret key and the

user’s CA-certified ephemeral public key

K2 = FrodoKEX + .Decaps(skFrodo
S , pkephem

U , ct2).

8: S derives the session key using KDF

K = KDF(K1 ∥K2 ∥ nonceU).
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in (K1, ct1). In Step 2, the user performs FrodoKEX+ split-KEM encapsulation using

the server’s public key pkFrodo
S and the user’s ephemeral secret key skephem

U , resulting in

(K2, ct2). This provides implicit authentication: only the holder of skephem
U (matching the

CA-certified pkephem
U ) can produce a valid K2. In Step 3, the user samples a fresh nonce

nonceU and derives the session key, K, using HKDF with K1, K2, and nonceU as inputs.

The user sends the ClientHello message to the server in Step 4.

After receiving ClientHello message, the server performs ephemeral certificate verifi-

cation in Step 5. If the check fails or the policy/expiry is not satisfied, the server aborts

the protocol. In Step 6, the server performs ML-KEM-1024 decapsulation. In Step 7, the

server performs FrodoKEX+ split-KEM decapsulation using its secret key skFrodo
S and the

user’s CA-certified ephemeral public key pkephem
U , providing implicit authentication of the

server. In Step 8, the server derives the session key using KDF with (K1, K2, and nonceU )

as inputs which matches the user’s key K if both parties are honest and the KEMs are

correct. The server stores the trace token for potential deanonymization. All subsequent

application data is protected using an AEAD scheme under K.

5.4.5 Revocation

For each session, the server extracts Ctrace from the ephemeral certificate payload and

logs it together with session metadata (time, IP address, protocol version, etc.). The server

does not know the user’s identity, as Ctrace is encrypted under pkT using ML-KEM-1024

key encapsulation and ChaCha20Poly1305 authenticated encryption. In the event of mis-

behavior, the server initiates the Revocation Protocol described by Protocol 21. In Step 1,

the server sends the logged Ctrace to the TRA along with the proof of misbehavior. In Step

2, the TRA verifies the proof and then decapsulates the ML-KEM ciphertext to recover the

shared secret, then decrypts the AEAD ciphertext to recover the identity token. The TRA

recovers the long-term identity of the user (pksig
U , hU , sid) in Step 3.
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Protocol 21 Revocation Protocol
Input: Ctrace

Output: Anonymity revocation of misbehaving User U

1: S sends the encrypted trace token and proof of misbehavior to the TRA.

S → TRA∶Ctrace.

2: TRA decrypts the trace token:

K =ML-KEM.Decaps(skT , ctkem),

id token = ChaCha20Poly1305.Dec(K,ctaead,nonce).

3: TRA recovers the long-term identity (pksig
U , hU , sid) from the id token.

4: TRA sends the revocation request to the CA

TRA→ CA∶ (pksig
U , hU , sid).

In Step 4, the TRA sends a revocation request along with the proof of misbehavior

to the CA. Upon receiving a revocation request for user U , the CA verifies the proof of

misbehavior and marks Merkle tree handle of the user, hU , as revoked, by replacing it

with a zero-hash in the Merkle tree. The CA then recomputes the Merkle tree and updates

acc root. The CA publishes the updated acc root to all users. Subsequent anonymous

ephemeral key issuance attempts by U fail, as the user can no longer produce a valid Merkle

path for hU in the current acc root. Thus, U can no longer obtain ephemeral certificates.

Note that the user’s cached receiptstatic becomes useless after revocation, since the session

proof will fail Merkle verification against the updated root.

5.5 Security Analysis

We now analyze the security of the framework against several classes of attacks.

Post-quantum security: All primitives (ML-DSA-65, ML-KEM-1024, FrodoKEX+,

SHA2-256, ChaCha20Poly1305) used to design the revocable anonymous authentication
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system are chosen to provide security against quantum adversaries. ML-DSA-65 (FIPS

204) and ML-KEM-1024 (FIPS 203) are NIST FIPS-standardized. FrodoKEX+ is a con-

servative split-KEM construction based on the Learning With Errors (LWE) problem over

unstructured lattices, derived from FrodoKEM (a NIST PQC alternate candidate); while

not itself FIPS-standardized, its conservative parameter choices and LWE-based security

provide strong post-quantum guarantees complementary to the structured-lattice schemes.

The KDF combines the ML-KEM-1024 shared secret with the FrodoKEX+ shared secret

(K = KDF(K1 ∥ K2 ∥ nonceU)), providing hybrid quantum resilience across both struc-

tured and unstructured lattice assumptions.

Privacy: The trust is distributed between the TRA and the CA because the TRA can

unmask the identity of the user but cannot prevent the user from obtaining more ephemeral

identities since that is dependent on the membership in the Merkle tree. Only the CA

can revoke the membership in the Merkle tree, not the TRA. Furthermore, the CA cannot

unmask the identity of a user because the trace payload can only be decrypted by the TRA.

Based on our assumption that the CA and the TRA do not collude and both of them do

not collude with the server, the anonymity of the user is guaranteed in our system. The

CA sees only the composed receipt and session journal, which contain only hashes and

commitments, never the user’s long-term key or handle.

Forgery attack: An external attacker cannot forge ephemeral identities because our

system model assumes that an attacker cannot defeat quantum-safe primitives. The static

proof verifies the ML-DSA certificate signature, ensuring that the user provably holds

a valid CA-signed certificate. The cross-proof identity link (identity link = H(pksig
U ∥

link nonce)) and hash-based binding (bind commitment = H(pksig
U ∥ H(pk

ephem
U ))) ensure

that only the entity with knowledge of pksig
U can produce valid session proofs.

Man-in-the-middle attack: Our framework resists man-in-the-middle attacks through

multiple layers of cryptographic binding across its protocols. During the Anonymous
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Ephemeral Key Issuance protocol, an adversary who attempts to substitute a fraudulent

ephemeral public key cannot produce a valid composed zero-knowledge proof: the session

guest commits the hash of ephemeral public key to the session journal, and the CA verifies

that this commitment matches the ephemeral key presented outside the proof. Any tam-

pering with the ephemeral key breaks this binding, causing the CA to reject the issuance

request.

During the Anonymous Authenticated Key Exchange, the dual-KEM structure provides

two independent barriers against interception. The first KEM layer (ML-KEM-1024) en-

sures that only the server holding the secret key of KEM1 can recover K1 from the ci-

phertext ct1. The second layer (FrodoKEX+ split-KEM) provides implicit mutual authen-

tication: the encapsulation uses the user’s ephemeral secret key while the decapsulation

uses the server’s secret key, so an adversary positioned between the two parties cannot de-

rive K2 without knowledge of both secret keys. Since the session key K depends on both

shared secrets, compromising a single KEM instance is insufficient to recover K.

Furthermore, the user’s ephemeral public key is certified by the CA, which the server

verifies in Step 5 of Protocol 20. An adversary who substitutes a different ephemeral key

cannot produce a valid CA signature on that key without compromising the CA’s signing

key. An active adversary who attempts to relay or modify the ClientHello message will

cause the server to derive a different session key than the user, resulting in detectable failure

when application-layer AEAD decryption is attempted under the mismatched key.

Security of the issuance protocol: The bind commitment serves as a hash-based bind-

ing that ties the certified long-term identity to the session’s ephemeral key. The static proof

has already established, via in-guest ML-DSA verification, that the user holds a valid CA-

signed certificate for a public key, and the cross-proof identity ensures the same public key

is used in both proofs. The CA verifies the composed receipt, ensuring the static proof’s

validity is checked transitively, but the CA does not learn any identifying information — it
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sees only hashes, commitments, and the encrypted trace token, which is decryptable only by

the TRA. Additionally, the FrodoKEX+ split-KEM provides implicit authentication during

the subsequent AAKE: the user’s ephemeral secret key is used in encapsulation, ensuring

that only the holder of the certified ephemeral key can derive the correct session key. This

prevents an adversary from using a stolen ephemeral certificate without the corresponding

secret key.

Composition soundness: RISC Zero’s composition mechanism ensures that the com-

posed receipt is valid if and only if both the static and session proofs are individually valid

and the assumption recorded by the session guest matches the static receipt’s claim. An

adversary cannot substitute a different static proof without breaking the collision resistance

of the identity link hash.

Implicit authentication via split-KEM: The AAKE protocol achieves implicit au-

thentication through the FrodoKEX+ split-KEM construction. Both the server and the user

contribute secret keys to the shared secret derivation: the server uses its secret key skFrodo
S

in decapsulation, while the user uses its secret key skephem
U in encapsulation. An adversary

who intercepts the public parameters (seed, bS , bU ) cannot derive the shared secret without

knowledge of either party’s secret key. Since the user’s FrodoKEX+ public key bU is the

CA-certified ephemeral key pkephem
U , the shared secret is implicitly bound to the certified

identity. Combined with the ML-KEM-1024 KEM layer, the hybrid KDF provides security

even if one lattice assumption is broken.

5.6 Performance Evaluation

In this section, we describe the implementation of our protocols on real hardware and

evaluate them to demonstrate that they can be implemented with reasonable latency and

without any additional hardware or software requirements. We implemented our protocols

using standard crypto libraries in Rust. To compare the results of the system over different
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Figure 5.1: Time Taken by Various Protocols of Our System

Table 5.2: Key Sizes of Cryptographic Schemes

Scheme Public Key Secret Key Cipher Text Signature

ML-DSA-65 1952 B 4032 B 3309 B

ML-KEM-1024 1568 B 3168 B 1568 B

FrodoKEX+ 23,232 B 23,232 B 50,022 B

hardware, we ran all the protocols in our system on MacBook Air with M4 processor/16 GB

RAM, Mac Mini with M4 processor/16 GB RAM, and MacBook Pro with M4 processor/32

GB RAM. All the results were averaged over 100 runs. To evaluate the scalability and the

robustness of the protocols, we measure the time taken by protocols of the system. We do

not have any state-of-the-art work to compare against. Therefore, we do not compare our

work with other approaches but demonstrate the scalability of our framework in real-world

settings.

We measure the time taken by each phase in the Anonymous Ephemeral Key Issuance

(AEKI) protocol, the Anonymous Authenticated Key Exchange (AAKE) protocol, and
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Table 5.3: Step-Level Execution Times

Protocol Steps Time

AEKI

Ephem. Key + Trace Token 9.52 ms

Static Proof — cached 108.20 ms

Session Proof 40,045.04 ms

ZK Verification 119.30 ms

CA Ephem. Cert Issue 0.56 ms

AAKE
ClientHello 0.18 ms

Server Process 0.13 ms

Revocation
TRA Deanonymization 0.06 ms

CA Revocation 0.01 ms

the Revocation protocol. The User Registration protocol (Protocol 16) takes a negligi-

ble amount of time (in the order of microseconds) and is not shown. Fig. 5.1 shows the

aggregate time taken by each protocol across the three hardware platforms on a logarithmic

scale. Table 5.3 presents a detailed step-level breakdown of the execution times (averaged

across all three devices).

The AEKI protocol (Protocols 17-19) is the most computationally intensive protocol in

our framework, taking approximately 40.28 seconds. This cost is dominated by the session

proof generation, which takes approximately 40.05 seconds. The remaining phases of the

AEKI protocol are comparatively lightweight: ephemeral key generation and trace token

construction takes 9.52 ms, loading the cached static proof from disk takes 108.20 ms, ZK

verification by the CA takes 119.30 ms, and the CA’s ephemeral certificate issuance takes

0.56 ms.

The static proof (Protocol 17) contains the expensive ML-DSA-65 certificate verifi-

cation inside the zkVM. However, this cost is a one-time cost that is amortized over the
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lifetime of the user’s long-term certificate, which typically spans days or weeks. In our

measurements, the static proof is loaded from a cached receipt on disk, taking only 108.20

ms. The first time computation of static proof takes 600 seconds. Since the static proof

does not need to be regenerated unless the user’s long-term certificate is re-issued or the

CA’s signing key is rotated, this amortized cost is negligible in practice.

The AAKE protocol (Protocol 20) is significantly faster than the AEKI protocol. The

ClientHello construction by the user, which includes ML-KEM-1024 encapsulation and

FrodoKEX+ split-KEM encapsulation, takes only 0.18 ms. The server-side processing,

which includes ephemeral certificate verification, ML-KEM-1024 decapsulation, FrodoKEX+

split-KEM decapsulation, and session key derivation, takes 0.13 ms. The total AAKE pro-

tocol time of 0.31 ms demonstrates that the key exchange itself is highly efficient and

suitable for real-time interactive sessions.

The TRA deanonymization in the Revocation protocol (Protocol 21), which involves

ML-KEM-1024 decapsulation and ChaCha20Poly1305 decryption of the trace token, takes

0.06 ms. The CA-side revocation, which involves marking the user’s handle as revoked

and recomputing the Merkle tree root, takes 0.01 ms. The total revocation time of 0.07 ms

confirms that the revocation mechanism introduces negligible computational overhead.

As observed from our experiments, the performance characteristics across the three

hardware platforms are consistent. The MacBook Pro with 32 GB RAM shows marginally

better performance on the session proof generation due to higher memory bandwidth, but

the differences across devices are small, indicating that our framework does not require

high-end hardware. The key observation is that the computationally expensive operation

(session proof generation) is a per-session one-time cost that occurs before the actual key

exchange. Once the ephemeral certificate is obtained, the real-time key exchange (AAKE)

completes in under a millisecond, making the framework practical for interactive applica-

tions.
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Table 5.4: Storage Space

Item Bytes

User long-term state 7,313

CA key material 1,984

TRA key material 1,632

Server key material 50,208

Ephemeral keypair (per-session) 46,464

Merkle proof (per-session) 66

Static proof receipt (cached) 2,519,466

Session proof receipt (per-session) 2,789,088

Long-term certificate 5,297

Ephemeral certificate 3,0173

Table 5.2 shows the key sizes of the various cryptographic schemes used in our proto-

cols. The FrodoKEX+ split-KEM has the largest key sizes (23,232 bytes each for public

and secret keys), which is expected for an unstructured-lattice-based scheme that provides

conservative post-quantum security. Table 5.4 shows the storage space needed for various

artifacts in our protocols. The server key material is the largest per-entity storage require-

ment at 50,208 bytes, primarily due to the FrodoKEX+ key pair. The user’s long-term state

requires only 7,313 bytes, and the CA and TRA key materials require 1,984 bytes and 1,632

bytes, respectively. The per-session ephemeral key pair requires 46,464 bytes.

The RISC Zero zkVM proof sizes are approximately 2.66 MB for the session STARK

receipt and 2.40 MB for the cached static receipt. The per-session communication overhead

is approximately 2.77 MB (session receipt + ephemeral certificate exchange + ClientHello).

While this is larger than a typical TLS handshake (which is on the order of a few kilobytes),

the overhead is a one-time cost per ephemeral identity and is comparable to other zkVM-
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based authentication approaches. For applications where bandwidth is constrained, the

session receipt constitutes the bulk of the communication cost; future improvements in

STARK proof compression (such as RISC Zero’s Groth16 wrapping, which reduces proofs

to approximately 256 bytes) could significantly reduce this overhead.

The key sizes, proof sizes, and storage requirements demonstrate that the storage and

communication overhead for our protocols is manageable and practical for deployment in

real-world settings, including desktop, laptop, and mobile environments.

5.7 Conclusions

In this chapter, we designed and implemented a secure, scalable, and efficient revocable

anonymous authenticated key exchange in the post-quantum setting without relying on a

single trusted central authority. We integrated FrodoKEX+, a split-KEM construction based

on unstructured LWE, to achieve implicit authentication in the AAKE protocol, where both

parties contribute secret keys to the shared secret derivation. We analyzed the security of

our framework and implemented it to demonstrate its scalability and efficiency. Our frame-

work allows users to obtain ephemeral identities to authenticate themselves anonymously

to a server for real-time key exchange. If a user misbehaves, our system has a mechanism

to revoke the anonymity of the user. Our framework is not only robust against attacks by

malicious users, but also efficient and scalable, as the results from our evaluation indicate.
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Chapter 6

CONCLUSIONS

Anonymous systems underpin many of the privacy-preserving technologies vital to

modern digital life, yet pure anonymity, without any form of attribution, can limit their

practical deployment. This dissertation investigated attribution in anonymous systems

across four complementary scenarios, spanning pre-quantum and post-quantum crypto-

graphic settings, authentication and reputation contexts, and increasingly sophisticated

threat models.

In Chapter 2, we proposed a revocable anonymous authentication framework for V2G

communications. The framework enables an EV to authenticate anonymously to a charging

station using unlinkable pseudonyms derived from blindly signed tokens, while a federated

trust architecture comprising a Certificate Authority and a Department of Motor Vehicles

can jointly revoke the anonymity of a proven malicious EV. We also introduced a receipt-

based mechanism that allows an EV to prove its innocence in the face of false accusations.

Security analysis and implementation-based evaluation demonstrated that the framework is

secure, lightweight, and scalable.

In Chapter 3, we identified and addressed application-level DoS attacks against the

revocable anonymous authentication framework. We augmented the framework with a

permit-based mechanism that requires each EV to hold a valid, single-use permit backed

by a monetary deposit before making a charging reservation. This economic enforcement,
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combined with the existing cryptographic protections, makes large-scale DoS attacks eco-

nomically infeasible. We introduced a third Federated Trust Entity, the Financial Authority,

and provided detailed privacy, security, and performance analysis showing that the added

robustness comes with minimal overhead.

In Chapter 4, we designed EARS, an anonymous reputation system that supports perpet-

ual anonymous feedback updates without relying on a fully trusted central authority. EARS

enables users to post information, provide feedback, and update feedback over time—all

anonymously—while attributing feedback to the poster’s reputation through partially blind

signatures and cut-and-choose protocols. We performed detailed security analysis against

documented attacks on anonymous reputation systems, including bad mouthing, ballot

stuffing, and deanonymization, and demonstrated through implementation that EARS is

efficient and scalable.

In Chapter 5, we proposed a revocable anonymous authenticated key exchange in the

post-quantum setting. The framework combines ML-DSA-65 for digital signatures and

ML-KEM-1024 and FrodoKEX+ for key encapsulation, with a Tracing Authority and

RISC Zero zkVM for zero-knowledge proof of non-revocation. This design eliminates the

reliance on pairings or discrete logarithm assumptions that are vulnerable to quantum al-

gorithms, while preserving the strong anonymity, efficient revocation, and distributed trust

properties established in earlier chapters. Implementation-based evaluation confirmed that

the post-quantum framework is practical and scalable.

The problem of attribution in anonymous systems extends well beyond the specific

applications studied in this dissertation. Whistleblower platforms, anonymous voting sys-

tems, privacy-preserving access control, decentralized online communities, and anonymous

marketplaces all face the fundamental tension between protecting user privacy and main-

taining accountability. The frameworks and design principles developed in this dissertation

provide a foundation for addressing this tension in these and other emerging contexts. The
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post-quantum dimension of this work is particularly timely: as the threat of quantum com-

putation to existing cryptographic infrastructure grows, ensuring that privacy-preserving

authentication systems remain secure in the post-quantum era is essential for the long-term

viability of digital privacy.

Beyond solving specific problems in selected contexts, this dissertation proposes gen-

eral and extensible frameworks that can adapt to changes in trust models and use cases. We

believe that the design principles of distributed trust, unlinkability, and modular protocol

composition will continue to be valuable as the landscape of anonymous systems evolves.

We hope that this work inspires further research at the intersection of anonymity and attri-

bution, and contributes to digital systems that are both privacy-preserving and trustworthy.

Future work will focus in part on extending the Chapter 5 solution, which demonstrates

that revocable anonymous authentication can be realized using post-quantum primitives. A

natural next step is to extend this approach to the anonymous reputation setting of Chapter

4. Designing a post-quantum anonymous reputation system that supports perpetual feed-

back updates while maintaining the security and privacy guarantees of EARS would be a

significant contribution.

Overall, the dissertation demonstrates that attribution need not be incompatible with

anonymity. With careful protocol design, distributed trust, and narrowly scoped revocation

or update mechanisms, anonymous systems can support accountability while preserving

privacy for honest participants.
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