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ABSTRACT  

   

The traditional model of assessing and treating behavioral health (BH) and 

physical health (PH) in silos is inadequate for supporting whole-person health and 

wellness. The integration of BH and PH may result in better care quality, patient-provider 

experiences, outcomes, and reduced costs. Cross-organizational health data sharing 

between BH and PH providers is critical to patients with BH conditions (BHCs).  

In the last few decades, many initiatives -including health information exchange 

organizations- have facilitated cross-organizational health data sharing. The current 

challenge is affording meaningful consent and ensuring patient privacy, two of the core 

requirements for advancing the adoption and use of health information technology (HIT) 

in the US.  

The Office of the National Coordinator for HIT (ONC) recommends that patients 

should be given granular control beyond the “share all” or “share none” approach widely 

used currently in consent practices. But there is no consensus on the variables relevant to 

promote granularity in data sharing to honor privacy satisfaction for patients. As a result, 

existing granular data sharing (GDS) studies use ad-hoc and non-standardized approaches 

to implement or investigate patient data sharing preferences.  

Novel informatics methods were proposed and piloted to support patient-driven 

GDS and to validate the suitability and applicability of such methods in clinical 

environments. The hypotheses were: H1) the variables recommended by the ONC are 

relevant to support GDS; H2) there is diversity in medical record sharing preferences of 

individuals with BHCs; and H3) the most frequently used sensitive data taxonomy 

captures sensitive data sharing preferences of patients with BHCs.  
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Findings validated the study hypotheses by proposing an innovative standards-

based GDS framework, validating the framework with the design and pilot testing of a 

clinical decision support system with 209 patients with BHCs, validating with patients 

the adequacy of the most frequently used sensitive data taxonomy, and systematically 

exploring data privacy views and data sharing perceptions of patients with BHCs.  

This research built the foundations for a new generation of future data 

segmentation methods and tools that advances the vision of the ONC of creating 

standards-based, interoperable models to share sensitive health information in compliance 

with patients’ data privacy preferences. 
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CHAPTER 1 

INTRODUCTION 

1. 1 Background  

Electronic health record (EHR) has created a wide range of opportunities to 

collect, store, and share data on a larger scale than possible with paper records. EHRs 

enable the utilization of health information exchange (HIE) to facilitate machine-to-

machine information exchange across multiple health facilities and organizations to 

provide tailored information to clinicians when needed. This exchange of information 

allows the integration and coordination of two inextricably linked components of health 

that have traditionally been disconnected, physical health (PH)– the state of an 

individual’s physical body and how well it operates (Physical Wellness Toolkit, 2017) 

and behavioral health (BH)– the mental/emotional well-being and/or actions that affect 

wellness (Hedden et al., 2015). The integration of care enables the provision of better 

care via a team-based approach to caring for the total person (NIMH » Integrating Mental 

Health, n.d.). Caring for the whole person is critical to those receiving both BH and PH 

treatment who often see multiple providers and require coordinated care amongst a 

variety of providers and organizations (Integrated Health, n.d.). Individuals with 

behavioral health conditions (BHCs), for example, often receive treatments at multiple 

BH and PH care organizations and could benefit from cross-organizational health data 

sharing between various providers (California Health Care Foundation, 2008; 

HealthIT.Gov., n.d.; SAMHSA-HRSA Center for Integrated Health Solutions., n.d.). 

However, patients with BHCs are often at a higher risk of stigma and discrimination 

(Ricciardi, 2010; Saks et al., 2018). There is a need to improve cross-organizational 
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health data sharing for patients, especially those with BHCs, to motivate them in 

participating in cross-organizational health data sharing practices.  

BHCs include substance use disorders, serious psychological distress, suicide, and 

mental disorders (National Framework for Quality Improvement in Behavioral Health 

Care. Substance Abuse and Mental Health Services Administration, n.d.). Mental 

disorder is classified as any mental illness (AMI) or serious mental illness (SMI). AMI, 

also known as general mental illness (GMI), is a mental, behavioral, or emotional 

disorder that ranges from no impairment to mild, moderate, and even severe impairment 

(NIMH » Mental Illness, n.d.). SMI is a mental, behavioral, or emotional disorder 

resulting in serious functional impairment, which substantially interferes with or limits 

one or more major life activities (NIMH » Mental Illness, n.d.). Percent of adults aged 18 

or older in the United States suffering from GMI increased from 17.7 (39.8 million 

people) in 2008 to 20.6 (51.5 million people) in 2019, while SMI increases from 3.7% 

(8.3 million people) to 5.2% (13.1 million people) respectively (NIMH » Mental Illness, 

n.d.).  Among patients with GMI have a 40% higher risk of developing cardiovascular 

and metabolic diseases than the general population and about 70% also have at least one 

additional medical condition, such as type 2 diabetes or hypertension (HealthIT.Gov., 

n.d.; NIMH » Mental Illness, n.d.). SMI patients, on average, have higher rates of 

emergency room, primary care and specialty care visits (HealthIT.Gov., n.d.; SAMHSA-

HRSA Center for Integrated Health Solutions., n.d.).  

Consent decisions related to sharing health data is vital in cross-organizational 

health data sharing between providers; for patients with BHCs, however, their decisions 

can be influenced by perceived social stigma, fears related to discrimination and 
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insurance or legal concerns (California Health Care Foundation, 2008; Grando et al., 

2017; Hiestand et al., 2017; Soni et al., 2018). There is a need to improve the current 

consent process for this growing population whose data sharing decisions are impacted 

by many factors.    

Affording meaningful consent and ensuring patient privacy have become an issue 

of paramount concern to patients in this new era. Health information privacy is an 

individual’s right to control the acquisition, uses, or disclosures of their identifiable 

health data (Barrows & Clayton, 1996). Protecting patient privacy and securing their 

health information was a core requirement for the adoption and use of EHR in the United 

States. The Office of the National Coordinator for Health Information Technology (ONC) 

urges healthcare facilities to know that “EHR represents a unique and valuable human 

being: it is not just a collection of data that you are guarding – it’s a life” (Guide to 

Privacy and Security of Health Information. Office of National Coordinator for Health 

IT., n.d.). The security and privacy of digital patient information is, therefore, quite vital.  

Federal and state laws and policies have been established to regulate health 

information sharing to encourage patients to seek treatment, satisfy patient privacy rights, 

and to allow them to exercise information autonomy. The Health Information Portability 

and Accountability Act (HIPAA) rules provide special protections for some health 

information, such as psychotherapy notes, based on their very sensitive nature  US 

Department of Health and Human Services, 2014). The Confidentiality of Alcohol and 

Drug Abuse Patient Records, 42 Code of Federal Regulations 2 (42 CFR Part 2) 

guarantees confidentiality for individuals seeking substance use disorder treatment from 

federally assisted programs (42 CFR Part 2, n.d.). While these laws encourage treatment-
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seeking behaviors, satisfying patient privacy needs requires understanding individual 

patients’ perceptions and preferences regarding the sharing of their medical information. 

BHCs, for instance, are tied to many stigmas that may affect patients’ perceptions and 

preferences for sharing of their medical information (Dinos et al., 2004). There is a need 

for a solution that offers patients a greater degree of control over the sharing of their 

digital information.   

To increase patient satisfaction and activate patient engagement, two key 

components that are recognized to improve care quality (Carman et al., 2013; Chase, 

2012; Kohn & Corrigan, 1999; McGinnis et al., 2011; National EHealth Collaborative 

Shares Results Of 2012 Stakeholder Survey, n.d.; Sajid & Baig, 2007; Wilkins, 2012), the 

ONC recommended in 2010 that patients should be given more control over the sharing 

of their personal health information (PHI). According to the ONC, “patients should have 

a greater degree of choice to determine, at a granular level, which PHI should be shared 

with whom, and for what purpose” (Health IT Policy Committee, n.d.). Granular data 

sharing (GDS) refers to “a detailed choice an individual makes to share specific types of 

health data…[enabling] the capture and exchange of patients’ preferences to advance 

coordination of care in multiple settings for treatment, payment, healthcare operations, 

and research” (Office of the National Coordinator for Health Information Technology, 

2020). Patient-directed selection and sharing of their granular digital information such as 

diagnoses, laboratory results, medications, etc. could lessen privacy concerns and 

promote higher patient satisfaction. Implementing GDS requires the identification of 

relevant variables such as sensitive data types, purposes of use, and data recipients. 

Regarding sensitive data types, there is a need to identify categorizations of data that are 
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generally considered sensitive and education of individuals on these categorizations. 

Identification of relevant GDS variables and patient education on these is key to the 

development and deployment of clinical decision support systems that inform patient 

choices and comply with their preferences.  

There has been a movement toward GDS research in the last decade. Multiple 

studies have acknowledged the need for more comprehensive sensitive data 

categorizations and assessment of individual perceptions on the control of health data 

sharing to satisfy patient privacy needs (Bell et al., 2014; Bell et al., 2014a; Caine & 

Hanania, 2013; Grando et al., 2017; SAMHSA-HRSA Center for Integrated Health 

Solutions., n.d.; Whiddett et al., 2006). Currently, however, there is no universal 

agreement on types of data generally considered sensitive. As a result, data sensitivity is 

subjective and preferences for defining and sharing sensitive data vary among individuals 

(National Committee on Vital and Health Statistics. Recommendations Regarding 

Sensitive Health Information, 2010). This diversity may influence preferences or 

willingness to share sensitive data that could significantly impact one’s care and 

treatment. 

The National Committee on Vital and Health Statistics (NCVHS) and the 

Substance Abuse and Mental Health Services Administration (SAMHSA) have each 

created sensitive data categorizations (taxonomies) to capture patients’ data sharing needs 

(National Committee on Vital and Health Statistics, n.d.; SAMHSA, n.d.). The NCVHS 

taxonomy has been used to implement and evaluate an online consent tool for the purpose 

of sharing medical records for research (Bell et al., 2014; Kim et al., 2017) and care 

(Caine et al., 2015; Caine & Hanania, 2013; Schwartz et al., 2015; Tierney et al., 2015). 
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The SAMHSA taxonomy has been implemented in Consent2Share, a consent engine 

developed by SAMHSA and the Veteran Administration (VA) to support GDS (Grando 

et al., 2020; Saks et al., 2018; Soni et al., 2018, 2020, 2021). Soni et al. (2020, 2021) 

asked patients to sort their own medical records using the SAMHSA categories and found 

that 42% of patients (N=25) thought that the SAMHSA terminology was unclear. For 

instance, they suggested substituting the category “Drug Abuse” for “Drug Use” (Soni et 

al., 2020, 2021). NCVHS categories appear less ambiguous and are frequently used to 

assess GDS (Bell et al., 2014; Caine et al., 2015; Caine & Hanania, 2013; Kim et al., 

2017; Schwartz et al., 2015; Tierney et al., 2015). However, neither NCVHS nor 

SAMHSA taxonomies has been validated with key stakeholders, including patients, 

guardians, and health providers, to inform strategic agencies, such SAMHSA and ONC, 

about the adequacy of these taxonomies to capture patients’ privacy needs.  

Studies on GDS approaches have been limited (Bell et al., 2014; Caine et al., 

2015; Dhopeshwarkar et al., 2012; Grando et al., 2017; Schwartz et al., 2015; Teixeira et 

al., 2011; Whiddett et al., 2006). Few studies have attempted to understand individual 

privacy perceptions and preferences for sharing medical information (Caine & Hanania, 

2013; Grande et al., 2015; Grando et al., 2017; Kim et al., 2017; King et al., 2012; Soni et 

al., 2019; Weitzman et al., 2012). Although GDS aims to protect sensitive data from 

unauthorized disclosures, there are very few studies focusing on patient groups with 

stigma concerns, such as those with BHCs (Grando et al., 2017, 2020; Ivanova et al., n.d., 

2020; Soni et al., 2021). There is a need to assess the granular data sharing views of 

patients with BHCs to provide actionable insights into the data privacy and 
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confidentiality needs of individuals whose data is subject to highly protective laws, such 

as the 42 CFR Part 2.  

Additionally, there has been little emphasis on validating the electronic consent 

tools or processes to support GDS (Caine & Hanania, 2013; Grando & Schwab, 2013; 

Kim et al., 2017; Meslin et al., 2013; Schwartz et al., 2015). There is no consensus 

among data privacy researchers and agencies on variables that should be included in 

consent engines to honor the patient GDS desires (Soni et al., 2020). Studies assessing 

individuals’ GDS preferences have used a variety of variables such as data recipient and 

data type (Bell et al., 2014; Caine et al., 2015; Caine & Hanania, 2013; Grando et al., 

2017; Weitzman et al., 2012), data type, data recipient, and data use purpose (Grande et 

al., 2015; Kim et al., 2017; Soni et al., 2019a, 2019b), data type, data recipient and data 

sharing duration (e.g., one year) (Schwartz et al., 2015; Tierney et al., 2015), data 

recipient and participant’s characteristics (e.g. age) (Teixeira et al., 2011), and data type 

and participant’s characteristics (King et al., 2012). As a result, it is not possible to 

directly compare study outcomes, hindering the ability to fully understand the current 

status of GDS. To advance the GDS vision of ONC, there is a need to identify relevant 

variables and replace the non-standardized data sharing processes with formal methods, 

thereby advancing  the availability and applicability of standards-based GDS (Grando et 

al., 2020; Grando & Schwab, 2013; Grando et al., 2017; Saks et al., 2018). This is 

essential for granular information sharing research, healthcare delivery, and the 

development of consent-based data sharing technology.    

The overall goal of this study is to address the ad-hoc approaches that currently 

exist in GDS research. Specifically, this study aims to address these key knowledge 
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gaps: 1) lack of consensus on the health data variables relevant to honor patient GDS 

desires; 2) need for patient validation of existing sensitive data taxonomies used to 

support GDS and categorize sensitive medical records; and 3) sparse research on GDS of 

patients with BHCs. Our hypotheses are: H1) the ONC variables (information, recipient, 

and purpose of use) are relevant to participants’ sharing preferences as demonstrated by 

statistically significant differences in data sharing choices; H2) there is diversity in 

medical record sharing preferences of individuals with BHCs; and H3) the NCVHS 

taxonomy captures sensitive data sharing needs of patients with BHCs. 

A literature review on state-of-the-art methods and frameworks available to assess 

GDS perceptions of individuals and their willingness to share medical records revealed 

ad-hoc approaches used to support patient-driven GDS.  These ad-hoc approaches hinder 

EHRs interoperability and discoverability in GDS research. To address this knowledge 

gap, we propose a standard based GDS framework based on the ONC variables, and we 

validate the framework using a clinical decision support system, My Data Choices 

(MDC), with individuals with BHCs to: 1) identify data sharing priority variables, 2) 

validate the adequacy of the most frequently used sensitive data categorizations, and 3) 

systematically explore GDS views of patients with BHCs.  

A three-step approach was used to design the MDC clinical decision support tool. 

First, the MDC interface was designed using the concept of scenarios to model the GDS 

patient experience at an integrated care facility within a healthcare network. In the three 

scenarios created, the data source (patients’ choices grantors) was behavioral healthcare 

providers (BHP) within the integrated care. The NCVHS sensitive data taxonomy was 

selected to model sensitive data types (domestic violence, genetic information, mental 
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health information, reproductive health, substance abuse) and support medical record 

sharing granular choices. Three recipients (patients’ choices grantees) were selected to 

capture health data sharing preferences of patients within and outside of the healthcare 

network: 1) primary care providers (PCPs) within participants’ facility, 2) PCPs outside 

the participants’ facility, and 3) BHP outside of participants’ facility. Two data use 

purposes (treatment and research) were chosen.   

Second, patient education content was designed to explain the NCVHS sensitive 

data types using systematic approaches based on key concepts from national pedagogical 

guidelines and Information Systems research. The incorporation of patient EHR data into 

each data category to provide realistic data sharing scenarios that patient could connect to 

and the involvement of clinicians and patients in the design and evaluation led to the 

production of high-quality health information communication contents. The content was 

embedded into the MDC clinical decision support system via info buttons to help patients 

understand their NCVHS data type choices.   

Finally, the MDC tool was pilot tested with patients in a prospective study. A 

sample of 209 English and Spanish speaking patients with BHCs and guardians were 

recruited for the study. Eligible participants used the MDC tool to indicate their sharing 

preferences in the scenario based GDS intervention. A semi-structured survey was used 

to collect participants’ perceptions of the NCVHS taxonomy.  

1.2 Research Aims  

Aim 1: Review literature on perceptions on data sensitivity and sharing 



  10 

Conduct a systematic literature review of methodological approaches to 

implement GDS and assess individuals’ perceptions on data sensitivity, privacy, and 

willingness to share their EHRs.  Identify knowledge gaps to guide research aims. 

Aim 2: Design and implement patient education content to support informed data sharing 

Propose an approach that combines key concepts from national pedagogical 

guidelines and Information Systems research to systematically design and evaluate 

patient education content for each of the sensitive data categories in the NCVHS 

taxonomy.  Incorporate medical record data elements (e.g., labs, medications, procedures, 

etc.) from de-identified EHR extracts data into the educational content.   

Aim 3: Propose and validate a GDS framework with patients with behavioral health 

conditions 

Use the knowledge gaps identified during the systematic literature review (Aim 

1), to propose a GDS framework based on variables from the ONC and validate the 

framework with a clinical decision support system (MDC). Embed the education content 

developed in Aim 2 in the MDC tool to support informed data sharing choice.  Recruit 

patients with BHCs and their guardians to use the MDC tool to express GDS choices. 

Solicit views on the adequacy of the NCVHS taxonomy to capture their data privacy 

needs. 

1.3 Research Outcomes  

We proposed a GDS framework based on the ONC variables (data source, data 

recipient, data type, and data use purpose). The framework was validated with the design 

and pilot testing of the MDC clinical decision support system. When patients used 

MDC to make data sharing choices, the ONC variables had significant effect on their 
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preferences, validating hypothesis H1. Insights from this research help to replace the ‘ad-

hoc’ approaches currently existing in GDS research with formal methods to advance 

patient-controlled GDS.  

Ours was the largest (n=209) study to assess GDS preferences of vulnerable 

populations. Evaluation of sharing preferences revealed that all participants desired 

granular control over the sharing of their health data, validating hypothesis H2.  

Our study was the first one to validate the NCVHS taxonomy with patients.  

Patients indicated the suitability of the taxonomy to capture their data sharing 

preferences, validating hypothesis H3. 

1.4 Outline of Thesis  

The Introduction is an overview of the scope of the research, aims and research 

plan. In Chapter 2, a summary of a literature review on methods assessing patients’ data 

privacy and data sensitivity perceptions is presented. Chapter 3 describes a method for 

the development of education content and validates it with the design and evaluation of 

the five sensitive data categories in the NCVHS taxonomy. Chapter 4 presents the 

proposed framework, design and deployment of the MDC decision support system to 

valid the proposed framework, validation of the NCVH taxonomy and the recruitment of 

patients with BHCs. Conclusions, limitations, and impact are provided in Chapter 5.  
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CHAPTER 2 

SYSTEMATIC LITERATURE REVIEW TO CHARACTERIZE GRANULAR DATA 

SHARING STUDIES 

2.1 Introduction 

We conducted a systematic literature review to understand the state-of-the-art 

methods and frameworks available to implement GDS and assess data sharing and/or data 

sensitivity perceptions. This chapter summarizes methods and frameworks available to 

support GDS and evaluate willingness to share health data and sensitivity perceptions. 

This research corresponds to Aim 1 of the thesis. 

In collaboration with domain experts and a librarian, relevant keywords and 

databases were identified. We searched PubMed, Scopus, Elsevier, BioMed Central and 

IEEE Xplore for journal and conference articles published between 2009 and 2019 with a 

focus on design, assessment or evaluation of willingness to share and/or data sensitivity 

perceptions of patients, legal guardians or surrogates of the patients, healthy individuals 

and health providers. In addition, a snowball search using both backward and forward 

methods (Wohlin, 2014) was used to find additional relevant articles. Of the 1,065 

articles retrieved, five met all inclusion criteria. Additionally, seven publications were 

found from the snowball search, three from backward approach and four from forward 

method. Overall, 12 articles meeting all inclusion criteria were included in the review. 

Most studies (N=7) used qualitative methods (such as interviews, surveys, focus 

groups, etc.) to evaluate individuals-driven GDS. Two studies used card sorting tasks, 

two implemented a demonstration exercise to solicit patients’ sharing preferences and to 



  13 

examine how healthcare providers react to such preferences during care encounters, and 

one study implemented electronic consent tool that honored granular medical sharing 

preferences of patients for research. In terms of evaluation, most of the studies focused on 

individuals’ sharing preferences for care (N=6), followed by research (N=4), and then 

both care and research (N=2).  

First, the review revealed that patients want control over the sharing of their 

medical records. Of the 12 studies, eight publications reported the desire of individuals to 

exercise control over the sharing of their digital health records including who could 

access what information in their EHR (Bell et al., 2014; Caine et al., 2015), restricting 

access to some information from some providers (Caine & Hanania, 2013; Grando et al., 

2017), and the willingness to share if given granular choices (Bell et al., 2014). 

Additionally, participants’ willingness to share data decreases for some data recipients 

such as for-profit research organization (Soni et al., 2019a, 2019b), the number of health 

record items restricted was higher for for-profit institution recipients (Kim et al., 2017), 

and participants were more willing to share with clinicians involved in their care than 

non-clinical staff (Teixeira et al., 2011). It was also reported that patients with and 

without sensitive records preferred less sharing of sensitive versus less-sensitive 

information and no patients wanted to share all records with all potential recipients 

(Caine & Hanania, 2013). 

Second, we discovered that there is no consensus on what variables are relevant to 

support GDS. Variables used included a combination of data recipients and data type to 

assess participants’ sharing preferences and/or perceptions (Bell et al., 2014; Caine et al., 
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2015; Caine & Hanania, 2013; Grando et al., 2017; Weitzman et al., 2012), data type, 

data recipients and data use purpose (Grande et al., 2015; Kim et al., 2017; Soni et al., 

2019a, 2019b), data type, data recipients and duration of data restriction (Schwartz et al., 

2015; Tierney et al., 2015), data recipients and participants’ characteristics (Teixeira et 

al., 2011), and data type and participants’ characteristics (King et al., 2012). 

Third, the review showed that there are two taxonomies available to capture 

granular medical record sharing choices: NCVHS and SAMHSA taxonomies. No studies 

in our review used the SAMHSA taxonomy. While seven of the publications used the 

NCVHS taxonomy (Bell et al., 2014; Caine et al., 2015; Caine & Hanania, 2013; Grando 

et al., 2017; Kim et al., 2017; Schwartz et al., 2015; Tierney et al., 2015), no studies have 

validated the NCVHS taxonomy with patients or any other stakeholders. Additionally, no 

patient education materials exist for the NCVHS sensitive data categorizations to support 

informed data sharing decision-making.  

Finally, our systematic literature review revealed limited research on data sharing 

for members of vulnerable populations, defined as the economically disadvantaged, racial 

and ethnic minorities, the uninsured, low-income children, the elderly, the homeless, 

those with human immunodeficiency virus (HIV), and those with other chronic health 

conditions such as heart disease, cancer, diabetes, and severe mental illness (A Portrait of 

the Chronically Ill in America, n.d.). While our study showed that vulnerable populations 

may require ancillary considerations and augmented protections in data privacy research 

(WMA Declaration of Helsinki - Ethical Principles for Medical Research Involving 

Human Subjects, n.d.),  only five of the 12 studies focused on vulnerable patient groups 
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such as individuals living with HIV (Kim et al., 2017; Teixeira et al., 2011), patients with 

BHCs (Grando et al., 2017; Soni et al., 2019a, 2019b), and people with cancer (Grande et 

al., 2015).  

In summary, while patients want control over the sharing of their medical records, 

there is no consensus on what variables are relevant to honor that wish. Current sensitive 

data taxonomies proposed to capture patients’ medical record sharing choices have not 

been validated with patients. Finally, there is a dearth of studies focused on vulnerable 

patient groups—such as patients with BHCs —even though GDS is purported to protect 

sensitive health data.  

Preliminary results of the systematic review have been published in the Journal of 

Biomedical Informatics-X (Soni et al., 2020). “Soni, H., Grando, A., Murcko, A., Diaz, 

S., Mukundan, M., Idouraine, N., Karway, G., Todd, M., Chern, D., Dye, C., & 

Whitfield, M. J. (2020). State of the art and a mixed-method personalized approach to 

assess patient perceptions on medical record sharing and sensitivity. Journal of 

Biomedical Informatics, 101, 103338. https://doi.org/10.1016/j.jbi.2019.103338.” 

2.2 Literature Search Methods 

2.2.1 Search Strategy 

The research team applied expert advice to develop the inclusion and exclusion 

criteria that guided the systematic literature review. Preliminary narrative searches were 

conducted to identify keywords and candidate search terms. The following standard 

search string containing generalized keywords was used for the search to avoid any 

potential bias in searching for studies representing the state of the art: (Share OR Sharing) 



  16 

AND (Sensitive OR Private) AND (Health Record OR EHR OR Medical Record OR 

EMR). Synonyms of the candidate terms were included using Boolean operator ‘OR’ to 

maximize the efficiency.  

As a first step, electronic searches were performed using five electronic databases: 

PubMed, Scopus, Elsevier, BioMed Central and IEEE Xplore. In addition, database 

specific criteria were defined to refine the search as explained in Table 1. Next, the title 

and abstract of each article was independently and manually audited by two researchers 

(Hiral Soni and George Karway). The articles meeting inclusion criteria (section 2.2.2) 

were included for the full text review. Full text for each paper was reviewed to select 

potentially relevant articles. The snowballing approach, using both backward and forward 

methods, was used to audit the reference lists of included articles in the full text review to 

find additional relevant articles (Wohlin, 2014). Full text of each selected article was 

reviewed for inclusion in the final review (Figure 1). Disagreements between the two 

reviewers were resolved by consensus. Final outcomes were revised by a third reviewer. 

Table 1. Literature Search Strategy and Database Specific Criteria 

2.2.2 Inclusion and Exclusion Criteria 

This study focuses on reviewing the literature with a concentration on design, 

assessment, or evaluation of willingness to share data and/or data sensitivity perceptions 

Database Included Journals/Conferences Other Criteria 

Biomed Central BMC Medical Informatics and Decision Making - 

Elsevier 

International Journal of Medical Informatics 

Journal of Biomedical Informatics 

Patient Education and Counselling 

- 

IEEE Xplore All - 

PubMed All Species: Human 

Scopus All - 
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of patients, legal guardians or surrogates of the patients, healthy individuals, and health 

providers. Only English language studies were included. Research, journal, and 

conference articles from 2009 and 2019 were used. Incomplete studies, editorials, opinion 

papers, reviews and commentaries were excluded from consideration.  

2.3 Review of the Literature on Individual Perceptions of Data Sensitivity and Sharing 

Preferences 

Electronic searches resulted in a total of 1,065 articles, 956 were excluded when 

checking inclusion and exclusion criteria during title and abstract screening. Table 2 

outlines the primary objectives of the excluded articles. Of the remaining 109 

publications, 104 articles appeared in the multiple databases and were removed. Upon de-

duplication, five publications meeting all inclusion criteria were included in the full text 

review. We also identified seven additional articles through snowball search, three from 

backward approach and four from forward method.  The snowballing process was 

iterated until no more relevant articles were found in the author citations. Overall, 12 

articles were included in the final review. Figure 1 depicts the literature search strategy 

and process. 

Table 2. Objectives of Excluded Articles Based on Title and Abstract Review 

Objectives of Excluded Articles # of Articles 

Big data and blockchain in healthcare 9 

Clinical workflow and communications 11 

Conference summary and recommendations 2 

Data reuse in care and research 7 

Development/discussion of technology for data sharing 56 

Development/discussion of other healthcare technology, databases, models, frameworks, etc. 454 

Discussion of health status 19 

Ethical and legal considerations of health data and sharing 11 
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Table 2. Continue 

Objectives of Excluded Articles # of Articles 

Ethical and legal considerations of health information technology 5 

Health information management and practices 5 

Impact of cultural barriers 1 

Integrated and patient-centered care 7 

Patient and family engagement in health care and related decisions 29 

Patient experiences related to health 1 

Patient and provider interaction 29 

Patient or provider education 11 

Preferences or attitudes towards EHRs 42 

Preferences or attitudes towards health information exchange 18 

Preferences or attitudes towards health information technology 42 

Preferences or barriers in using and/or sharing data 11 

Review of existing technology/solutions 16 

Security and privacy concerns of sharing data 16 

Security and privacy of health data 93 

Security and privacy of health information technology 23 

Shared decision making in healthcare 8 

Storage and/or management of health data 22 

Use and management of health information technology 8 

Total 956 

 



  19 

Figure 1. Literature Search Strategy and Process 

2.4 Main Findings 



  20 

This section summarizes the main findings of the 12 studies included in the 

review as outline in Table 3.  

Various qualitative and quantitative methods were employed in understanding 

individuals’ perspectives of sensitive data sharing. Five studies (Caine et al., 2015; Caine 

& Hanania, 2013; Schwartz et al., 2015; Teixeira et al., 2011; Tierney et al., 2015) 

provided insight into perceptions of health data sensitivity as well as preferences for 

sharing the data for care. Four studies (Grande et al., 2015; King et al., 2012; Weitzman 

et al., 2012) focused on evaluating sensitive perceptions and/or preferences towards 

sharing health data for both research and treatment. Three studies (Grande et al., 2015; 

King et al., 2012; Weitzman et al., 2012) provided insight into sensitivity perceptions as 

well as preferences for sharing health data for research.  

Participants wanted control over the sharing of their medical records. Eight 

publications reported desire of individuals over the sharing of their digital health records. 

Four studies reported individuals desire to control who could access what information in 

their EHR (Bell et al., 2014; Caine et al., 2015), to restrict access to some information 

from some providers (Caine & Hanania, 2013; Grando et al., 2017), and willingness to 

share if given granular choices (Bell et al., 2014). Three studies reported that participants’ 

willingness to share data decreases for some data recipients (Soni et al., 2019a, 2019b), 

the number of health record items restricted was higher for some recipients (Kim et al., 

2017), and participants were more willing to share with clinicians involved in their care 

than non-clinical staff (Teixeira et al., 2011). Patients with and without sensitive records 

preferred less sharing of sensitive versus less-sensitive information and no patients 

wanted to share all records with all potential recipients (Caine & Hanania, 2013). 
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In terms of variables to capture individuals’ GDS preferences and/or perceptions, 

five studies used a combination of data recipients and data type (Bell et al., 2014; Caine 

et al., 2015; Caine & Hanania, 2013; Grando et al., 2017; Weitzman et al., 2012), three 

used data type, data recipients, and data use purpose (Grande et al., 2015; Kim et al., 

2017; Soni et al., 2019a, 2019b), two used data type, recipients, and duration of data 

restriction (Schwartz et al., 2015; Tierney et al., 2015), one used data recipient and 

participants’ characteristics (Teixeira et al., 2011), and another used data type and 

participants’ characteristics (King et al., 2012).  

The NCVHS and SAMHSA taxonomies created to capture medical record sharing 

choices, have not been evaluated with patients. The NCVHS taxonomy has been used to 

assess patients’ preferences on GDS for research (Bell et al., 2014; Kim et al., 2017) and 

care (Caine et al., 2015; Caine & Hanania, 2013; Schwartz et al., 2015; Tierney et al., 

2015). The SAMHSA taxonomy has been implemented in Consent2Share, a consent 

engine developed to support GDS (Grando, 2020; Saks et al., 2018; Soni et al., 2018, 

2020, 2021). None of the 12 studies used the SAMHSA taxonomy in assessing data 

sharing perceptions and/or preferences. Seven studies used the NCVHS taxonomy (Bell 

et al., 2014; Caine et al., 2015; Caine & Hanania, 2013; Grando et al., 2017; Kim et al., 

2017; Schwartz et al., 2015; Tierney et al., 2015). However, the NCVHS taxonomy has 

never been assessed with patients. 

Only five studies focused on vulnerable patient populations. Two studies focused 

on adults living with HIV, one assessing attitudes of persons with HIV towards their 

medical records storage and sharing (Teixeira et al., 2011), while the other compared data 
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sharing preferences of individuals living with HIV to those without HIV (Kim et al., 

2017). The other two studies evaluated sharing preferences and perceptions of patients 

with BHCs toward research and care (Grando et al., 2017; Soni et al., 2019a, 2019b). The 

final study focused on understanding differences in willingness to share and sensitivity of 

health information of individuals with and without history of cancer (Grande et al., 2015). 

Table 3. Summary of the 12 Selected Papers in Terms of Population, Objectives, 

Methods Used, and Key Findings 

Author(s) & 

Year 

Population Objective(s) Method(s) Findings 

(Teixeira et al., 

2011) 

Adults 

21 years or 

older living 

with HIV 

Assess attitudes 

towards PHI storage 

and sharing 

Survey The majority (84%) of individuals 

were willing to share their PHI with 

clinicians involved in their care. Fewer 

individuals (39%) were as willing to 

share with non-clinical staff. 

Willingness to share PHI was 

positively associated with trust and 

respect of clinicians. 

(Weitzman et 

al., 2012) 

Adult 18 

years or older 

patients, 

parents or 

guardians of 

patients  

Assess willingness 

to share health 

information 

Cross-

sectional 

web-based 

survey 

63.3% of 261 reported they would be 

more willing to share all information 

with the state/local public health 

authority than with an out-of-hospital 

provider (54.1%) (OR 1.5, 95% CI 1.1, 

1.9; p = .005); few would not share any 

information with these parties 

(respectively, 7.9% and 5.2%). For 

public health sharing (ORs 4.9 to 1.4, 

all p-values < 0.05) and provider 

sharing (ORs 6.3 to 1.5, all p-

values < 0.05), reticence was higher for 

most topics compared to contagious 

illness. 

(King et al., 

2012) 

Adults 

18 years or 

older 

Discover privacy 

concerns towards 

sharing data for 

research 

Focus groups; 

Social survey 

Great support for medical research 

(98%), and concern about privacy of 

health information (66%) was found. 

Participants preferred to be asked for 

their permission before their health 

information was used for any purpose 

other than medical treatment 

(92%). There was a concern (42–60%) 

about any possibility of linking 

patient's name with sensitive data 

(such as sexually transmitted diseases) 

in a situation not related to medical 

treatment. 
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Table 3. Continued.  

Author(s) & 

Year 

Population Objective(s) Method(s) Findings 

(Caine & 

Hanania, 

2013) 

Adults 

receiving 

healthcare in 

central 

Indiana 

Assessment of desire 

towards granular control 

and sharing preferences 

Card sorting 

tasks 

 

No patients reported that they would 

prefer to share all records with all 

potential recipients. Sharing 

preferences varied by type of 

information and recipient. Overall 

sharing preferences varied by 

participant. Patients with and 

without sensitive records preferred 

less sharing of sensitive versus less-

sensitive information. 

(Bell et al., 

2014) 

Adults 

18 years or 

older 

 

Survey healthy 

volunteers to understand 

their choices about how 

the information in their 

health record should be 

shared for researchers 

and their choices about 

how the information 

should be shared for 

research 

Survey and 

demonstration 

Respondents felt comfortable 

participants in research if they were 

given choices about which portions 

of their medical data would be share, 

and with whom. Participants 

indicated a strong preference 

towards controlling access to 

specific data (83%), and a large 

proportion (68%) indicated concern 

about the possibility of their data 

being used by for-profit entities.  

(Tierney et 

al., 2015) 

Physicians, 

nurses and 

other clinic 

staff 

Assess provider views on 

patient control over EHR 

access 

Demonstratio

n project; 

Likert-style 

survey 

Providers “broke the glass” for 14% 

of 43 patients with redacted data vs. 

zero among 49 study patients 

without redactions (p = 0.01); 54% 

agreed that patients should have 

control over who see their EHRs, 

58% believed restricting EHR 

access could harm provider-patient 

relationships and 71% felt quality of 

care would suffer. 

(Caine et al., 

2015) 

Adults 

receiving 

healthcare in 

central 

Indiana 

Derive user needs for an 

interface recording 

granular sharing choices 

Semi-

structured 

interviews 

 

Patients rarely knew what data were 

in their EHRs but would have liked 

to know. They also wanted to be 

able to control who could access 

what information in their EHR and 

wanted to be notified when their 

data were accessed. 

(Schwartz et 

al., 2015) 

Adults 

18 years or 

older 

Assess patient’s 

willingness to share EHR 

data 

Demonstratio

n project; 

Likert-style 

survey 

Sixty patients (57%) did not restrict 

access to EHRs for any providers. 

Thirty-four (32.3%) patients blocked 

access to all PHI by all doctors, 

nurses, and/or other staff, 26 

(24.8%) blocked access to all 

doctors and/or nurses, and five 

(4.8%) denied access to all doctors, 

nurses, and staff. 
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Table 3. Continued.  

Author(s) & 

Year 

Population Objective(s) Method(s) Findings 

(Grande et 

al., 2015) 

Adults 18 

years or older 

with and 

without 

history of 

cancer 

Compare willingness 

to share data between 

individuals with and 

without history of 

cancer 

Online 

survey; 

Conjoint 

experiments 

Participants with and without a 

diagnosis of cancer had similar 

willingness to share health information 

(0.27; P = .42). Both cancer and 

noncancer participants rated the 

purpose of information use as the most 

important factor (importance weights, 

67.1% and 45.6%, respectively). 

Cancer participants were more willing 

to share their health information when 

the information included more 

sensitive genetic information (0.48; 

P = .015) 

(Grando et 

al, 2017) 

Adults 21 

years and 

older with a 

mental health 

diagnosis  

Explored patient 

preferences regarding 

what health 

information should be 

shared for care and 

whether these 

preferences vary based 

on data sensitivity 

and/or data recipients 

Survey 

 

The majority of participants (70%) 

wanted to share all information, 

sensitive and non-sensitive, though 

they would prefer to have control over 

the type of providers accessing the 

data. Participants did not have the 

same sharing desires for all providers 

and there was not one recipient with 

whom all patients wanted to share all 

of the information in their EHR.  

(Kim et al., 

2017) 

Adults 

18 years or 

older with 

and without 

the history of 

HIV 

Developed a web-

based informed 

consent tool and 

piloted it in four 

outpatient clinics of an 

academic medical 

center.   

E-consent 

evaluation 

and survey 

 

There was more willingness to share 

demographics and body measurements 

and least willingness to share family 

history and financial data. Willingness 

to share was greater among 

participants from a HIV clinic than 

those from internal medicine clinics. 

Less data was shared with for-profit 

researchers. Participants indicated that 

having granular choices for data 

sharing was appropriate, and that they 

liked being informed about who was 

using their data for what purposes, as 

well as about outcomes of the research.  

(Soni et al., 

2019) 

English and 

Spanish-

speaking 

adults 21 

years or 

older, with a 

mental health 

diagnosis  

Survey participants on 

their perceptions 

regarding data 

sensitivity, willingness 

to share health data for 

care and research, and 

related motivations. 

Survey 

 

Most patients (82.5%) considered 

mental health information as sensitive. 

In general, there was a direct 

correspondence between perceived 

sensitivity of information and 

willingness to share with all or some 

providers. A main motivation for 

sharing data with providers was 

improving the patient’s own care 

(77.8%). Most participants (96.5%) 

indicated they would be extremely to 

somewhat willing to share their data 

for research with their care facilities 

and universities.  
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2.5 Summary of Methodologies Employed To Assess Sensitivity Perceptions and/or 

Sharing Preferences 

This section describes GDS factors\variables used in the 12 studies to assess 

individuals’ sharing preferences and/or perceptions as outlined in Table 4. 

Table 4. Summary of Findings on Methods Used To Assess Perceptions and Sharing 

Preferences 

Author(s) 

& Year 

Use Granular Data Sharing 

Variables 

Evaluate 

significant 

of 

variables  

Use National 

Sensitive Data 

Taxonomy  

Assess 

Taxonomy 

Involve 

people 

with 

BHCs Type Recipient Purpose 

of use 

SAMHSA NCV

HS 

(Teixeira et 

al., 2011)  ✓ 

      

(Weitzman 

et al., 2012) ✓ ✓ 

      

(King et al., 

2012) ✓  

      

(Caine & 

Hanania, 

2013) 
✓ ✓ 

   ✓   

(Bell et al., 

2014) 

✓ ✓    ✓   

(Tierney et 

al., 2015) 

✓ ✓    ✓   

(Caine et 

al., 2015) 

✓ ✓    ✓   

(Schwartz 

et al., 2015) 

✓ ✓    ✓   

(Grande et 

al., 2015) 

✓ ✓ ✓      

(Grando et 

al., 2017) 

✓ ✓    ✓  ✓ 

(Kim et al., 

2017) 

✓ ✓ ✓   ✓   

(Soni et al., 

2019) 

✓ ✓ ✓     ✓ 
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2.5.1 Sensitivity Perceptions and Sharing Preferences Based on Data Type and Data 

Recipients 

This section summarizes the five studies that utilized data type and data recipients 

as factors to assess sensitivity perceptions and/or sharing preferences of individuals.  

As a part of a larger study, Weitzman et al. (2012) conducted a semi-structured 

web-based survey to capture attitudes and practices related to sharing health information 

of patients and parents/guardians using their personally controlled health records (PCHR) 

system. The authors evaluated participants’ willingness to share data types including 

contagious illness, violence, sexually transmitted diseases, tobacco, alcohol, other 

substances, genetic disorders, mental illness, family information and financial 

information with the following data recipients: out-of-hospital health care provider and 

the state/local public health department. The odds of reticence to share PCHR 

information were estimated using chi square tests. Of the 261 participants, 63.3% 

reported willingness to share all information with the state/local public health authority 

than with an out-of-hospital provider (54.1%) (OR 1.5, 95% CI 1.1, 1.9; p = .005); few 

would not share any information with these parties (respectively, 7.9% and 5.2%). For 

public health sharing (ORs 4.9 to 1.4, all p-values < 0.05) and provider sharing (ORs 6.3 

to 1.5, all p-values < 0.05), reticence was higher for financial information, family 

histories, mental health, alcohol, substance use, genetic, and sexual transmitted diseases 

information.  

In a survey evaluating current consent process from the perspective of patients 

and providers, Grando et al. (2017) asked patients about their willingness to share their 

health records with data recipients classified as health providers (PCPs, BHPS, specialty 
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care providers, pharmacists, and nurses) or researchers (non-profit research, university 

research, paid research, for profit research, government research, and research 

involving the participant’s condition). Participants were also given a list of data types 

classified into four categories (medication list, laboratory results, medical diagnoses, and 

medical history) and further subdivided into sensitive (included domestic violence, 

genetic information, mental health information, reproductive health, and substance 

abuse, which are part of the NCVHS sensitive data categories) or non-sensitive 

(information outside of the NCVHS sensitive data categories). Participants could answer 

questions by selecting between one or multiple answers. Authors analyzed frequencies 

and percentages of 50 participants’ responses as well as relationship among responses. 

Although most participants wanted to share with PCPs (84%) and with BHPs (78%), they 

desired greater levels of granularity to restrict access to some information by specialty 

care providers (50%), nurses (36%), pharmacists (34%), or all types of providers (6%). 

For research, 64% of the participants would share their medical information if it might 

help them get better treatments for their personal conditions. More than half of the 

participants (58%) expressed that the current broad consent process generally reflects 

their needs. 

Caine and Hanania, (2013) conducted a study to assess desires of adult patients 

receiving healthcare in central Indiana regarding granular privacy control of their health 

information and diversity in preferences based on the sensitivity of electronic medical 

record information. Two card sorting tasks were designed to understand patient 

preferences for sharing medical records with potential data recipients (for example, 

providers, researchers, family members, etc.). Authors assessed preferences of sharing 
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highly sensitive data (NCVHS sensitive data categories) and other data types (contact 

information and demographics, information relevant to current condition, medications, 

recent test results, and past medical history (unrelated)). The study did not capture 

sensitivity perceptions of participants. Descriptive statistics were used to analyze sharing 

preferences and ANOVA was used to examine differences in sharing patterns. Of the 30 

participants, none reported that they would prefer to share all records with all potential 

recipients. Sharing preferences varied by type of information (0.001) and recipient (0.01). 

Patients with and without sensitive records were more likely to share less-sensitive 

information with recipients (mean=54.5%) than highly-sensitive items (mean=28.8%) 

and they were willing to share significantly (0.01) more information with some recipients 

(e.g., PCPs) than with others (e.g., non-treating physicians). Overall sharing preferences 

varied significantly (p=0.016) by participant. Participants with highly-sensitive health 

information indicated sharing a smaller percentage of their health information 

(mean=34.8%) than participants without highly-sensitive information (mean=48.6%).  

In another study, Caine et al. (2015) reported on the outcomes of semi-structured 

interviews designed to identify user needs to inform the design of an interface recording 

individual choices regarding EHR access. The interviews assessed selected aspects of an 

individual’s knowledge about their EHR content and desire for granular control over this 

data. Qualitative analysis was conducted to find themes. About half of the 30 participants 

had little to no idea what might be contained in their EHR, all participants (100%) 

reported that they would like access to the information in their EHR. All participants 

(100%) wanted to be able to control who could access what information in their EHR and 

wanted to be notified when their data were accessed. Participants described three distinct 
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methods for how they would like to manage access control of their EHR: 1) the majority 

(93%) wanted to grant permission, 2) 30% mentioned a desire to block or restrict certain 

information, and 3) 20% described a desire for temporal control where they could restrict 

information based on the time period during which data were collected. A majority of 

participants (83%) spontaneously mentioned that access to EHR data about them should 

be done only on a “need to know” basis. 

Finally, Bell et al. (2014) assessed data sharing preferences of 70 healthy 

individuals. In a survey coupled with a graphic user interface, participants indicated their 

choices about how information in their EHR should be shared for research. Participants 

were given options on data types they wished to share (demographics, test and lab 

results, and diagnostic information, which included the NCVHS sensitive data categories 

and non-sensitive information), with data recipients of type researcher (affiliated 

institutions, affiliated institutions but involving members from outside, no restriction on 

type of institution, commercial, mixed or non-commercial institution, and unfunded 

research). Authors analyzed frequencies and percentages of participants’ responses as 

well as association among outcome of interest using chi square test. When given choices 

about which aspects of their data they wished to share, 77% of the participants were 

significantly more willing to have their health data shared for research, 13% were less 

willing and 10% selected “other.” Sixty-nine percent indicated that it is important to 

know whether their data are being shared with for-profit or non-profit institutions, 89% 

desire to know who is accessing their information, another 89% would feel comfortable 

sharing their information if they know who is accessing the information, and 49% desire 

to control the sharing of their biosamples such as tissue, blood, and urine.  
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2.5.2 Sensitivity Perceptions and Sharing Preferences Based on Data Type, Recipients, 

and Data Use Purpose 

This section summarizes the three studies that utilized data type, data recipients, 

and data use purpose as factors to assess sensitivity perceptions and/or sharing 

preferences of individuals.  

In a comparative study, Grande et al. (2015) administered an online survey with 

embedded conjoint experiments to understand the differences in willingness to share 

health information and sensitivity of health information of 2945 individuals with and 

without history of cancer. Using scenario-based conjoint experiments, the authors 

compared data recipients (university hospitals, public health departments, and drug 

companies), data use purpose (research, quality improvement, marketing) and data 

sensitivity level (lower = medical history, and higher = medical history plus results of a 

personal genetic test that predicts your chance of getting cancer). Participants were 

randomly assigned six out of 18 scenarios and were asked to rate their willingness to 

share PHI on a 1–10 scale (1=low, 10=high). Authors measured the relative importance 

of user, purpose of use, and level of sensitivity and compare sharing preferences based on 

participants’ diagnosis. Participants with a diagnosis of cancer (6.3%) and those without a 

diagnosis had similar willingness to share health information (0.27; p=.42). Both cancer 

and noncancer participants rated the purpose of information use as the most important 

factor (importance weights, 67.1% and 45.6%, respectively). Cancer participants were 

more willing to share their health information when the information included more 

sensitive genetic information (0.48; p=.015). 
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Soni et al. (2019) evaluated English and Spanish-speaking patients with BHCs 

about their willingness to share health data and sensitivity perceptions. In a survey, the 

authors asked 86 participants about their willingness to share based on data types (mental 

health, psychotherapy notes, sexual and reproductive health, domestic violence and 

abuse information, information on sexually transmitted diseases, drug or substance 

abuse, alcohol abuse, and genetic data) and data recipient (behavioral health provider at 

the clinic, emergency care providers, other providers at the clinic, behavioral health 

provider outside the clinic, and other provider outside the clinic) for two data use 

purposes (benefit their own care, and care for others). Participants could answer 

questions by selecting between one or multiple answers. Data sensitivity and willingness 

to share were analyzed using univariate statistics (frequencies, means, percentage, etc.) 

and differences in sharing preferences were examined using the chi-square test. A direct 

correspondence between perceived sensitivity of information and willingness to share 

with all or some providers was revealed. For instance, while participants considered 

genetic data the eighth most sensitive type of information, they ranked it as the third most 

shareable. Although most participants (64.15%) wanted to restrict access to information 

from some or all health care providers, when prescribing a new medication, most 

participants (78%) indicated that providers should have access to all their information and 

70% reported that their emergency providers should have access to all their information 

during a life-threatening situation. A main motivation for sharing data with providers 

among participants was improving the patient’s own care (77.8%). Majority of 

participants (83.3%) indicated that they would be upset if their providers shared their 

health data without their consent and that they might react by leaving such providers 
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(65.6%). Most participants (78.9%) desired control over how they want to share data with 

different research organizations, and they were generally willing to share with researchers 

when their own care (91.1%) or care for others (78.9%) could be improved. 

Kim et al. (2017) developed a web-based tiered informed consent tool that honors 

granular patient preferences for use of EHR data in research. The tool was piloted in four 

outpatient clinics. A list of 37 data types, including the NCVHS sensitive data taxonomy, 

was provided. Data recipients included for-profit researchers only, nonprofit researchers 

only, and researchers from the affiliated institutions (the academic medical center and 

Veterans Affairs only) and the data use purpose was research. Participants logged into the 

web tool and indicated their data sharing preferences. During the study, participants could 

change their sharing preferences through the platform. Descriptive statistics, Fisher’s 

exact test, Wilcoxon rank sum test were used to examine differences in sharing between 

clinics, and by data recipients and data types. The difference in the means between the 

two clinics was significant (p=0.002). The majority of the participants (43 of 126, 34%) 

were willing to share every data item with every type of researcher, while minority (5 of 

126, 4%) were unwilling to share their data with any type of researchers. Indeed, 

withdrawal of “sensitive” information was not more frequent than “nonsensitive” 

information. Willingness to share was greater among participants from a HIV clinic (35 

of 84, 42%) than those from internal medicine clinics (8 of 42, 19%). The number of 

items declined was higher for for-profit institution recipients. 
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2.5.3 Sensitivity Perceptions and Sharing Preferences Based on Data Type, Recipients, 

and Duration of Data Restriction  

This section summarizes the two studies that utilized data type, data recipients, 

and duration of data restriction as factors to assess sensitivity perceptions and/or sharing 

preferences of individuals.  

Schwartz et al. (2015) studied primary care patients’ willingness to share EHR 

data. Participants were allowed to restrict EHR access to various providers via a web-

based tool. Patients were asked to restrict access based on data recipient (doctors, nurses, 

and “other staff”), data type (no information, all information, and NCVHS sensitive data 

categories) and how long they wish to restrict the data. Descriptive statistics were used 

for analysis. Of the 105 patients, 60 (57%) did not restrict access to EHR for any 

providers. Thirty-four patients (32.3%) blocked access to all PHI by all doctors, nurses, 

and/or other staff, 26 (24.8%) blocked access to all doctors and/or nurses, and five (4.8%) 

denied access to all doctors, nurses, and staff. 

In a study concurrent with Schwartz et al. (2015), Tierney et al. (2015) asked 

providers their opinions about patients controlling access to their EHR data. If patients in 

Schwartz et al. (2015) restricted access to EHR for any providers, relevant data was 

redacted for the providers whose access was restricted. However, if providers felt that 

important information might have been redacted, they could “break the glass” to view the 

redacted data during that EHR use session. Descriptive statistics along with other 

methods including comparing logs of “breaking glass” were used. During the 6-month 

prospective study, 92 study patients (88 %) returned 261 times, during which providers 
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viewed their EHRs 126 times (48 %). Providers “broke the glass” 102 times, 92 times for 

patients not in the study and ten times for six returning study patients, all of whom had 

restricted EHR access. Providers “broke the glass” for six (14 %) of 43 returning study 

patients with redacted data vs. zero among 49 study patients without redactions (p=0.01). 

Although 54 % of providers agreed that patients should have control over who sees their 

EHR information, 58 % believed restricting EHR access could harm provider–patient 

relationships and 71 % felt quality of care would suffer. 

2.5.4 Sensitivity Perceptions and Sharing Preferences Based on Data Recipients, and 

Participants’ Characteristics 

This section summarizes the one study that utilized data recipients and 

participants’ characteristics as factors to assess sensitivity perceptions and/or sharing 

preferences of individuals.  

Teixeira et al. (2011) conducted a survey study to understand attitudes of persons 

with HIV towards their PHI storage and sharing. On a scale from strongly agree to 

strongly disagree, the authors asked participants their willingness to share with the 

following data recipients (PCPs, other clinicians at their clinic, and non-clinical staff). 

The authors also evaluated participants’ trust in their HIV care team, satisfaction with 

provider communications, HIV-associated stigma, age, race, Hispanic ethnicity, 

education, and internet use. Authors examined differences by participants’ characteristics 

and willingness to share as well as the association between participants’ willingness to 

share and other independent variables such as stigma, age, race, etc. The majority (84%) 

of the 93 individuals was willing to share their PHI with clinicians involved in their care. 
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Fewer individuals (39%) were willing to share with non-clinical staff. Willingness to 

share PHI was positively associated with trust and respect of clinicians. 

2.5.5 Sensitivity Perceptions and Sharing Preferences Bases on Data Type and 

Participants’ Characteristics 

This section summarizes the one study that utilized data type and participants’ 

characteristics as factors to assess sensitivity perceptions and/or sharing preferences of 

individuals.  

King and colleagues (2012) focused on discovering Australian adults’ (18 years 

or older) attitudes towards privacy for research via focus groups and a social survey. The 

focus groups asked 23 participants about their views on privacy of health information and 

a social survey asked 700 individuals about privacy concerns towards a list of data types 

including sexually transmitted disease, abortion and infertility, family medical 

history/genetic disorders, mental illness, drug/alcohol incidents, list of previous 

operations/procedures/dates and current medications. The survey also collected 

participants’ characteristics. The authors examined the presence of an association 

between participants’ characteristics and privacy concerns. The study did not focus on 

participant’s willingness to share information for care and treatment purposes. Results of 

the focus group discussions showed a wide range of views on EHR systems ranging from 

unambiguous approval to complete rejection of their necessity. Participants were also 

concerned about losing the ability to have some say in what happens with their health 

information in EHR systems. Majority of the participants rated medical research very 

highly and indicated willingness to share sensitive health information for medical 
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research provided that they could not be identified. Results of the national survey 

revealed both great support for medical research (98%), and concern about privacy of 

health information (66%). Participants preferred to be asked for their permission before 

their health information was used for any purpose other than medical treatment 

(92%). There was a concern (42–60%) about any possibility of linking patients’ name 

with sensitive data (such as sexually transmitted diseases) in a situation not related to 

medical treatment. 

2.6 Studies on Vulnerable Populations 

This section describes the five studies in the review that focused on vulnerable 

populations, as outlined in Table 5.  

Of the 12 studies retrieved, only five focused on vulnerable populations: two 

focused on understanding data sharing preferences and/or perceptions of individuals 

living with HIV, two on patients with behavioral health conditions, and one on 

individuals with cancer. Vulnerable populations may require ancillary considerations and 

augmented protections in data privacy research (WMA Declaration of Helsinki - Ethical 

Principles for Medical Research Involving Human Subjects, n.d.). For instance, 

individuals living with HIV are protected by HIPAA, state laws, and “common law,” 

(Privacy, Confidentiality and Disclosure, n.d.), patients with BHCs are the subject of 

highly protective laws, such as the 42 CFR Part 2 and different state laws (42 CFR Part 2, 

n.d.), and patients with cancer are protected by different policies and regulations 

implemented by states and cancer registry to keep cancer data confidential and prevent 

improper disclosures (Confidentiality | SEER Training, n.d.).   
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In terms of sample size, none of the five studies used a sufficient sample size 

(N>188).  Large sample size is important not only to yield statistically significant results, 

but to ensure that the likelihood of an inaccurate extrapolation due to outlier is minimized 

(Fay, 2013). While Grande et al. (2015) administered an online survey with embedded 

conjoint experiments to 2945 participants to understand their willingness to share and 

sensitivity of health information, only 6.3% (187) had a history of cancer. Similarly, 

while the majority (67%) of participants in Kim et al. (2017) were individuals living with 

HIV, this sample size (N=84) was still low due to the low overall sample size of the study 

(N=129) (2017b). For individuals with BHC, the highest sample size analyzed to 

understand data sharing preferences and/or perceptions has been 86 individuals (Soni et 

al., 2019). 

Survey has been the most popular method to understand data sharing preferences 

and perceptions of participants. Teixeira et al. (2011) conducted survey in private offices 

using audio computer-assisted self-interviewing technology, Grande et al. (2015) 

conducted internet-based surveys, Grando et al. (2017) carried out a tablet-based survey 

completed in a private office, and Soni et al. (2019) conducted electronic and paper-based 

survey. Only Kim et al. (2017) implemented a tool to honor GDS preferences and 

allowed participants to make data sharing choices, review and modify choices when 

needed. 

Regarding data analysis, only Soni et al. (2019) administered a test to assess 

participants’ comprehension of the study and excluded those with a lower score on the 

test. Although Grande et al. (2015) did not assess participants’ comprehension of the 
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study, they excluded speeders – defined as participants with half the median completion 

time (< 5 minutes). The remaining three studies did not assess study comprehension of 

participants nor did they use any exclusion criteria during data analysis (Grando et al., 

2017; Kim et al., 2017; Teixeira et al., 2011).  

Other limitations discovered from the five studies included short duration and 

English-only research instruments. With the exception of Teixeira et al. (2011), which 

has a duration of approximately 50 minutes, the majority of the studies have a very short 

duration, indicating that participants may not have had enough time to make data sharing 

decisions (Grande et al., 2015; Grando et al., 2017; Kim et al., 2017). For instance, the 

median time in Grande et al. (2015) was 10 minutes, the average time in Grando et al. 

(2017) was 15 minutes, and the mean time in Kim et al. (2017) was 3.6 minutes. Duration 

was not reported in Soni et al. (2019). Regarding languages, only two studies (Soni et al., 

2019; Teixeira et al., 2011) provided participants the option to complete the study in 

either Spanish or English. The rest of the studies were conducted only with English 

speakers. (Grande et al., 2015; Grando et al., 2017; Kim et al., 2017) 

Table 5. Summary of the 5 Studies That Focused on Vulnerable Patient Groups 

Author(s) 

& Year 

Population Vulnerable 

Population 

(% total 

population) 

Language Data Collection 

Method  

Tool used 

to solicit 

sharing 

choices 

Study 

comprehension 

assessment 

(Teixeira et 

al., 2011) 

Adults living 

with HIV 

93 (100%) English & 

Spanish 

Survey using 

audio computer-

assisted self-

interviewing 

technology 

N/A N/A 

(Grande et 

al., 2015) 

Adults with 

and without 

history of 

cancer 

187 (6.3%) English  Internet-based 

surveys 

N/A  Lower than 

median 

completion time  
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Table 5. Continue 

Author(s) 

& Year 

Population Vulnerable 

Population 

(% total 

population) 

Language Data Collection 

Method  

Tool used 

to solicit 

sharing 

choices 

Study 

comprehension 

assessment 

(Grando et 

al., 2017) 

Adults with a 

mental health 

diagnosis  

50 (100%) English Tablet-based 

survey   

N/A N/A 

(Kim et al., 

2017) 

Adults with 

and without 

the history of 

HIV 

84 (67%) English Web-based 

password 

protected tool 

iCONCUR N/A 

(Soni et al., 

2019) 

Adults with a 

mental health 

diagnosis  

86 (100%) English & 

Spanish 

Electronic or 

paper-based 

survey  

N/A University of 

California, San 

Diego Brief 

Assessment of 

Capacity to 

Consent 

(UBACC) test.  

2.7 Conclusion 

Driven by a need to identify and employ standard approaches to understand data 

sharing preferences and perceptions, this Chapter reviews the current state of the art on 

such methodologies. Key findings identify a need to 1) introduce and formalize research 

approaches to assess individuals’ GDS preferences accurately and effectively, 2) evaluate 

the NCVHS taxonomy with patients, and 3) provide insights on GDS of patients with 

BHCs, a vulnerable population often excluded from data privacy research.  

In support of the goals of this research, this literature review informed the 

development of patient education content for each of the sensitive data categories in the 

NCVHS taxonomy (Chapter 3), the design of a clinical decision support system to 

implement GDS using key variables and the evaluation of these variables and the 

NCVHS taxonomy with patients with BHCs (Chapter 4). Next chapters aim to address 

the knowledge gaps identified through the completed systematic literature review. 
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CHAPTER 3 

SYSTEMATIC APPROACHES TO DESIGN PATIENT EDUCATION MATERIALS 

ON SENSITIVE MEDICAL RECORD DATA 

3.1 Introduction 

The systematic literature review summarized in Chapter 2 revealed  that patients 

desire granular control over the sharing of their digital health information (e.g., “I want to 

share all my medical records, except those related to a past history of mental health 

diagnosis and treatment’) (Soni et al., 2020). Honoring such desires require identification, 

understanding and communication of sensitive data categories.  

There is no agreed upon or validated sensitive data categorization or taxonomy. 

The two sensitive data categorizations most often represented in data sharing research are 

those promoted by HHS’s National Committee on Vital and Health Statistics (NCVHS) 

and Substance Abuse and Mental Health Services (SAMHSA) (Home, n.d.; SAMHSA, 

n.d.). 

The SAMHSA taxonomy has been adopted by Consent2Share, a consent engine 

developed to support GDS (Grando, 2020; Saks et al., 2018; Soni et al., 2018, 2020, 

2021). Soni et al. asked patients to sort their own medical records using the SAMHSA 

categories and found that (42%, n=25) patients had challenges applying the SAMHSA 

terminology to their records. For example, they suggested substituting “Drug Abuse” for 

“Drug Use,” merging categories like Communicable Diseases and Sexual Health, and 

providing a broader categories like Family History/Genetic Data (Soni et al., 2020, 2021). 

The NCVHS taxonomy has been used to implement and evaluate an online 

consent tool to share medical records for research (Soni et al., 2020, 2021) and to assess 
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patients’ preferences on GDS for care (Caine et al., 2015; Caine & Hanania, 2013; 

Schwartz et al., 2015; Tierney et al., 2015). 

Patient education materials have been identified as a cornerstone in improving 

health literacy, the degree to which individuals have the capacity to obtain, process, and 

understand basic health information and services needed to make appropriate health 

decisions (National Academies of Sciences, Engineering, and Medicine, 2018). Patient 

education materials have been associated with enhanced patient knowledge, confidence, 

and recall of information (Griffin et al., 2003; Haga et al., 2013; Pierce, 2010; Shoemaker 

et al., 2014; Strachan et al., 2012; Williams et al., 2018).  

However, there is a dearth of lay education materials to support sensitive data 

sharing. Educational content could help patients make more informed data sharing 

decisions. There are many sources of online educational materials that explain generally 

accepted sensitive data categories, but limitations are noted, including 1) higher than 

recommended literacy level, 2) nonadherence to recommended development guidelines, 

3) limited patient and provider engagement, 4) lack of Spanish translation, among others.  

Development of quality patient education materials requires the use of 

standardized tools and processes to ensure understandability. Understandability has been 

linked to care improvement and overall patient participation (Pierce, 2010). The Agency 

for Healthcare Research and Quality (AHRQ) has developed gold standard tools for 

evaluating the understandability and actionability (Shoemaker et al., 2014), while 

validated tools are available to assess readability and grade level (McLaughlin, 1969; 

Thomas et al., 1975), quality and reliability (Charnock et al., 1999), cultural suitability 

(Demir et al., 2008), and complexity of graphs and charts used for patient education 
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(Mosenthal & Kirsch, 1998). Despite the availability of these tools, many current patient 

educational materials lack comprehensibility and content quality (Guan et al., 2018; 

Prabhu et al., 2016; Smith et al., 2014; Weiss, 2007).  

Quality education material development also require patient engagement, a 

cornerstone of quality of care (Bradshaw, 2008; Coulter, 2005; Darzi, 2009; Baker, 2001; 

Ontario Health Quality Council, n.d.; Say & Thomson, 2003). The Centers for Disease 

Control and Prevention (CDC) recommends eight steps for developing health 

communication materials that are evidence-based and user friendly (Simply Put: A Guide 

for Creating Easy-to-Understand Materials, n.d.): six of those steps involve engaging the 

intended audience in the development and evaluation of the materials (Simply Put: A 

Guide for Creating Easy-to-Understand Materials, n.d.). 

3.2 Objective 

To address the gaps in lay educational materials for granular sharing consent, we 

designed an approach for the development of effective educational materials with a focus 

on sensitive medical data categories. We used key concepts from national pedagogical 

guidelines and Information Systems (IS) research. We applied these methods to the 

design of low literacy educational content to explain the most common sensitive data 

types, i.e., Domestic violence, Genetic information, Mental health, Sexual and 

Reproductive Health, and Substance use information, to English and Spanish-speaking 

patients.  
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3.3 Methods 

3.3.1 Overview 

Our 6 phase methodology used CDC’s eight steps (Simply Put: A Guide for 

Creating Easy-to-Understand Materials, n.d.) for developing evidence-based and user 

friendly health communication materials as a foundation. We added two steps (steps 4 

and 5 in phase 2), to include the reuse of available educational materials. We adopted 

three of the seven steps (steps 6 to 8 in phase 3) that Nickerson et al. proposed for 

identifying subcategories within a taxonomy (Nickerson et al., 2013), provided examples 

within those subcategories, and determined whether the classification is sufficient for 

participants’ understanding. We also added five new steps (steps 9 to 13 in phases 4 and 

5) to the CDC guidelines to guide the selection and use of standardized evaluation 

instruments to assess the quality of educational materials.   

The proposed methods guide the process of reusing available educational 

materials or developing new educational materials on sensitive data categories to meet 

the needs of the intended audience. The approach consists of six phases as described in 

Table 6.  

Table 6. Step-by-Step Approach for Developing Effective Patient Educational Materials 

 

 

Phase Description Steps  Source 

1 Identification of Research Problem, 

User Needs, and Education Contents 

1) Define/research the key health problem 

2) Determine the needs of the audience  

3) Determine key concepts and messages 

CDC 

guideline  

2 Identification and Assessment of 

Available Educational Materials to 

Explain the Sensitive Data Taxonomies 

4) Identify available educational materials  

5) Assess the suitability of the materials  

New   
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Table 6. Continue 

3.3.2 Phase 1: Identification of Research Problem, User Needs, and Education Contents 

This phase focuses on the first three step from the CDC guideline for developing 

effective health communication materials. The steps include defining the research 

problem, determining the needs of the intended audience, and determining the key 

concepts and messages that needs to be communicated to the intended audiences.  

Phase Description Steps  Source 

3 Development of New Educational 

Materials or Modification of Existing 

Materials to Meet the Needs of the 

Intended Audience  

 

Draft educational materials on sensitive data 

categories by: 

6) Identify categories within the taxonomy 

7) Classify common data items into each 

category within the taxonomy 

8) Determine the end of classification 

CDC 

guideline + 

Nickerson 

et al. 

Method 

4 Selection of Relevant Questionnaires for 

Evaluating Educational Materials with 

the Intended Audience 

Choose evaluation methods: 

9) Select standardized instruments 

10) Examine possible questions from the 

instruments  

11) Determine relevant questions for pre 

and post testing of the materials  

CDC 

guideline + 

New    

5 Evaluation of the Educational Materials 

with Key Stakeholders 

Test educational materials: 

12) Recruit sample of key stakeholders for 

pre and post testing of the materials 

13) Use mixed methods to collect feedback 

from stakeholders 

CDC 

guideline + 

New   

6 Revision of the Educational Materials 

Based on Feedback from Key 

Stakeholders 

14) Analyze stakeholders’ feedback 

15) Revise based on feedback 

16) Publish and distribute final product 

17)  Evaluate users’ satisfaction and 

understanding of the materials 

CDC 

guideline  
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3.3.3 Phase 2: Identification and Assessment of Available Education Materials To 

Explain the Sensitive Data Taxonomies  

This phase focuses on searching for existing educational materials and assessing 

the suitability of these materials for reuse. Steps in this phase include identifying 

available educational materials from the literature and assessing the suitability of these 

materials based on users’ needs and the research problem. Standard criteria to assess the 

suitability of educational materials include Reading Ease (Flesch, 1948), Grade Reading 

Level (Thomas et al., 1975), quality metrics for concept development (Charnock et al., 

1999; Demir et al., 2008; Shoemaker et al., 2014), and involvement of intended audience 

in the creation and/or evaluation of the education contents (Simply Put: A Guide for 

Creating Easy-to-Understand Materials, n.d.). Additionally, the use of common 

examples in education content is known to result in easier understanding and relatability 

of the materials to the intended audience (Dorcely et al., 2015). Table 7 summarizes the 

criteria for assessing the suitability of educational materials. 

Table 7. Criteria for Assessing the Suitability of Existing Educational Materials 

Assessment Criteria 

Readability  Reading ease score is 60 or above (Flesch, 1948).  

Grade level  Grade reading level is sixth grade or lower (Thomas 

et al., 1975).   

Quality metrics Reliability, culturally suitability, and 

understandability are utilized (Charnock et al., 1999; 

Demir et al., 2008; Shoemaker et al., 2014).   

Patient engagement in the design or evaluation  Yes or no (Simply Put: A Guide for Creating Easy-to-

Understand Materials, n.d.).  

Use of frequently occurring types of health information 

(For example, depression, is a common type of Mental 

Health diagnosis) 

Yes or no (Dorcely et al., 2015).   
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3.3.4 Phase 3: Development or Modification of Existing Education Materials  

The fourth step in the CDC guideline for creating easy-to-understand educational 

materials is drafting the materials (Simply Put: A Guide for Creating Easy-to-Understand 

Materials, n.d.). We combined this CDC step with the three steps from Nickerson et al. 

method to create educational materials on sensitive data categories that have uniform 

structure and content (Nickerson et al., 2013). Steps in this phase include identifying 

categories or subsets within the taxonomy for which the education content is being 

developed, classifying common data items into each subset within the taxonomy (using 

patient medical records items or clinical concepts from terminologies to provide 

examples that are relatable to patients), and determining whether the classification is 

sufficient for patients’ understanding of the materials (classification ends when the 

materials is determined to be concise, robust, comprehensive, extendible, and 

explanatory). Figure 2 summarizes the steps required for developing new educational 

materials or modifying existing materials that meet the needs of the intended audience.  

Figure 2. Steps for Developing Effective Education Contents To Explain Sensitive 

Data Taxonomies 
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3.3.5 Phase 4: Selection of Relevant Questionnaires for Evaluating Educational Materials 

The fifth step in the CDC guidelines is pre-testing the materials with the intended 

audience (Simply Put: A Guide for Creating Easy-to-Understand Materials, n.d.). This 

phase focuses on selecting relevant questionnaires for pre and post evaluations of the 

materials using standardized instruments. Specific steps in this phase include selecting 

standardized instruments, examining lists of questions from those instruments to choose 

relevant ones (duplicate questions and questions that do not meet the purpose of the 

educational materials are excluded), and determining relevant questions for pre and post 

evaluation of the materials (determining whether different sets of questions are needed 

for pre and post evaluation). 

3.3.6 Phase 5: Evaluation of the Educational Materials With Key Stakeholders  

After selecting relevant questions for pre and post evaluation of the materials, the 

next step is recruiting key stakeholders for the pre and post evaluations of the educational 

materials. This step falls within the fifth step in the CDC guidelines (Simply Put: A Guide 

for Creating Easy-to-Understand Materials, n.d.). Involvement of patients and providers 

in the design of education contents is critical to developing effective materials. The used 

of mixed methods for participants’ evaluation ensure that comments on the overall 

structure and content of the materials are fully captured. 

3.3.7 Phase 6: Revision of the Educational Materials Based on Feedback From Key 

Stakeholders 

This step is concerned with evaluating users’ satisfaction and understanding of the 

materials, aligned closely with the last three steps in the CDC guidelines (Simply Put: A 
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Guide for Creating Easy-to-Understand Materials, n.d.). This step focuses on analyzing 

feedback from the intended audience and revising the education contents prior to 

distribution. This step consists of publishing and distributing the final educational 

materials to the intended audience in a suitable format (printed, web-based, etc.).  

3.4 Results 

In the following sections, we validated the proposed methods with the design and 

implementation of effective education contents for the five sensitive data categories from 

the NCVHS taxonomy. 

3.4.1 Phase 1: Identification of Research Problem, User Needs, and Education Contents 

Table 8 summarizes the steps required for the completion of this phase.  

Table 8. Steps for Research Problem Definition, Users’ Needs Identification, and 

Education Contents Selection 

3.4.2 Phase 2: Identification and Assessment of Available Education Materials To 

Explain the Sensitive Data Taxonomies  

We conducted a literature search for educational materials explaining the five 

NCVHS sensitive data categories. The search yielded eleven documents (three for 

domestic violence, two for genetic information, two for mental health, two for sexual and 

reproductive health, and two for substance use information) that met our criteria for use 

Steps for research problem definition, identification of users’ needs, and education contents 

Research problem  Lack of lay educational materials to explain the NCVHS taxonomy to patients. 

Intended audience needs Patients may benefit from education contents on the NCVHS taxonomy when 

making data sharing decisions.   

Key concepts and messages Need for low literacy educational materials to explain the NCVHS taxonomy to 

English and Spanish-speaking patients. 
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(Table 7). These materials were retrieved from a variety of creditable sources such as 

SAMHSA, WHO, National Institute of Mental Health and the Mayo Clinic.  

Patient engagement in the design and evaluation process was not reported in any 

of the materials. Additionally, no material reported using standardized instruments to 

guide the design and evaluation process. Spanish translations were available for 45% 

(n=5) and only 36% (n=4) of the materials used frequently occurring or common health 

data items as examples to explain a particular sensitive data category (Table 9). In terms 

of reading level and reading ease, on average, materials retrieved had higher than 

recommended values: 15.4 and 22.47 for domestic violence, 14.3 and 23.30 for genetic 

information, 10.2 and 46.75 for mental health, 9.15 and 42.65 for sexual and reproductive 

health, and 9.45 and 54.5 for substance use information (Table 9).   

Table 9. Assessment of Materials Retrieved in the Literature Search To Explain the 

NCVHS Data Types to Patients 

Data 

categoriza-

tion 

Material 

retrieved 

Reading 

ease 

Reading 

level 

Patient 

engagement 

reported? 

Quality 

metrics 

reported

? 

*Common 

health 

data items 

used? 

Spanish 

translation 

available? 

Domestic 

violence 

(National 

Conference of 

State 

Legislatures, 

n.d.) 

19.5 15.8   ✓  

(Huecker et al., 

2021) 

22.8 14.8     

(National 

Domestic 

Violence 

Hotline, n.d.) 

25.1 15.6    ✓ 

* Common health data items are frequently occurring data items in patients’ medical records. For example, depression, 

is a common type of Mental Health diagnosis. 

 

Table 9. Continue 
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Data 

categoriza-

tion 

Material 

retrieved 

Reading 

ease 

Reading 

level 

Patient 

engagement 

reported? 

Quality 

metrics 

reported

? 

*Common 

health 

data items 

used? 

Spanish 

translation 

available? 

Genetic 

information 

(Fact Sheet: 

Genetic 

Information 

Nondiscriminati

on Act | U.S. 

Equal 

Employment 

Opportunity 

Commission, 

n.d.) 

5.8 19.6   ✓ ✓ 

(Understanding 

the Genetic 

Information 

Nondiscriminati

on Act of 2008, 

n.d.) 

40.8 9.0     

Mental 

health 

(National 

Institute of 

Mental Health, 

n.d.) 

27.5 13.5    ✓ 

(MedlinePlus, 

n.d.) 

66 6.9   ✓ ✓ 

Sexual and 

reproductiv

e health 

(Overview of 

Reproductive 

Health, n.d.) 

35.1 10     

(National 

Coalition for 

Sexual Health, 

n.d.) 

50.2 8.3     

Substance 

use 

(Mayo Clinic - 

substance use 

disorder 

(Symptoms and 

Causes), n.d.) 

52.3 20.5   ✓ ✓ 

(Quick Facts: 

Substance Use 

Disorders, n.d.) 

56.7 8.4     

* Common health data items are frequently occurring data items in patients’ medical records. For example, depression, 

is a common type of Mental Health diagnosis. 

3.4.3 Phase 3: Development of New Educational Materials or Modification of Existing 

Materials To Meet the Needs of the Intended Audience 

When existing educational materials did not meet the needs of our intended 

audience, we developed new educational materials to explain each of the five sensitive 

data categories that constitute the NCHVS taxonomy. Using available patients’ EHR 

obtained from a previous study (Soni, Grando, Aliste, Murcko, Todd, Mukundan, Saks, 
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Horrow, Sharp, Dye, et al., 2019a), the following subcategories were selected within the 

NCVHS sensitive data taxonomy: 1) Diagnosis, 2) Medication, 3) Labs, and 4) 

Procedures or services. Table 10 summarizes the five-step approach used to classify 

medical record items and clinical concepts from terminologies into the NCVHS sensitive 

data taxonomy. Table 11 displays the results of the classification of medical record items 

into the NCHV sensitive data taxonomy. Overall, 108 common data items were used 

across the five sensitive data categories as examples of data items.  

Table 10. Overview of the Approach Used To Classify Medical Record Items and 

Clinical Concepts From Terminologies Into the NCVHS Sensitive Data Taxonomy 

Step Description 

1 Define category 

 

Definition of sensitive data category: 

1) Domestic violence  

2) Genetic information  

3) Mental health  

3) Sexual and reproductive health 

5) Substance use information 

2 Define medical record items Definition of medical record items for each sensitive data category  

3 Use data items from patients’ 

medical records as examples  

Frequently occurring or common medical record items categorized 

by: 

1) Diagnosis  

2) Medication 

3) Labs 

4) Procedures or services   

4 Use clinical concepts from 

terminologies as examples for 

each category when not enough 

examples in (3) 

Clinical concepts from terminologies to supplement item-poor 

categories: 

1) Diagnosis  

2) Medication  

3) Labs  

4) Procedures or services  

5 Provide links to credible patient 

friendly websites  

Links to author-curated materials 
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Table 11. Classification of Frequently Occurring or Common Data Items Extracted From 

Patient's EHRs and Clinical Terminologies and Used As Examples in the Educational 

Materials 

Data categorization Data 

source 

Diagnosis 

n (%) 

Medication 

n (%) 

Lab 

n (%) 

Procedures/ 

Services 

n (%) 

Total 

n (%) 

Domestic violence Patients’ 

EHR 

1 (17%) 1 (100%) 0 (0%) 2 (33%) 4 (22%) 

Clinical 

concept 

5 (83%) 0 (0%) 5 (100%) 4 (67%) 14 (78%) 

Genetic information Patients’ 

EHR 

2 (40%) 1 (20%) 1 (17%) 1 (20%) 5 (24%) 

Clinical 

concept 

3 (60%) 4 (80%) 5 (83%) 4 (80%) 16 (76%) 

Mental health Patients’ 

EHR 

6 (75) 4 (80%) 3 (50% 3 (75%) 16 (70%) 

Clinical 

concept 

2 (25%) 2 (20%) 3 (50%) 1 (25%) 7 (30%) 

Sexual and 

reproductive health 

Patients’ 

EHR 

5 (83%) 3 (60%) 5 (83%) 3 (50%) 16 (70%) 

Clinical 

concept 

1 (17%) 2 (40%) 1 (17%) 3 (50%) 7 (30%) 

Substance use Patients’ 

EHR 

4 (67%) 2 (33%) 3 (50%) 2 (40%) 11 (48%) 

Clinical 

concept 

2 (33%) 4 (67%) 3 (50%) 3 (60%) 12 (52%) 

3.4.4 Phase 4: Selection of Relevant Questionnaires for Evaluating Educational Materials 

With the Intended Audience 

The three instruments (Table 12) that collectively guided the design of questions 

for pre and post evaluation of educational materials were: 
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1) DISCERN, to appraise (judge) written information on treatment choices 

(tools) (Charnock et al., 1999). It consists of 16 questions in three parts to 

evaluate the reliability, and quality of a written material. 

2) Evaluation of Suitability of Written Materials forms, to evaluate the 

suitability of a written materials (Demir et al., 2008). It is composed of 27 

questions in six parts to evaluate the content, literacy, learning and 

motivation, and cultural suitability of a written material. 

3) Patient Education Materials Assessment Tool for Printable Materials 

(PEMAT-P), to assess the understandability (the ability of the materials 

being understood) and actionability (the ability of person to act on the 

information provided) in the materials (Agency for Healthcare Research 

and Quality (AHRQ), n.d.). It is composed of 26 questions in seven parts. 

Table 12. Source of Questions Used for Pre and Post Evaluation of Educational Materials 

Instrument  Total questions  Questions for pre (internal) 

evaluation 

Question for post 

(external) 

evaluation 

DISCERN 16 questions in three parts:  

1) Reliability 

2) Information quality  

3) Overall quality of the materials 

5 questions selected:  

Reliability 

None 

Evaluation of 

Suitability of 

Written Materials 

Form 

27 questions in six parts:  

1) Content 

2) Literacy  

3) Pictures and graphs 

4) Plan and type  

5) Learning and motivation  

6) Cultural suitability 

2 questions selected:  

Cultural suitability 

2 questions selected:  

Cultural suitability 
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Table 12. Continue 

Instrument  Total questions  Questions for pre (internal) 

evaluation 

Question for post 

(external) 

evaluation 

PEMAT-P 26 questions in seven parts:  

1) Content  

2) Word choice & style  

3) Use of numbers  

4) Organization  

5) Layout and design  

6) Use of visual aids 

7) Actionability 

19 questions selected:  

1) Content  

2) Word choice & style 

3) Use of numbers 

4) Organization 

5) Layout and design  

6) Use of visual aids 

7) Actionability 

8 questions selected:  

1) Word choice & 

style 

2) Organization  

3) Use of visual 

aids  

Questions for pre and post evaluation of the educational materials on the NCVHS 

sensitivity categories were drawn from three standardized instruments (Table 12). For 

uniformity, the five-point Likert-type scale was changed to two-point Likert-type scale 

(1=agree, 0=disagree) to ensure that all instruments are rated on the same scale. 

Additionally, specific questions were selected from the three instruments for pre-

evaluation (26 questions + a free response question, see APPENDIX A) and post 

evaluation (10 questions + a free response question, see APPENDIX A). The rationale for 

selecting specific questions from the three instruments included duplicates and/or non-

applicability of the questions to our evaluation. Overall, selected questions were used to 

evaluate the reliability and quality, cultural suitability, and understandability of the 

educational materials.  

3.4.5 Phase 5: Evaluation of the Educational Materials With Key Stakeholders  

An interdisciplinary research team including experts in biomedical informatics, 

behavioral health, medicine, law, and ethics were involved in the development and 

evaluation of the patient educational materials. Drafts of the materials for each of the five 

NCVHS sensitive data categories were first reviewed by six members of the research 

team and one healthcare provider using the 26 questions developed.  Each reviewer 
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evaluated all five sensitive data categories. For the multiple-choice questions, a 

cumulative score was computed for each data category as a percentage. A score >75% 

was deemed to represent high quality on a given materials. The materials with low score 

(<75%) were revised and iteratively evaluated until a higher score (>75%) was received. 

Comments on the overall structure and content of each material, provided through the 

free response question, were used to address limitations related to these areas.  

After that, the materials for each of the five sensitive data categories were 

translated to Spanish using the back-translation approach by two bilingual researchers. 

The same approach was used to translate the ten multiple-choice questions and the one 

free response question to Spanish. Disagreement during translation was addressed by 

consensus. The site leaders reviewed the final draft of the educational materials for 

appropriateness and compliance prior to sharing with patients.  

The Arizona State University Institutional Review Board (IRB) approved the 

recruitment of adult (18 years old or older) English and Spanish-speaking patients 

diagnosed with general mental illness (GMI) and/or serious mental illness (SMI) from 

two integrated health clinics providing physical and behavioral health care to evaluate the 

materials (APPENDIX E). The final educational materials were shared with patients as a 

web-based survey in their respective language. The web-based program ensured that each 

educational material was evaluated by at least two different participants and no 

participants evaluated one educational material twice (APPENDIX B).  

Twenty-six adult patients from two integrated health clinics consented to evaluate 

the educational materials. Of those, two individuals (8%) opened the survey but did not 

complete the evaluation. The survey completion rate was 92%. 
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3.4.6 Phase 6: Revision of the Educational Materials Based on Feedback From Key 

Stakeholders 

Participants’ responses to the online questions were analyzed based on scores on 

the multiple-choice questions using Excel and feedback provided in the free response 

questions. A cumulative score expressed as a percentage was computed for the multiple-

choice questions and a deductive approach of qualitative content analysis was used for 

the free response question.  

For the free responses, 11 of the 24 participants provided comments. A majority 

of the comments were general statements about the overall content of the materials while 

others were specific to a particular sensitive data category. In the general comments, only 

one participant suggested edits to the background of the educational material template by 

stating, “my only edit would be, change the color for My data choice.”  

Most of the general comments were positive statements about the relatability of 

the materials to the target audience and their simplicity of content and reading easiness. 

Regarding relatability of the materials to our audience, one participant stated that “the 

information in this material is what most people can relate to.” For simplicity, a rater 

commented, “I found that the material was well simplified and easy to understand. Was 

short and direct, allowing for a clear understanding of the topic.” Another stated, “I 

think that this particular education material was well simplified. Knowing that the topic 

can be a bit difficult to fully understand, I think that it was condensed in a good manner 

and provided common examples that allowed for a good understanding of what data may 

be collected.” Finally, one participant mentioned that “This education material did a 



  57 

good job of summarizing and simplifying terminology as well as defining what the 

disorder is.”  

Scores from patients’ evaluation were used to make changes and create the final 

version of the educational material (see Figure 3 for an example). The final educational 

materials were embedded in a consent technology to support participants when making 

decisions regarding the sharing of their medical records. Participants’ evaluation 

regarding their satisfaction and understanding of the materials after distributing was 

positive.  

 

Figure 3. Resulting material in English and Spanish for the Mental Health category 
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3.5 Discussion  

Research on understanding and building processes and technologies that honor 

patients’ GDS desires is rapidly growing, as is the need to educate patients on sensitive 

health data categorizations within their EHR. Effective patient education materials could 

increase health literacy and promote understanding of sensitive data categorizations. 

Enhanced patient knowledge, confidence, and information recall could improve informed 

decision making regarding the sharing of sensitive medical records. However, existing 

education content to explain types of sensitive medical information have several common 

limitations that hinder the accessibility and comprehension of the materials by the 

intended audiences.  

We proposed a systematic approach to guide the process of reusing available 

educational materials or developing new materials on sensitive data categories to meet 

the needs of the intended audience. The framework supported the design of educational 

materials with uniform structure and content, and the creation of subcategories within a 

data taxonomy to enhance participant understanding. We validated the framework by 

systematically developing educational materials to explain subcategories within the five 

most frequently used sensitive data categories (domestic violence, genetic information, 

mental health, sexual and reproductive health, and substance use information). The sixth-

grade level materials were developed in English and Spanish and were reliable, 

understandable, easy to read, and culturally suitable for both English and Spanish-

speaking patients.   

We adopted the methodology of Nickerson et al. to incorporate medical records 

that provide patients with realistic examples of sensitive data items (Nickerson et al., 
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2013). The involvement of clinicians and patients in the design and evaluation phases led 

to the production of high-quality health information communication materials. 

Approaches used in this study may be applicable to the design of educational materials to 

support a wide-range of consent-based GDS processes, such as those built around the 

SAMHSA sensitive data categories (SAMHSA, n.d.). This study may serve as a roadmap 

for others interested in developing patient-centered educational materials that are 

evidence-based and user-friendly. Adhering to the proposed framework permits efficient 

development and testing of content that meets the literacy standards of the target 

audience (Griffin et al., 2003). 

This study has several limitations. When applying the framework to develop our 

educational materials, we did not collect the demographics of participants involved in the 

evaluation of the materials. While the evaluation was shared with only adult patients from 

the two integrated care facilities, collecting participants’ demographic would have 

allowed us to look at participants’ perspectives based on different demographic variables 

such as gender, education levels, race, ethnicity, etc. Also, while each of the educational 

material was evaluated by at least two different individuals, our overall sample size is 

small. Although multiple instruments were used to assess reading grade level, reading 

ease, quality, reliability, understandability, readability, and cultural suitability, these tools 

do not evaluate the accuracy or comprehensiveness of the content in the materials. 

Additionally, these tools do not consider limitations related to polysyllabic words when 

evaluating education contents.  

Finally, our study was modified from in-person to online due to the COVID-19 

pandemic. While our study completion rate was high, there is a possibility of 
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nonresponse bias due to the online delivery method used. Participants who did not have 

internet access, phone or computer may have declined to participate. Conducting the 

evaluation in person would have also allowed us to explore different aspects that cannot 

be captured with an online survey such as participants’ interactions with the materials, 

questions asked during the evaluation, among others.  

The creation of educational materials for the NCVHS taxonomy provided the opportunity 

to validate the proposed method and demonstrate its effectiveness in guiding the 

systematic design and evaluation of educational materials that are evidence-based and 

user-friendly. Future work will further explore the generalizability and scalability of the 

proposed approach in the context of patient GDS. 

3.6 Conclusion 

Driven by the desire to educate patients on data sharing options, we proposed 

methods to design and implement effective educational content on sensitive medical 

records categorizations (taxonomies), drawing on key concepts from national pedagogical 

guidelines and Information Systems research.  

Using the NCVHS sensitive data categorization as a case study, we systematically 

applied the proposed framework to the development and evaluation of sixth-grade 

reading level materials on the most commonly used sensitive data categories (Domestic 

violence, Genetic information, Mental health, Sexual and reproductive health 

information, Substance use information).  

The framework created in this study may be applicable to the systematic design 

and evaluation of a wide range of educational materials that promote patient 

understanding and are patient-centered and evidence-based.  
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In the next chapter, the education content will be embedded in MDC – a clinical 

decision support system that offers scenario-based GDS choices to patients and their 

guardians. These materials will help to inform participants on the NCVHS taxonomy 

when making data sharing decisions. As part of the MDC study, patients’ opinions will 

be solicited on the applicability of NCVHS taxonomy to meet their data privacy needs. 
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CHAPTER 4 

MY DATA CHOICES: PILOT EVALUATION OF PATIENT-CONTROLLED 

MEDICAL RECORD SHARING TECHNOLOGY 

4.1 Introduction 

The systematic literature review presented in Chapter 2 revealed the desire of 

individuals to control the sharing of their health records, the lack of consensus on 

variables that should be included in consent engines to honor that desire, and limited 

research focusing on preferences in vulnerable populations (Soni et al., 2020). Regarding 

data sharing variables, while two sensitive data categorizations or taxonomies have been 

proposed to capture granular medical record sharing choices of patients the NCVHS and 

the SAMHSA (National Committee on Vital and Health Statistics, n.d.; SAMHSA, n.d.), 

and the NCVHS taxonomy has emerged as the most frequently used sensitive data 

categorizations in GDS research, these variables have been used inconsistently to 

understand participants’ privacy views and health data sharing intentions. As a result, no 

agreement exists on which variables should be included in consent engines. Previous 

studies have used: (1) data recipient and data type (Bell et al., 2014; Caine et al., 2015; 

Caine & Hanania, 2013; Grando et al., 2017; Weitzman et al., 2012), (2) data type, data 

recipient and data use purpose (Grande et al., 2015; Kim et al., 2017; Soni et al., 2019), 

(3) data type, data recipient and data sharing duration (e.g., one year) (Schwartz et al., 

2015; Tierney et al., 2015), (4) data recipient and participant’s characteristics (e.g. age) 

(Teixeira et al., 2011), and (5) data type and participant’s characteristics (King et al., 

2012).  
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Additionally, there are very few studies on the data sharing preferences of 

vulnerable patient groups (Knickman et al., 2002; Grande et al., 2015; Grando et al., 

2017; Kim et al., 2017; Soni et al., 2019; Teixeira et al., 2011) e.g. those with BHC, 

defined as conditions that impact the mental, emotional well-being and/or actions that 

affect wellness (Behavioral Health vs Mental Health, n.d.; Ivanova et al., 2020) —even 

while GDS is purported to protect sensitive data ( Grando et al., 2020; Grando et al., 

2017; Ivanova et al., 2020; Karway et al., 2021; Soni et al., 2021). Providers and 

researchers are also concerned that patients may unknowingly choose to withhold 

information needed for their care (Campos-Castillo & Anthony, 2015; Wright et al., 

2010), despite evidence to the contrary (Knaak et al., 2017; Schwartz et al., 2015; Soni et 

al., 2021). 

 There is a need to validate existing data type taxonomies with key stakeholders, 

including vulnerable and non-vulnerable patients, guardians, and health providers to 

inform regulatory agencies about the adequacy of the taxonomy to capture patients’ 

privacy preferences. Also there is a need to replace the diverse and mostly ‘ad-hoc’ data 

sharing approaches with formal methods to advance the availability and applicability of 

standards-based GDS (Grando & Schwab, 2013; Grando et al., 2017; Grando et al., 2020; 

Saks et al., 2018). Assessing existing data type taxonomies, however, necessitates that 

patient making choices are educated on the data type taxonomies and replacing the 

diverse data sharing approaches with formal methods requires understanding which 

variables are relevant to be included in consent engines.   
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In this Chapter, we propose a standard based GDS framework based on the ONC 

variables and we apply the framework to the MDC – an electronic informed clinical 

decision support system that offers scenario-based GDS choices to patients and their 

guardians. We embed the sixth-grade reading level health information developed in 

Chapter 3 as infobuttons in the MDC tool to explain the NCVHS sensitive data taxonomy 

in English and Spanish. We recruit patients with BHCs to understand their desires when 

making data sharing decisions, and their opinions on the applicability of NCVHS 

taxonomy to their data privacy preferences. We validate the framework to assess the 

impact of data source, data recipient, sensitive data type, and data use purpose to 

establish formal methods to replace address the diverse and mostly ‘ad-hoc’ data sharing 

approaches.  

In summary, we propose a standard based GDS framework based on the ONC 

variables, and we validate the framework using the MDC clinical decision support 

system.  Individuals with BHCs use the MDC tool to indicate 1) how data recipient, 

sensitive data type, and data use purpose impact their GDS choices, 2) data sharing 

choices, and 3) perceptions on using the NCVHS taxonomy for sharing health data. Our 

hypotheses are 1) the ONC variables are relevant and impact participants’ sharing 

preferences; 2) patients with BHCs desire granular control over the sharing of their 

medical records, and 3) the NCVHS taxonomy captures sensitive data sharing needs 

of patients with BHCs.  

Two-hundred Spanish and English-speaking patients with BHC (included serious 

mental illness) from two integrated care facilities used MDC. Data were analyzed using 
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mixed methodology. To the best of our knowledge, this is the largest study on granular 

data privacy involving a vulnerable population. All participants desired granular control 

over the sharing of their health data, with sensitive data type, data recipient, and data use 

purpose having significant impact (Ps<.001) on willingness to share. Participants were 

significantly more willing to share sensitive data for treatment than for research (P<.001) 

and to share with providers within integrated facilities than with outside providers 

(P<.005). Majority of the participants (83%) indicated that the NCVHS sensitive data 

taxonomy satisfied their data-sharing privacy needs. By systematically exploring the data 

privacy views of individuals with BHCs using the MDC tool, we validated the proposed 

framework, sufficiency of the NCVHS sensitive data taxonomy, and established data 

source, sensitive data type, data recipient, and purpose of use as relevant data sharing 

variables.    

4.2 Materials and Methods   

4.2.1 My Data Choices Conceptualization and Design  

MDC is an electronic informed consent tool that offers scenario-based GDS 

choices and provides education to inform participants’ decision-making. Building upon 

the proposed framework based on the ONC variables (data source, data recipient, and 

data use purpose) and employing the NCVHS sensitive data taxonomy to capture data 

type, MDC was designed to model the GDS patient experience at an integrated care 

facility within a healthcare network using the concept of scenarios. In the three scenarios 

created, the data source (patients’ choices grantors) was BH) within the integrated care. 

The NCVHS sensitive data taxonomy was selected to model sensitive data types 
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(domestic violence, genetic information, mental health information, reproductive health, 

substance abuse). Previously developed educational content (Chapter 3) on each of the 

sensitive data types supported by the NCVHS taxonomy was made available to patients 

to support medical record sharing granular choices. Three recipients (patients’ choices 

grantees) were selected to capture health data sharing preferences of patients within and 

outside of the healthcare network: 1) primary care providers (PCPs) within participants’ 

facility, 2) PCPs outside the participants’ facility, and 3) BHP outside of participants’ 

facility. Two data use purposes (treatment and research) were chosen.   

An interdisciplinary research team including experts in biomedical informatics, 

behavioral health, medicine, law, and ethics guided the development of the MDC tool and 

its content. The team met regularly over 9 months (August 2019 – April 2020) to reach 

consensus on the content and logic of the tool. This final version of the MDC tool was 

presented to the research advisory board that included 12 experts from various disciplines 

including law, health policy, technology, ethics, patient privacy, patient advocacy, health 

information exchange, healthcare consulting, and statistics. Feedback from this meeting 

in the form of meeting minutes was used to make final revisions to the tool (Figure 4).   
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Figure 4. Screenshot of the My Data Choices Tool for Selecting Data Categories for 

Sharing With Provider Type and Data Use Purpose Based on the Framework. Info 

Buttons Connect Users With Educational Material  

4.2.2 Study Design  

The final MDC tool (Figure 4) was integrated as one of the four components of 

this study as outlined in Table 13.  
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Table 13. The Four Components of the Study and Their Objectives 

Components of the study 

Component Descriptions Aim Outcome 

1 Study 

consent and 

UBACC test 

Administered the UBACC test 

after obtaining participants’ 

consent.  

To assess consent 

comprehension and decision-

making capacity using the 

UBACC test. 

Responses below the 

established UBACC test 

threshold were removed 

for analysis.(Jeste et al., 

2007) 

2 Demographic 

survey 

Administered questionnaires 

that focused on participants’ 

demographics and their care 

histories within the facility. 

To obtain participants’ 

demographics including their 

care histories within the 

facility. 

Responses used to 

determine the impact of 

participants’ 

demographics on sharing 

preferences. 

3 Pilot testing 

of the MDC 

tool 

Allowed participants to select 

data categories for sharing with 

provider type and the purpose 

for sharing the data.  

To elicit participants’ 

willingness to share digital 

health data (Table 1) 

Responses used in 

multivariate analysis to 

understand participants’ 

sharing preferences based 

on these variables.  

Access to 

education 

material 

Allowed participants to refer to 

the education materials to 

inform data sharing-decision 

making. 

To track participants’ access 

to educational material. 

Responses used to 

determine the impact of 

education material on 

sharing preferences. 

4 Study 

experience 

survey 

Administered questionnaires 

that focused on participants’ 

experience using the MDC 

tool, and their views regarding 

the choices offered by the tool. 

To assess participant’s 

experience with the MDC 

tool in a multiple choice and 

free response format.  

Responses used to analyze 

user feedback on the MDC 

tool including 

participants’ perceptions 

of the NCVHS sensitive 

data taxonomy. 

4.2.3 Study Recruitment  

The Arizona State University IRB approved the recruitment of adult (18 years or 

older) patients diagnosed with GMI and/or SMI from two integrated health facilities 

providing physical and behavioral health care. One facility (GMI facility) predominantly 

works with patients with GMI, while the other facility (SMI facility) with individuals 

with SMI. Together, these facilities care for more than 34,000 patients with BHC and 

represent the care of a third of the Maricopa County patients with SMIs and over a 

quarter of those with GMI. Participants could choose to take the study in English or 

Spanish.  

Recruitment was performed using electronic flyers via facility email lists 

(APPENDIX C). Participants could choose to complete the study (APPENDIX D) using 



  69 

the web-based MDC tool or with researcher by phone. During the study, participants 

were informed that their responses would have no effect on the sharing of their actual 

health records.  

4.2.4 Data Analysis  

Table 14 provides an overview of the data sharing scenarios, methods, and 

outcomes. Descriptive analysis was conducted using responses to the three MDC data 

sharing scenarios to calculate participants’ willingness to share none, some, and all health 

data across scenarios, between SMI and GMI facilities, care vs research, and inside vs 

outside providers. Next, bivariate analyses was conducted to examine associations 

between demographic factors and willingness to share. The responses (1=share and 0=not 

share) for five types of information under each of the three data sharing scenarios were 

analyzed in a generalized linear mixed model (GLMM) framework using mixed effects 

logistic regression models. The responses for the different information types were fit 

under the three different scenarios and treated as repeated measurements nested within 

participants.  

To evaluate associations between demographic factors and overall willingness to 

share, a separate model was fit for each demographic factor (e.g., age, race, etc.), with 

that factor as the only model covariate. For some variables, demographic categories with 

extreme small cell sizes were combined. American Indian or Alaska Native, Asian, 

Native Hawaiian or other Pacific Islander, and participants identifying as multiracial were 

combined into one group, yielding a three-category race variable (White/Caucasian, 

Black/African American, and Other); in the education category, Master and Doctorate 
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degrees were combined; and in the age groups category, 56 to 75 years and 76 years and 

above were combined. In the case of gender, the sole participant who identified as 

“other” in the gender category was excluded from the analysis. Differences between 

Spanish speakers and English speakers were not examined due to the small number of 

Spanish-speaking participants (N = 5) who scored above 14 on the UBACC test. 

To evaluate the overall impact (i.e., main effect) of each of the three factors (data 

type, data recipient, and data use purpose), the fit of a model including that factor plus 

patient background characteristics (e.g., age) as covariates (Model 2) was compared to 

that of a baseline model including only patient characteristics (Model 1) via a likelihood 

ratio test (LRT) with =.05 as the criterion for statistical significance. To evaluate 

potential differential impacts of data type and data use purpose across different data 

recipients, main effect models were extended to include interaction terms (either data 

type x data recipient or data use purpose x data recipient), and each of these (Model 3) 

was compared to the relevant main effects model (Model 2) via a LRT. All GLMMs 

included a random effect for participant-level intercepts and were estimated using the 

lme4 package in R. 

Table 14. Overview of the Data Sharing Scenarios Supported by the MDC Tool and the 

Mixed Methodology Used for Data Analysis 
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DATA SHARING SCENARIOS 

Scenario Data 

source 

Data recipient Data type Data use purpose 

1 Current 

BHP 

PCP within same facility (1) domestic violence,  

(2) genetic information,  

(3) mental health,  

(4) sexual and 

reproductive health,  

(5) substance use, 

(6) none 

(1) treatment, 

(2) research 

(3) none 

2 PCP outside the facility 

3 BHP outside the facility 

DATA ANALYSIS METHODS 

Data Source Methods Software  Outcomes 

UBACC test Descriptive statistics Excel Study comprehension 

score 

Demographic survey 

 

Descriptive statistics and 

bivariate analysis using 

GLMMs 

Excel and R Sharing preferences 

by demographics  

willingness to share 

survey 

Multivariate analysis using 

GLMMs and adjusting for 

demographics 

R Sharing preferences 

based on data types, 

data recipients and 

data use purpose 

education material access  Descriptive statistics Excel Number of times 

material was 

accessed 

Study experience survey Descriptive statistics Excel User feedback 

Thematic analysis  MAXQDA Themes  

4.3 Results  

4.3.1 Demographics 

Of the 524 participants who expressed interest, 218 initiated and 209 completed 

the study, yielding a completion rate of 96%. All participant responses (100% of 209) 

were collected via phone. The average UBACC score was 19.145 out of 20. Nine scored 

below the threshold on the UBACC test and were removed from further analysis.  For the 

remaining 200 participants (Table 15), the average age was 43 years (SD = 13), the mean 

age at the GMI facility was 43 years (SD = 14) and 45 years for the SMI facility (SD = 

13). Most were Caucasian (81%), female (76%), and some had a college degree (39%). 

Majority (60%) of participants had a diagnosis of GMI. Twenty-five (13%) received both 

behavioral and primary care at the GMI facility and 40 (20%) at the SMI facility.  
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Table 15. Demographics of Participants Completing the Study (N=200). Percentage May 

Not Total 100 Due to Rounding 

Demographics GMI facility (n=120) SMI facility (n = 

80) 

Total (n=200) 

n (%) n (%) n (%) 

Gender 

Female 95 (79%) 57 (71%) 152 (76%) 

Male 24 (20%) 23 (29%) 47 (24%) 

Other 1 (1%) 0 (0%) 1 (1%) 

Age group 

18 – 35  41 (34%)  22 (28%) 63 (32%) 

36 – 55 58 (48%) 38 (48%) 96 (48%) 

56 – 75  20 (17%) 20 (25%) 40 (20%) 

76 and older 1 (1%) 0 (0%) 1 (1%) 

Race 

American Indian or  

Alaska Native 

2 (2%) 1 (1%) 3 (2%) 

Asian 2 (2%) 0 (0%) 2 (1%) 

Black or African American 15 (13%) 2 (3%) 17 (9%) 

Native Hawaiian or  

  other Pacific Islander 

2 (2%) 0 (0%) 2 (1%) 

White 92 (77%) 70 (88%) 162 (81%) 

More than one race  7 (6%) 7 (9%) 14 (7%) 

Ethnicity  

Hispanic or Latino 25 (21%) 13 (16%) 38 (19%) 

Non-Hispanic or Latino  95 (79%) 67 (84%) 162 (81%) 

Annual income 

< $5,000 33 (28%) 25 (31%) 58 (29%) 

$5,000 – $9,999  8 (7%) 11 (14%) 19 (10%) 

$10,000 – $14,999  26 (22%) 11 (14%) 37 (19%) 

$15,000– $19,999  9 (8%) 5 (6%) 14 (7%) 

$20,000 – $24,999  6 (5%) 10 (13%) 16 (8%) 

≥ $25,000 38 (32%) 18 (23%) 56 (28%) 

Education level  

< High school graduate  6 (5%) 7 (9%) 13 (7%) 

High school graduate  

(or equivalence) 

13 (11%) 20 (25%) 33 (17%) 

Some college  

(1-4 years, no degree) 

48 (40%) 30 (38%) 78 (39%) 

Associate degree 22 (18%) 12 (15%) 34 (17%) 

Bachelor degree 20 (17%) 6 (8%) 26 (13%) 

Master degree  9 (8%) 5 (6%) 14 (7%) 

Doctoral degree  2 (2%) 0 (0%) 2 (1%) 
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Table 15. Continue  

Demographics GMI facility (n=120) SMI facility (n = 

80) 

Total (n=200) 

n (%) n (%) n (%) 

Length of care history  

< 1 year 24 (20%) 9 (11%) 33 (17%) 

1 – 2 years 39 (33%) 12 (15%) 51 (26%) 

3 – 4 years 18 (15%) 18 (23%) 36 (18%) 

5- 6 years  12 (10%) 12 (15%) 24 (12%) 

7 – 8 years 6 (5%) 8 (10%) 14 (7%) 

9 – 10 years 8 (7%) 5 (6%) 13 (7%) 

> 10 years  13 (11%) 16 (20%) 29 (15%) 

Language  

Spanish 3 (3%) 2 (3%) 5 (3%) 

English 117 (98%) 78 (98%) 195 (98%) 

Care history  

Receive BHP and PCP 25 (21%) 40 (50%) 65 (33%) 

Receive BHP only 95 (79%) 40 (50%) 135 (68%) 

Participant type 

Patients 113 (94%) 76 (95%) 189 (95%) 

Guardians 7 (6%) 4 (5%) 6%) 

4.3.2 Data Sharing Preferences  

No participant indicated willingness to share all their health data with all data 

recipients, and no participant chose to restrict access to all their data. All participants 

wanted to restrict access to some health data. On average, patients with GMI were more 

willing (69%) to share than those with SMI (66%) (P=.001) (Figure 6a). There was also 

variability in willingness to share across the scenarios. On average, there was more 

willingness to share for care (treatment) than for research (P<.001) (Figure 6b). Although 

patients with GMI and SMI were more willing to share for care (95% for GMI and 93% 

for SMI), those with SMI were more willing to share for research (80%) than those with 

GMI (75%) (Figure 6c). Participants were, on average, more willing (87%) to share with 



  74 

providers inside their facility than providers outside their facilities (83% for outside PCP 

and 82% for outside BHP, P<.005) (Figure 6d).  

Figure 5. Mean Willingness of Participants With SMI and GMI To Share the 

NCVHS Sensitive Data Types Based on: (a) Data Recipient, (b) Data Use Purpose and 

Data Recipient, (c) Data Use Purpose, and (d) Data Recipient   
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Results of the bivariate logistic regression analysis did not show a significant 

association between demographic factors and willingness to share (all Ps>.09). Table 16 

shows percentage of sharing none, some, and all health data across the three scenarios.   

Table 16. Overall Willingness To Share None, Some, and All Health Data Across 

Scenarios. Percentages May Not Total 100 Due to Rounding 

Variables Inside PCP Outside PCP Outside BHP 

None Some All None Some All None Some All 

Gender 

Female 2% 26% 72% 4% 25% 71% 6% 28% 66% 

Male 2% 34% 64% 6% 34% 60% 9% 30% 62% 

Age groups 

18 - 35 years 2% 27% 71% 3% 29% 68% 6% 32% 62% 

36 - 55 years 2% 31% 67% 5% 27% 68% 5% 28% 67% 

56 years and older 2% 22% 76% 5% 24% 71% 10% 22% 68% 

Race 

Black or African 

American 

0% 59% 41% 12% 41% 47% 0% 53% 47% 

White 2% 23% 75% 4% 25% 71% 8% 25% 67% 

Other 5% 38% 57% 0% 33% 67% 0% 29% 71% 

Ethnicity 

Hispanic or Latino 3% 18% 79% 8% 26% 66% 8% 31% 61% 

Non-Hispanic or 

Latino 

2% 30% 68% 4% 27% 69% 6% 27% 67% 

Annual income 

< $5,000 0% 21% 79% 3% 23% 74% 5% 26% 69% 

$5,000 – $9,999  5% 47% 47% 0% 32% 68% 11% 37% 53% 

$10,000 – $14,999  0% 30% 70% 5% 30% 65% 5% 30% 65% 

$15,000– $19,999  0% 21% 79% 14% 21% 64% 21% 21% 57% 

$20,000 – $24,999  6% 25% 69% 0% 38% 63% 0% 25% 75% 

≥ $25,000 4% 30% 66% 5% 27% 68% 5% 29% 66% 

Education level 
< High school  8% 15% 77% 23% 23% 54% 23% 8% 69% 
High school 

graduate  

(or equivalence) 

6% 15% 79% 3% 18% 79% 3% 27% 70% 

Some college  

(1-4 years, no 

degree) 

1% 37% 62% 4% 29% 67% 5% 32% 63% 

Associate 0% 18% 82% 3% 29% 68% 9% 26% 65% 
Bachelor degree 0% 31% 69% 0% 27% 73% 4% 27% 69% 
≥ Master degree 0% 37% 63% 6% 31% 63% 6% 31% 63% 

 

 

Table 16. Continue  
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Variables Inside PCP Outside PCP Outside BHP 

None Some All None Some All None Some All 

Length of care history 

< 1 year 0% 24% 76% 6% 27% 67% 0% 36% 64% 

1 – 2 years 2% 39% 59% 0% 33% 67% 4% 35% 61% 

3 – 4 years 3% 22% 75% 8% 25% 67% 6% 25% 69% 

5 – 6 years 4% 42% 54% 0% 38% 63% 4% 29% 67% 

7 – 8 years 0% 14% 86% 7% 14% 79% 14% 21% 64% 

9 – 10 years 0% 15% 85% 15% 8% 77% 31% 8% 62% 

> 10 years 3% 21% 76% 3% 24% 72% 7% 21% 72% 

Diagnosis  

GMI 1% 28% 71% 3% 24% 73% 6% 29% 65% 

SMI 4% 27% 69% 6% 31% 63% 8% 26% 66% 

Care history 

Receive BHP 

and PCP 

2% 27% 71% 8% 32% 60% 6% 28% 66% 

Receive BHP 

only 

2% 28% 70% 3% 24% 73% 7% 28% 65% 

4.3.3 Impact of Data Type, Data Recipients, and Data Use Purpose on Granular Data 

Sharing  

When considering participants’ willingness to share based on data sharing 

scenarios, significant main effects of data type, data recipient, data use purpose, and the 

interaction between data type and data recipient (all Ps<.001) on willingness to share PHI 

(0=share none vs. 1=share some or all) were found. The interaction between data use 

purpose and data recipient was not significant (P=.317).   

Table 17 shows the results of pairwise comparisons of likelihood of sharing 

across the three data recipients, the five NCVHS sensitive data categories, and the two 

purposes of use in a pairwise fashion using model-estimated probabilities derived from 

the GLMMs. Participants were significantly more willing to share their health data with 

the PCP within their facility than with PCP outside their facility (P=.003) and with BHP 

outside their facility (P<.001). There was significantly more willingness to share 

domestic violence than genetic information (P=.002) and mental health (P=.025). Also, 

there was significantly more willingness to share genetic than sexual and reproductive 
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health information (P<.001) and substance use (P<.001). The analysis also showed 

significantly more willingness to share mental health information than sexual and 

reproductive health (P<.001) and substance use information (P=.002).  Finally, 

participants were significantly more willing to share their health data for treatment than 

for research (P<.001).   

Table 17. Pairwise Comparison of Willingness To Share Based on Data Types, Data 

Recipients, and Data Use Purpose 

Pairwise comparison P value  Description 

Data recipients  

PCP within same facility vs PCP 

outside the facility 

.003 More willingness to share with PCP within same facility 

than PCP outside the facility 

PCP within same facility vs BHP 

outside the facility 

<.001 More willingness to share with PCP within same facility 

than BHP outside the facility 

PCP outside the facility vs BHP 

outside the facility 

.355 No difference in sharing between PCP outside the facility 

and BHP outside the facility 

Data types 

Domestic violence vs genetic 

information 

.002 More willingness to share domestic violence than genetic 

information 

Domestic violence vs mental health .025 More willingness to share domestic violence than mental 

health 

Data types 
Domestic violence vs sexual and 

reproductive health 
.371 More willingness to share domestic violence than sexual 

and reproductive health 
Domestic violence vs substance use .947 More willingness to share domestic violence than 

substance use 
Genetic information vs mental health .945 More willingness to share genetic information than 

mental health 
Genetic information vs sexual and 

reproductive health 
<.001 More willingness to share genetic information than sexual 

and reproductive health  
Genetic information vs substance use <.001   More willingness to share genetic information than 

substance use 
Mental health vs sexual and 

reproductive health 
<.001 More willingness to share mental health than sexual and 

reproductive health 
Mental health vs substance use .002 More willingness to share mental health than substance 

use 
Sexual and reproductive health vs 

substance use 
.824 More willingness to share sexual and reproductive health 

than substance use 
Data use purpose  
Treatment vs research <.001 More willingness to share for treatment than research 
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4.3.4 Perceptions on the NCVHS Taxonomy and Granular Information Control  

Majority of participants (83%, N=200) indicated that the NCVHS taxonomy 

captured their data privacy needs (Figure 6a). Over half (55%) reported that being able to 

specify data type, data recipient and data use purpose made them more willing to share 

their medical data (Figure 6b). Most respondents (87%) indicated that knowing how data 

is being used (either for care or research) made them feel more comfortable sharing their 

data (Figure 6c). Most (82%) of the participants wanted to be notified each time someone 

used their medical data (either for care or research) (Figure 6d). 

Figure 6. Results of user experience survey 

4.3.5 Access to Patient Educational Materials   

Fifty-five participants (28%, N= 200) accessed the education materials across the 

three scenarios 86 times. Across the three scenarios, on average, participants who 

accessed the education material were more willing to share (86%) overall than 
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participants who did not (69%). Sharing all health data was selected fewer times for those 

who had accessed material (58%) than for those who did not (74%). A majority of those 

who accessed the education materials were more likely to restrict some health data (40%) 

than those that did not access the materials (24%). On average, there was no difference in 

participant perspectives about the adequacy of the NCVHS taxonomy to capture data 

sharing needs between participants who accessed the educational materials and those who 

did not. More (33%, N= 80) patients with SMI accessed the materials than those with 

GMI (24%, N=120).   

Across the five NCVHS data types, educational material for genetic information 

was accessed the most (36 times) followed by sexual and reproductive health information 

(26 times), substance use (15 times) and domestic violence (7 times). Mental health was 

accessed the least (2 times). 

4.3.6 Qualitative Analysis of Comments and User Experience Survey Feedback   

Of the 200 participants, 91 (46%) responded with free-text feedback. Application 

of content analysis definitions yielded 173 codes of positive (131 codes), mixed (33 

codes), and concerned (9 codes) feedback. Mixed feedback encompassed four key 

themes: 1) comments regarding notification system, 2) changes to categories, 3) 

additional options in sharing, and 4) more details needed for decision-making (Figure 7).  
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Figure 7. Content Analysis Results of 173 Comments Provided by 91 Participants With 

Example Commentary 

4.4 Discussion 

The implementation and pilot testing of the MDC web-based electronic informed 

consent tool brings us closer to the ONC and NCVHS GDS visions. Several key 

messages emerged from the analysis as detailed below.  

While data type, data recipient and data use purpose have been examined in 

previous data sharing studies(Bell et al., 2014; Caine et al., 2015; Caine & Hanania, 

2013; Grande et al., 2015; Grando et al., 2017; Kim et al., 2017; King et al., 2012; 

Schwartz et al., 2015; Soni et al., 2019; Teixeira et al., 2011; Tierney et al., 2015; 
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Weitzman et al., 2012) to support patient-controlled data sharing, this study was the first 

to demonstrate that these variables have significant impact on patients’ willingness to 

share health data. Additional studies are needed to see if these findings can be reproduced 

in different patient populations and to understand the impact that other relevant variables 

such as duration of data access (one year), opt-in vs opt-out policy, etc. have on 

willingness to share.  

Patients with BHCs wanted granular control over the sharing of their health data. 

No participant indicated sharing all their data with all data recipients. Majority reported 

that having granular choices would make them more willing to share their medical data. 

Most participants wanted to know how their data was to be used (for care or research) 

and reported that such control made them feel more comfortable sharing. These findings 

are consistent with previous studies also focused on patients with BHCs (Grando et al., 

2017; Soni et al., 2020; Soni et al., 2019).  Similar results on granular control have been 

reported in studies focusing on healthy individuals (Bell et al., 2014) and participants of a 

state HIE (Caine et al., 2015; Caine & Hanania, 2013). However, the desire for granular 

control as revealed in this study contrasts with previous studies that showed less 

willingness to restrict access (Schwartz et al., 2015) and fewer concerns about the risk of 

sharing (Mello et al., 2018).  

Patients with GMI were more willing to share their health data for care than those 

with SMI. While previous studies have focused on understanding granular data sharing 

preferences of these two groups (Soni et al., 2018; Soni et al., 2019; Soni et al., 2020; 

Soni et al., 2021), this is the first study to compare difference in sharing preferences 
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between the two populations. We assume that the reluctancy of individuals with SMI to 

share their sensitive medical records could be due to the way SMI is represented in the 

media. While it is reported that people with SMI are more than 10 times likely to be a 

victim of violent crimes, they are often represented in the media as “violent population,” 

“dangerous group,” and “unpredictable individuals” (Mental Health Myths and Facts | 

MentalHealth.Gov, n.d.). The result about less willingness of individuals with SMI to 

share their sensitive health records is consistent with previous studies that found inverse 

correspondence between perceived sensitivity of information and willingness to share 

(Caine et al., 2015; Caine & Hanania, 2013; King et al., 2012).  In contrast, a direct 

correlation between perceived sensitivity of information and willingness to share has 

been found (Soni et al., 2019).  

Sharing for research was greater among SMI patients. This finding is consistent 

with previous studies (Grande et al., 2015; Kim et al., 2017; Mello et al., 2018). It has 

been found that patients from an HIV clinic were more willing to share their information 

for research than those from an internal medicine clinic (Kim et al., 2017). Similar results 

were reported in patients with cancer (Grande et al., 2015). Perhaps patients with 

particular diagnoses that are generally considered sensitive information are eager to share 

their information for research to benefit society (Grande et al., 2015; Grando, et al., 2017; 

Kim et al., 2017; King et al., 2012; Soni et al., 2019).  

Willingness to share with providers inside the health care facility was higher than 

with providers outside the facility. This seems to support the integrated care models that 

care for the individual as a whole. This differentiation in sharing preferences based on 
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data recipients (data users) is consistent with previous studies (Teixeira et al., 2011; 

Weitzman et al., 2012). 

While previous studies have raised concern that distrust in research among certain 

majority groups may extend to data sharing (Kaufman, n.d.; Sanderson, n.d.; Storr, n.d.; 

RISK, 2015), our study did not find significant differences by race, consistent with 

(Mello et al., 2018). Other demographic factors (age, gender, education level, income, 

gender, ethnicity, length of care history, and diagnosis) also were not significantly related 

to overall willingness to share. This contrasts with (King et al., 2012) that reported age, 

level of education, place of birth and employment status as factors strongly associated 

with privacy concerns.  

Results of the free-text feedback showed participants were satisfied with the 

MDC tool, with most participants highly interested in using a tool that offered granular 

options for executing data sharing decisions. This result showed the potential of data 

sharing technologies such as the one developed by SAMHSA (i.e., Consent2Share) to 

support automatic granular data segmentation.  

Our study had limitations. We did not assess participants’ health status. Although 

health status was not a significant predictor of attitudes to share (Mello et al., 2018), a 

less healthy group may have different views regarding data sensitivity and their 

willingness to share may have been different. Despite our greater effort to recruit 

representative sample of English and Spanish speakers, we were able to recruit only a 

modest number of Spanish-speaking participants. While 40% of our population were 

individuals with SMI, it is possible that findings would not be true representative of the 
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overall SMI population due to the sample size. Also, participants who are willing to take 

part in a study about data sharing choices may be more willing to share their medical 

record than those who did not consent to participate.  

Additionally, the sample size for guardians of individuals with SMI was small, 

hindering our ability to analyze and make statistical inferences about their willingness to 

share the health records of the patients they represent. Our study mode was modified 

from in-person to online or via phone due to the COVID-19 pandemic. While our study 

completion rate was very high, there is a possibility of nonresponse bias due to the use of 

digital devices and network. Participants who did not have access to phone may have 

declined to participate. On the other hand, we were able to adjust to the participants’ 

working schedules – weekends included- and study participation did not require 

transportation to the health care facility. Moreover, the physical absence of a recruiter 

may have given participants more autonomy when making data sharing decisions. 

Another limitation was that this study like previous studies on GDS (Bell et al., 

2014; Kim et al., 2017), was hypothetical. Participants’ willingness to share their actual 

health data may be different from hypothetical willingness.  Previous studies on genomic 

data have shown that factual willingness was actually greater than hypothetical 

willingness (Johnsson et al., 2010; Oliver et al., 2012). Additionally, the COVID-19 

pandemic could have increased participants’ willingness to share data (Molldrem et al., 

2021; Dye et al., 2016; Pearce et al., 2020; Littler et al., 2017; Chretien et al., 2016; 

Moorthy et al., 2020; Fegan & Cheah, 2021; Gardner et al., 2021; Galvin et al., 2021; 

Cosgriff et al., 2020; Paul et al., 2020; Curioso et al., 2020; Foraker et al., 2021; Aguiar 
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et al., 2020; Gewin et al., 2020; Amit et al., 2021; Petkova et al., 2020; Laato et al., 2020; 

Pratt et al., 2021; Anane-Sarpong et al., 2018; Barnes et al., 2019; Merson et al., 2016; 

Morten et al., 2020; Langat et al., 2011; Modjarrad et al., 2016; Briamacombe et al., 

2020; Cai et al., 2020; He et al., 2020; Pisani et al., 2018; Gorina et al., 2020; Rahimi et 

al., 2020; Yozwiak et al., 2015; Abramowitz et al.,2018; Norton et al., 2019; Whitty et 

al., 2015). 

This is the first study to solicit patient opinion on the applicability of NCVHS 

taxonomy to their data privacy needs. The majority of our respondents indicated that the 

NCVHS taxonomy was sufficient for capturing their wishes. As future work, we are 

evaluating the NCVHS taxonomy with healthcare providers. Results will compare the 

perceptions of patients and providers on using the NCVHS taxonomy.  

4.5 Conclusions  

To address the lack of consensus on variables relevant to honor patient GDS 

desires, we pilot tested with patients a medical record sharing clinical decision support 

system and evaluated the impact of the ONC variables on participants’ willingness to 

share their digital health records. Our evaluation showed that data source, data recipient, 

data type, and data use purpose are highly relevant variables to support granular medical 

record sharing of patients with BHC. Our study showed that patients think that the 

NCVHS data taxonomy is adequate to capture their sensitive data privacy needs. Finally, 

there was diversity in EHR sensitive and sharing preference of patients with BHC 

showing that patients desire granular control over the sharing of their sensitive medical 

records.  
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CHAPTER 5 

CONCLUSION 

The traditional model of assessing and treating patients with BH and PH conditions in 

silos has created obstacles to successful care coordination (Reed et al., 2016). The 

coordination of BH and PH results in best outcomes and provides the most effective 

approach for supporting whole-person health and wellness. During the past two decades, 

many initiatives including HIE organizations have sought to tackle these obstacles by 

creating infrastructure to facilitate cross-organizational health data sharing (Huffman et 

al., 2014; Integrated Health, n.d.; Peek, n.d.; Welcome to the AHRQ Academy | The 

Academy, n.d.; Guide, 2015; McGough et al., 2016). The current challenge, however, is 

affording meaningful consent and ensuring patient privacy, the cornerstones for 

advancing the adoption and use of health information technology in the US (Guide to 

Privacy and Security of Health Information. Office of National Coordinator for Health 

IT., n.d.).  

The ONC recommends that patients should be given granular control beyond the 

“share all” or “share none” approach that is widely used currently in consent practices 

(Health IT Policy Committee, n.d.). But there is no consensus on the variables relevant to 

honor patients’ GDS preferences. As a result, existing GDS studies used ad-hoc 

approaches to implement or assess GDS preferences of patients. Implementing consent 

technologies to give patients meaningful choices over the sharing of their medical records 

requires the identification of relevant data sharing variables, categorizations of EHR data 

that are generally considered sensitive, education of individuals on data sharing 

preferences, and development of decision support systems to support patient-driven GDS.  
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 The overall goal of this study is to address the ad-hoc approaches that currently 

exist in GDS research which hinder EHRs sharing and interoperability. Specifically, this 

study aims to address the following knowledge gaps: 1) lack of consensus on the 

variables relevant to honor patient granular sharing desires; 2) sparse research on GDS of 

patients with BHCs; and 3) need for patient validation of existing sensitive data 

taxonomies used to support GDS and categorize sensitive medical records. 

The hypotheses of this work were that H1) the ONC variables (information, 

recipient, and purpose of use) are relevant to offer granular information sharing 

preferences as demonstrated by statistically significant differences in data sharing 

choices; H2) there is diversity in medical record sharing preferences of individuals with 

BHCs; and H3) the NCVHS taxonomy captures sensitive data sharing preferences of 

patients with BHCs.  

5.1 Main Findings 

The primary aim of this thesis has been to propose and pilot novel informatics 

methods to support patient-driven GDS and to validate the suitability and usefulness of 

such methods in clinical environments. To that end, we proposed an innovative 

standards-based GDS framework based on the ONC variables, designed and pilot tested a 

clinical decision support system to validate the framework, validated the adequacy of the 

NCVH sensitive data taxonomy with patients, and systematically explored health data 

privacy views and data sharing perceptions of patients with BHCs.  

First, we demonstrated that data source, data recipient, data type, and data use 

purpose have a significant impact on granular medical record sharing of patients with 

BHCs, thereby validating hypothesis H1. The findings help to replace existing ad-hoc 
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data sharing processes, provide insights into GDS research and create a roadmap for other 

researchers and professionals working on consent tools to design and apply standards-

based approaches to support patient-driven GDS.  

 Secondly, we showed that patients with BHCs desired granular control over the 

sharing of their health data, validating hypothesis H2. Ours was the largest (N=209) study 

of “people with lived expertise” to assess privacy preferences and perceptions on 

willingness to share medical records. We supported participants in data sharing decision-

making by incorporating low literacy education materials to explain their sharing options 

and assessed their comprehension of the study to ensure that results reflected only those 

that are qualified to make consent-related decisions. Participants were satisfied with the 

granular options offered by MDC for executing data sharing decisions. The findings 

provide significant insights on ways to meaningfully engaged vulnerable patient groups, 

such as those with HIV, and assess individuals’ GDS preferences accurately and 

effectively. We demonstrated that despite the many challenges related to engaging 

vulnerable population in research, including quality scrutiny, assiduous attention, among 

others (Shivayogi, 2013),we meaningfully incorporated the voice of populations that have 

largely been absent from health data privacy discussion (Karway et al., 2021).  

Finally, the validation of the NCVHS taxonomy showed the sufficiency of the 

taxonomy for capturing patients’ sensitive data preferences, validating hypothesis H3. 

The methods used and the outcomes of this study will guide the evaluation of individuals’ 

perspectives towards other sensitive data categories. 
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5.2 Generalizability of the Proposed Methodologies and Findings 

This work focuses on a specific population of patients with BHCs, but our 

proposed approaches should be applicable to other populations involved in consent-based 

medical record decisions. Our approaches should also be applicable to other data sharing 

areas that were brought to light amidst the public health emergencies caused by the 

COVID 19 pandemic (Molldrem et al., 2021; Dye et al., 2016; Pearce et al., 2020; Littler 

et al., 2017; Chretien et al., 2016; Moorthy et al., 2020; Fegan & Cheah, 2021; Gardner et 

al., 2021; Galvin et al., 2021; Cosgriff et al., 2020; Paul et al., 2020; Curioso et al., 2020; 

Foraker et al., 2021; Aguiar et al., 2020; Gewin et al., 2020; Amit et al., 2021; Petkova et 

al., 2020; Laato et al., 2020; Pratt et al., 2021; Anane-Sarpong et al., 2018; Barnes et al., 

2019; Merson et al., 2016; Morten et al., 2020; Langat et al., 2011; Modjarrad et al., 

2016; Briamacombe et al., 2020; Cai et al., 2020; He et al., 2020; Pisani et al., 2018; 

Gorina et al., 2020; Rahimi et al., 2020; Yozwiak et al., 2015; Abramowitz et al.,2018; 

Norton et al., 2019; Whitty et al., 2015).  

The proposed GDS framework and examples used for data source, data recipients, 

and purpose of data assumed that patients received care at integrated care facilities 

providing both behavioral and primary care. Future work will study the scalability and 

generalizability of the framework to other patient populations and clinical settings.  

The methods used for the validation of the NCVHS taxonomy were based on 

illustrative scenarios and surveys and therefore applicable to the evaluation of other 

sensitive data taxonomies, such as the one proposed by SAMHSA (SAMHSA, n.d.).  
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5.3 Limitations 

Our population included patients with BHCs from two out-patients integrated 

behavioral and physical health clinics in Phoenix, Arizona. Most of our population 

included White Non-Latino females with some college education and diagnosed with 

GMI. While our studies included a large number of participants, considering the 

homogeneity of patient population, the results may not be generalizable.  

While the demographic questionnaires used in this study have been piloted with 

31 English and Spanish-speaking participants (Aliste et al., 2019) and questions 

accessing participants’ opinion on the applicability of the NCVHS taxonomy to their 

GDS preferences has also been piloted with 126 patients from HIV and Internal Medicine 

Clinics (Kim et al., 2017), they have not been validated. Validation of these 

questionnaires through test and re-test is another interesting avenue to explore granular 

data sharing choices of participants and how these choices changed over time. 

Additionally, we did not explore the variations in motivations behind information 

sharing in detail to analyze patient motivations. Our findings, therefore, might not 

directly meet the desires and motivations of other patient populations or healthy 

individuals.  

Also, we did not validate the generalizability and scalability of the GDS 

framework or the MDC clinical decision support tool. Specifically, we did not assess the 

application of the framework and the MDC tool to other populations and different clinical 

environments to compare in situ and ex situ performances to support patient-driven GDS.  
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5.4 Dissemination of Research Outcomes 

The outcomes of this research have been published through journal and 

conference papers and posters. Below, publications details are provided.   

The outcomes of the literature review discussed in Chapter 2 (Aim 1) were 

published in the Journal of Biomedical Informatics- X:  

Soni, H., Grando, A., Murcko, A., Diaz, S., Mukundan, M., Idouraine, N., Karway, G., 

Todd, M., Chern, D., Dye, C., & Whitfield, M. J. (2020). State of the art and a 

mixed-method personalized approach to assess patient perceptions on medical 

record sharing and sensitivity. Journal of Biomedical Informatics, 101, 103338. 

https://doi.org/10.1016/j.jbi.2019.103338. 

A poster discussing the design and evaluation of education materials for medical 

record sharing discussed in chapter 3 (Aim 2) has been submitted and is under review for 

the American Medical Informatics Association (AMIA) 2022 Annual Symposium. 

Alongside, a full conference paper discussing the findings of the systematic approach 

used to design patient education materials on sensitive medical record sharing has been 

submitted and is under review for the same conference:  

Karway, G., Murcko, A., Kalpas E., & Grando, A. Systematic approach to design patient 

education materials on sensitive medical record data.  

A poster discussing the initial outcomes of the design of My Data Choices based 

on the proposed framework discussed in Chapter 4 (Aim 3) was presented at the 

American Medical Informatics Association (AMIA) 2017 Annual Symposium. The final 

outcomes were summarized in a paper, currently under review for the Health Informatics 

Journal:  
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Karway G., Ivanova J., Kaing T., Todd M., Chern D., Murcko, A., Syed K., Garcia M., 

Franczak M., Whitfield, M. J., & Grando, A. My Data Choices: pilot evaluation 

of patient-controlled medical record sharing technology. 

5.5 Future Work 

In this work, we introduced a new methodological framework to support patient-

driven GDS. Specifically, we developed and pilot tested the interface of the MDC clinical 

decision support system (see Figure 8) to validate the proposed GDS framework 

(Greenes, 2011). We also validated the NCVHS taxonomy with patients to assess their 

perceptions on the adequacy of the taxonomy to capture their sensitive medical record 

sharing reference. We are conducting a study to assess how physicians categorize 

medical record data and perceive the adequacy of NCVHS taxonomy. Results would be 

compared to patients’ perception on the same sensitive data categorizations. Insights 

would inform ONC and NCVHS recommendations and policies on sensitive data sharing 

and granular patient-driven consent process and technology development. Future work 

will focus on the development of the remaining clinical decisions modules of the MDC:  

1) knowledge base and 2) decision rules (inference engine).  
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As part of the knowledge base, an option to consider for the development of the 

electronic consent (e-consent) module could be adopting the Fast Healthcare 

Interoperability Resources (FHIR) Consent resource (Consent - FHIR v4.0.1, n.d.; 

Lackerbauer et al., 2018). The consent FHIR resource allows to create specifications of 

the agreements by a healthcare consumer [grantor] or a personal representative to an 

authorized entity [grantee]. This enables the grantor to specify authorized or restricted 

actions relating to collecting, accessing, using, or disclosing (share) information. 

Also, as part of the knowledge base, the NCVHS taxonomy will need to be 

extended with computer-interpretable specifications. An option could be the development 

of value sets (lists of codes from NLM-hosted standard clinical vocabularies) for each of 

the sensitive data categories in the taxonomy (Bodenreider et al., 2013; Value Set 

Authority Center, n.d.).  

Finally, regarding the decision rules module, future work may extend the existing 

Consent2Share decision engine with more advanced non-binary rules beyond the 

Figure 8: MDC Clinical Decision Support System Specification. 
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identification of information as “sensitive” or “not sensitive.”. Clinicians will be engaged 

in the process of understanding how contextual information in the patient’s EHR affects 

the sensitivity of medical information. Dysfunctional uterine bleeding, for example, may 

be categorized as “sexual and reproductive health information” if considered as a factor 

causing “reproductive health problem” for the patients. Dysfunctional uterine bleeding 

may also be categorized as “mental health information” when being caused by “trauma” 

as recorded in the patient encounter visits. By engaging physicians in the classification, a 

better approach would be used to determine the categorization of information such as the 

ones mentioned above that may potentially fall into more than one categorization based 

on the clinical contextual information. 

In terms of the NCVHS taxonomy, future research  could focus on adding other 

sensitive data categories reported in the literature, such as social-economic data, lifestyle-

behavior data, tracking data, financial data, and authenticating data  (Chua et al., 2021). 

Clinicians will need to be involved in the process of further refining and extending the 

NCVHS taxonomy. 

Summarizing, this research builds the foundations for a new generation of future 

data segmentation methods and tools that advances the visions of the NCVHS, ONC, and 

SAMHSA initiatives of creating standard-based, interoperable models to share sensitive 

health information in compliance with patients’ data privacy preferences and applicable 

regulations. 
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A.1 Questionnaire for Internal Evaluation of the Educational Materials 
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A.2 Questionnaire for External Evaluation of the Educational Materials 
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A.3 Educational Material on Domestic Violence Information for English Patients 
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A.4 Educational Material on Domestic Violence Information for Spanish Patients 
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A. 5 Educational Material on Genetic Information for English Patients 
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A. 6 Educational Material on Genetic Information for Spanish Patients 
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A.7 Educational Material on Mental Health Information for English Patients 
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A.8 Educational Material on Mental Health Information for Spanish Patients 
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A.9 Educational Material on Sexual and Reproductive Health Information for English 

Patients 
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A.10 Educational Material on Sexual and Reproductive Health Information for Spanish 

Patients 
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A.11 Educational Material on Substance Use Information for English Patients 
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A.12 Educational Material on Substance Use Information for Spanish Patients 
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B. WEB-BASED SURVEY FOR PATIENT EVALUATION OF THE EDUCATIONAL 

MATERIALS (AIM 2) 
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C. SAMPLE EMAIL FOR RECRUITMENT (AIM 3) 
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D. MY DATA CHOICES QUESTIONNAIRES (AIM 3) 
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My Data Choices Study 
 

 

Q3 Welcome to the study!    

 

In this study, you will reply to questions that we will ask you about yourself or the patient 

you represent.  

 

Then you will indicate what health data you would like to share, with whom and for what 

purposes.  

 

Finally, we will ask you questions about your experience with this study.    
 

 

Q10 What is your participant identifier (ID)? 

__________________________________________________________ 

 

Q7 Please select the name of your facility. 

o Partners in Recovery  

o Jewish Family and Children's Services  
 
 

Q19 Are you a patient in this facility? 

o Yes  

o No, but legally authorized to consent for the patient  

 



  132 

Q11 Arizona State University, College of Health Solutions Consent Form for 

Research     

 

 PROTOCOL TITLE: Evaluation of an online consent tool to determine data sharing 

preferences.       

 

PRINCIPAL INVESTIGATOR:   

Maria Adela Grando, PhD   

Assistant Professor, College of Health Solutions   

Arizona State University     

 

 CO-INVESTIGATOR/STUDENT INVESTIGATOR:   

Anita Murcko, MD   

George Karway, MS   

Hunter Dyer   

Kazi Syed   

Tina Kaing   

Julia Ivanova      

 

You are being asked to take part in a research study because you are a patient or guardian 

of a patient at ${Q7/ChoiceGroup/SelectedChoices}. This study is funded by the 

National Institute of Health (NIH). This form has important information about the reason 

for the study and what you will do. This form also indicates the way we would like to use 

information about you, if you choose to be in the study. Please read this form carefully 

and ask questions you may have before agreeing to participate.      There will be about 

135 participants recruited at ${Q7/ChoiceGroup/SelectedChoices}.     

 

 Purpose of this study: The purpose of this study is to conduct an evaluation of a new 

online consent tool. The tool is designed to help patients or guardians in selecting what 

health data they want to share with doctors. Patients or guardians can use the tool to 

select choices like which data can be shared, with whom, for what purposes, and how 

long the data should be shared. You are being asked to take part in this study because 

your answers will help researchers to understand patients and guardians’ choices on 

sharing health data for care. The choices you make in this study will not affect your care. 

It will not affect the sharing of your real health data.       

 

Procedure: Your participation in the study will last approximately 45 minutes and at 

most 60 minutes. If you agree to be in this study, you will interact with an Arizona State 

University student. You will be given an online survey. The questions we will ask you 

will help us to get information like your race and ethnicity, gender, length of time at the 

facility, income, and level of education. We will ask you few questions to assess your 

understanding of the study. We will also explain to you the use of the online consent 

tool.      Next, you will be given the online tool to make your choices about which parts of 

your medical record can be shared with your doctors. You will use the tool to create data 

sharing consent choices. At the end of the study, you will be asked to take a small online 
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survey about your experience.      We will use your name to access your length of stay at 

the facility. We will collect how many years you have been receiving care from the 

facility.      After the study, you will receive a $30 electronic Amazon gift card (eGift 

card) as a thank you for your participation.      All the collected data will be used for 

research purposes only and will be kept confidential and secure. The results we will 

publish will be anonymous.       

 

Possible Risks or Discomforts: There is a risk of stress because you will be working 

with new technology. There is also risk of anxiety from being asked to answer questions 

not directly related to care delivery. There is a small risk of loss of confidentiality.       

 

Possible Benefits: You or the patient that you represent may not directly benefit from 

this study. But, the methods and results of this study may help to understand the views of 

patients and guardians on data sharing. It will also help to better understand the current 

informed consent process.      

 

Financial information: Participation in this study will involve no cost to you. You will 

receive a $30 as a thank you for your participation.       

 

Rights as a Research Participant: If you choose to be in this study, you have the right 

to be treated with respect. Your decision whether you wish to continue or stop being in 

the study will be respected. You are free to stop being in the study at any time. If you 

choose not to be in this study, it will not result in any penalty or loss of any benefits you 

are entitled to. You may choose not to answer particular questions if you do not want 

to.      

 

Privacy: Unless required by law, only the study investigator, members of the 

investigator’s staff, the Arizona State University Institutional Review Board, and 

representatives from the Office for Human Research Protections (OHRP) have the 

authority to review your study records. They are required to maintain confidentiality 

regarding your identity. Results of this study may be used for teaching, research, 

publications, and presentations at professional meetings.     You will not be re-contacted 

after the study is completed. The information you provided will be known only to the 

personnel involved in the study. After the survey is completed it will be stored in a secure 

server at the ASU Biomedical Informatics unit.       

 

Questions: You may wish to discuss this with others before you agree to take part in this 

study.  If you have any questions about the research now or during the study, please 

contact Adela Grando, PhD at agrando@asu.edu or at (480) 884-0220.  If you have any 

questions regarding your rights as a research subject, you may contact the ASU IRB at 

(480) 965-6788.     

 

Statement of Consent: I am 18 years old or older. I am willing to take part in the study. I 

understand that the researchers from Arizona State University are hoping to collect my 

views on data sharing choices for care. I understand that I will be answering questions 
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online. I understand that the study will take at most 60 minutes of my time.     I 

understand that if I participate in this study as a patient, information about my race and 

ethnicity, gender, years at the facility, income, level of education and medical record 

number will be collected. I understand that I will not be re-contacted after the study is 

completed.      

 

I understand that if I participate in this study as a guardian of a patient, information about 

race and ethnicity, gender, years at the facility, income, level of education of patient and 

medical record number will be collected. I understand that myself or the patient I 

represent will not be re-contacted after the study is completed.     I have read the above 

information. I have received answers to any questions I had about the study. I voluntarily 

consent to take part in the study. 

 

 
Q13 Print your full name. 

________________________________________________________________ 
 

Q29 Questions about the patient 

 

Please answer the below questions for the patient you represent. 
 
 

Q68 What is the patient's name? 

________________________________________________________________ 

 

 
Q20 What is the patient's age in years (estimate if you are not sure)? 

________________________________________________________________ 
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Q25 How long has the patient received care at ${Q7/ChoiceGroup/SelectedChoices}? 

o Less than a year  

o 1 to 2 years  

o 3 to 4 years  

o 5 to 6 years  

o 7 to 8 years  

o 9 to 10 years  

o More than 10 years  

 

Q39 Does the patient see a primary care doctor at ${Q7/ChoiceGroup/SelectedChoices}? 

o Yes  

o No  
 

 

 

Q59 Question about healthcare outside ${Q7/ChoiceGroup/SelectedChoices} 

 

 Please answer the below question about whether or not the patient is receiving any care 

outside this facility. 
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Q60 What type of care does the patient receive from doctors 

outside ${Q7/ChoiceGroup/SelectedChoices}? (Please select all that apply) 

▢ Behavioral health care  

▢ Primary medical care  

▢ Specialty medical or surgical care (for example cardiologist)  

▢ ⊗None  

▢ Other ________________________________________________ 

End of Block: S-P-outside-care 
 

Start of Block: Surrogate demog 

Q42 Questions about yourself (legal representative of a patient) 

 

Please answer the following questions about yourself. 

 
Q69 What is your age in years? 

________________________________________________________________ 

 
 
Q44 What is your gender? 

o Male  

o Female  

o Others ________________________________________________ 

 

 

Q45 What is your ethnicity? 

o Hispanic or Latino  

o Non Hispanic or Latino  
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Q46 What is your race? (Select all that apply) 

▢ American Indian or Alaska Native  

▢ Asian  

▢ Black or African American  

▢ Native Hawaiian or Other Pacific Islander  

▢ White  

 

Q61 What is your personal annual income? 

o Less than $5,000  

o $5,000 to $9,999  

o $10,999 to $14,999  

o $15,000 to $19,999  

o $20,000 to $24,999  

o Greater than $25,000  
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Q62 What is your highest education level? 

o Attended high school, but did not graduate  

o High school graduate (or equivalence)  

o Some college (1-4 years, no degree)  

o Associate degree  

o Bachelor degree  

o Master degree  

o Doctorate degree  

 

End of Block: Surrogate demog 
 

Start of Block: Patient demog 

 

Q50 Questions about yourself 

 

 Please answer the below questions about yourself. If you do not know the exact answer 

for a question, please provide an estimate. 

 

 
Q23 What is your age in years? 

________________________________________________________________ 

 

Q24 What is your gender? 

o Male  

o Female  

o Others ________________________________________________ 
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Q25 What is your ethnicity? 

o Hispanic or Latino  

o Non Hispanic or Latino  

 

 
Q26 What is your race? (Select all that apply) 

▢ American Indian or Alaska Native  

▢ Asian  

▢ Black or African American  

▢ Native Hawaiian or Other Pacific Islander  

▢ White  

 

Q27 What is your personal annual income? 

o Less than $5,000  

o $5,000 to $9,999  

o $10,999 to $14,999  

o $15,000 to $19,999  

o $20,000 to $24,999  

o Greater than $25,000  
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Q28 What is your highest education level? 

o Attended high school, but did not graduate  

o High school graduate (or equivalence)  

o Some college (1-4 years, no degree)  

o Associate degree  

o Bachelor degree  

o Master degree  

o Doctorate degree  

End of Block: Patient demog 
 

Start of Block: P-Inside-care 

Q52 Questions about your care at this facility 

 

 Please answer the below questions about your care at 

${Q7/ChoiceGroup/SelectedChoices}.  

 

Q53 How long have you been receiving care at ${Q7/ChoiceGroup/SelectedChoices}? 

o Less than a year  

o 1 to 2 years  

o 3 to 4 years  

o 5 to 6 years  

o 7 to 8 years  

o 9 to 10 years  

o More than 10 years  
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Q54 Do you see a primary care doctor at ${Q7/ChoiceGroup/SelectedChoices}? 

o Yes  

o No  

End of Block: P-Inside-care 

 

Start of Block: P-Outside-care 

Q56 Question about healthcare outside ${Q7/ChoiceGroup/SelectedChoices} 

 

 Please answer the below question about your care outside this facility. 

 

 
Q55 What type of care do you receive from doctors 

outside ${Q7/ChoiceGroup/SelectedChoices}? (Please select all that apply) 

▢ Behavioral health care  

▢ Primary medical care  

▢ Specialty medical or surgical care (for example cardiologist)  

▢ ⊗None  

▢ Other ________________________________________________ 

End of Block: P-Outside-care 
 

Start of Block: MDC Welcome page 

Q63 My Data Choices!   

 

 ASU is creating an online tool, My Data Choices, to allow patients and surrogates of 

patients to choose what health data to share, with whom and for what purposes. 

  

To help us design this tool, in this study you will be asked questions about your data 

sharing choices.   

 

This is only a study and your choices will not affect how your health data gets shared.  

End of Block: MDC Welcome page 
 

Start of Block: Consent 1 
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Q65  

SCENARIO 1   

 

Q66  

SOURCE AND DESTINATION   

  I, participant ${Q10/ChoiceTextEntryValue}, hereby authorize....   

 

 
Q67 MEDICAL INFORMATION  

    

Assuming that I have all types of information in my medical record, I choose to share 

the following (choose all that apply):  

▢ Domestic violence      

▢ Genetic Information   

▢ Mental health   

▢ Sexual and reproductive health   

▢ Substance use   

▢ ⊗None  

 

  
Q68 PURPOSE OF USE  

   

I choose to share my health information for the following purposes (choose all that 

apply):  

▢ Treatment  

▢ Research  

▢ ⊗None  

End of Block: Consent 1 
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Start of Block: Consent 2 

Q70  

SCENARIO 2   

 

Q71  

SOURCE AND DESTINATION   

 

  I, participant ${Q10/ChoiceTextEntryValue}, hereby authorize....   

 

 
Q72 MEDICAL INFORMATION 

  

Assuming that I have all types of information in my medical record, I choose to share 

the following (choose all that apply): 

▢ Domestic violence      

▢ Genetic Information   

▢ Mental health   

▢ Sexual and reproductive health   

▢ Substance use   

▢ ⊗None  

 

  
Q73 PURPOSE OF USE  
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I choose to share my health information for the following purposes (choose all that 

apply):  

▢ Treatment  

▢ Research  

▢ ⊗None  

End of Block: Consent 2 
 

Start of Block: Consent 3 

Q97  

SCENARIO 3   

 

Q98  

SOURCE AND DESTINATION   

  I, participant ${Q10/ChoiceTextEntryValue}, hereby authorize....   

 

 
Q99 MEDICAL INFORMATION 

  

Assuming that I have all types of information in my medical record, I choose to share 

the following (choose all that apply): 

▢ Domestic violence      

▢ Genetic Information   

▢ Mental health   

▢ Sexual and reproductive health   

▢ Substance use   

▢ ⊗None  
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Q100 PURPOSE OF USE  

   

I choose to share my health information for the following purposes (choose all that 

apply):  

▢ Treatment  

▢ Research  

▢ ⊗None  

End of Block: Consent 3 
 

Start of Block: Post Survey Welcome Page  

 

Q83 Post Study Survey!    

 

 This survey will help us to learn about your experience with the consent tool. Please 

answer each question. Remember that there is no wrong or right answer. We are 

interested in your feeling about the tool.  

End of Block: Post Survey Welcome Page 
 

Start of Block: Post survey questions  

Q85 Opinion and Feedback 

 

 Please provide your feedback on this study by answering the following questions. 

 

Q87 How easy did you find the online My Data Choices tool to use when creating 

consents? 

o It was very easy, I did not have any trouble using it  

o I had some trouble using it but overall it was easy to use  

o It was very hard to use. The tool needs a lots of updates.  

o N/A (Participant did not directly complete the survey electronically)  

o Other.. ________________________________________________ 
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Q94  

Do you think the provided categories of medical data are good enough? 

o Yes, the information categories in the tool are enough for decision making  

o No, it needed more categories  

o No, there were too many categories  

 

Q89 Does having these choices make you feel differently about sharing medical data? 

o No change  

o It makes me more willing to share my medical data  

o It makes me less willing to share my medical data  

o Other ________________________________________________ 

 

Q90 Do you feel more comfortable sharing medical data if you know who is using it? 

o Yes, I would feel more comfortable  

o No, I would feel less comfortable  

o It does not matter to me  

o Other ________________________________________________ 

 

Q91 If you can get notification each time someone uses the medical data, would you want 

that? 

o Yes, I would want to know each time  

o No, I don't need to know  

o It does not matter to me  

o Other ________________________________________________ 
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Q95 Please provide any final comments you have about the study 

________________________________________________________________ 

End of Block: Post survey questions 
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APPENDIX  

E. IRB DOCUMENTS  
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E.1 Translation Certificate Form 
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E.2 Consent Form for English Participants 
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E.3 Consent Form for Spanish Participants 

 

 



  154 

 

 

 



  155 

 



  156 

E.3 Recruitment Flyer for English Participants 
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E.4 Recruitment Flyer for Spanish Participants 
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E.5 UCSD Brief Assessment of Capacity to Consent (UBACC) Test for English 

Participants 
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E.6 UCSD Brief Assessment of Capacity to Consent (UBACC) Test for Spanish 

Participants 

 

 



  161 

 

 

 

 

 

 

 

 

 

 



  162 

E.7 Pre-Survey for English Participants 

 



  163 

 

 



  164 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  165 

E.8 Pre-Survey for Spanish Participants 
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E.3 Post Survey for English Participants 

 

 

 



  168 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  169 

E.9 Post Survey for Spanish Participants 
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E.10 Study Protocol 
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E.11 IRB Approval  
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