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ABSTRACT
As technologies rapidly progress, there is growing evidence that our civil infrastructure do not have 
the capacity to adaptively and reliably deliver services in the face of rapid changes in demand, 
conditions of service, and environmental conditions. Infrastructure are facing multiple challenges 
including inflexible physical assets, unstable and insufficient funding, maturation, utilization, 
increasing interdependencies, climate change, social and environmental awareness, changes 
in coupled technology systems, lack of transdisciplinary expertise, geopolitical security, and 
wicked complexity. These challenges are interrelated and several produce non-stationary effects. 
Successful infrastructure in the twenty-first century will need to be flexible and agile. Drawing 
from other industries, we provide recommendations for competencies to realize flexibility and 
agility: roadmapping, focus on software over hardware, resilience-based thinking, compatibility, 
connectivity, and modularity of components, organic and change-oriented management, and 
transdisciplinary education. First, we will need to understand how non-technical and technical 
forces interact to lock in infrastructure, and create path dependencies.
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Introduction

A quotation written in 1963 by Leon Megginson that is 
often misattributed to Sir Charles Darwin states that 

it is not the most intellectual of the species that survives; 
it is not the strongest that survives; but the species that 
survives is the one that is able best to adapt and adjust 
to the changing environment in which it finds itself. 
(Megginson, 1963)

The concept of adaptation and the complex principles that 
support it have largely been the focus of researchers in the 
fields of biology, but with significant application in other 
fields including business (Brennan, Turnbull, & Wilson, 
2003), management (Chakravarthy, 1982; Hrebiniak 
& Joyce, 1985), and computer science (Garlan, Cheng, 
Huang, Schmerl, & Steenkiste, 2004). Adaptation is per-
haps one of the most fundamental and powerful explana-
tory concepts for the changes in complex systems, in that 
it provides an explanation for the persistence of successful 
systems in the face of significant changes in internal and 
external environments. In biology, adaptation is a trait 
maintained by natural selection that enhances fitness and 
survival. More broadly across fields, the concept char-
acterizes the capability of organisms, complex systems, 
businesses, or institutions to change their organizing 

principles, structure, and behaviors to succeed in unpre-
dictably changing environments. How success is measured 
changes across disciplines, with biology focused on repro-
duction and business focused on maintaining growth and 
ultimately profitability (Chakravarthy, 1982; Grisogono, 
2006). Yet when it comes to infrastructure, the systems 
that we’ve deployed and continue to maintain – the back-
bones of our cities, economies, and overall well-being – 
there appears to be limited capabilities to adapt, raising 
serious questions about their ability to provide services 
in a future with changing demands, population, climate, 
security challenges, and environmental conditions.

The infrastructure that support our societies provide 
untold benefits. Infrastructure are socio-technical systems 
composed of physical assets and the institutions that man-
age, govern, finance, and regulate them. The services they 
provide deliver resources such as energy, water, and infor-
mation, and move and process waste. These services are 
not purely physical. While our focus on infrastructure is 
primarily on hard (or gray) systems in this manuscript – 
roads, buildings, power, water, etc. – we will also examine 
the role of soft (i.e. institutions) infrastructure and its rela-
tionships with hard systems. Transportation infrastructure  
provides mobility and ultimately access to people, goods, 
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2   M. V. CHESTER AND B. ALLENBY

demands. In the past century, we’ve seen the design of 
many technological and institutional forces that lock-in 
infrastructure structure. Prioritization of funds to road-
ways post World War II and minimum off-street park-
ing standards are perhaps the most dominating forces 
for automobile-centric transportation development in 
the U.S. (Pollard, 2003; Shoup, 2011). The commitment 
of manufacturers through the investment of resources, 
labor, and manufacturing plants supported several 
waves of technological innovation that used polyphase 
electric supply (Hughes, 1993). The rapid growth of 
water utilities and distribution systems in the late 
1800s was largely driven by concerns for public health 
(through the emergence of bacteriology) and safety, to 
protect growing populations against disease and fires. 
Centralized water distribution systems grew exponen-
tially between 1880 and 1895 (from roughly 600 to 3000 
in the U.S.) while at the same time regulatory agencies 
emerged to ensure provision of services and affordabil-
ity (NRC, 2002). As new technologies come online or as 
demand for services changes, our infrastructure (both 
hard and soft) may be unable to adapt, raising questions 
about how quickly they can change given new societal 
needs or threats. Given that our infrastructure tend to 
persist for long time periods, are they agile? Can they 
adapt to changing conditions? Why do our infrastruc-
ture need to be adaptable? How do we and why should 
we design our infrastructure to be adaptable?

There are fundamental reasons why these questions 
arise at this time. There is a critical category distinction 
between physical infrastructure designed to be part of 
an overall infrastructure that is intended to last many 
decades, and the shorter and more abrupt changes in 
economic, technological, social, and institutional systems 
that are coupled to infrastructure. If the rate of change 
of these latter systems is relatively slow, as it has been 
for most of our history, infrastructure with half-lives of 
decades is not a problem. If, however, the rate of change 
of the system accelerates, we reach a point where the cycle 
time of infrastructure change simply decouples from the 
increasingly rapid social systems which they serve. We 
have seen this happen in other long lived institutions 
such as law (Marchant, Allenby, & Herkert, 2011). For 
example, the shift to autonomous local vehicle service 
from owned automobiles is happening much faster than 
in historical periods, yet we have just begun to think 
about the implications for urban and transport infra-
structure design.

Here we attempt to answer the aforementioned ques-
tions. We start by identifying several major challenges that 
have created a crisis for current infrastructure. We then 
attempt to unpack the design principles for infrastructure 
in the past century and how these principles constrain 

and services. Buildings provide shelter for people, busi-
nesses, and services. Hard infrastructure can be charac-
terized as services that either produce or deliver resources 
directly (energy, water, waste, information and commu-
nication technologies (ICT)), or provide mechanisms 
for resource consumption (buildings). In the U.S., crit-
ical infrastructure are defined as chemical, commercial 
facilities, communications, critical manufacturing, dams, 
defense, emergency services, energy, financial, food and 
agriculture, government facilities, health care and public 
health, information technology, nuclear, transportation, 
water, and wastewater (DHS, 2017). People’s daily needs 
are typically met by municipal infrastructure and in many 
cases private energy companies. Supply chains for food, 
fuel, and materials are generally supported by institutions 
at larger scales, regional, state, and federal. As such, the 
funding and planning for adaptive infrastructure must rec-
ognize the client. More broadly, infrastructure facilitates 
derived demands; we don’t usually demand the resource 
or service that infrastructure provides, but instead what 
that resource or service enables, in other words, the utility 
that it provides. While the extent of infrastructure, what 
it delivers, and how it is used is somewhat quantifiable, 
the benefits of infrastructure ultimately are in its func-
tioning as an engine of social well-being, which can be 
characterized through economic growth, health, quality 
of life, etc. To communicate the value of infrastructure, 
efforts have been made to monetize this well-being, both 
for gray infrastructure (ASCE, 2016) and even ecological 
infrastructure (Costanza et al., 2017).

In the developed world, the core physical structures 
that define our infrastructure have often not changed 
in decades, sometimes centuries, from roads to water 
delivery to power generation and transmission. These 
infrastructure have certainly seen the implementation 
of new technologies (e.g. sensors and computing, auto-
mation, more efficient components) in support of the 
services delivered, but the core structures that have been 
used for decades if not longer – from roadways to cen-
tralized fossil-based electricity generation to water dis-
tribution networks – are the cornerstones of the systems 
that we critically rely on today. Some are old and in need 
of may rehabilitation or replacement. Some are new and 
likely to last into the long-term making change difficult. 
And some are yet to be built, with more opportunities 
for affecting their design. Furthermore, infrastructure 
have often been built in support of the dominant tech-
nologies at the time they were conceived, not just in 
physical manifestations, but also in the rules, financing, 
and governing of the institutions that manage the infra-
structure. This becomes a problem when the demands 
that we ask infrastructure to satisfy change and infra-
structure cannot change quickly enough to meet these 
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   3

our ability to adapt infrastructure to challenges. We then 
characterize – based on evidence from industries that have 
successfully deployed adaptable infrastructure – the novel 
design and operation principles for infrastructure for a 
future in which demands on our systems are changing 
rapidly and there is heightened unpredictability across a 
number of domains.

Infrastructure challenges in the non-stationarity 
age

Infrastructure systems are facing several major challenges 
that threaten their performance, the services they deliver, 
and ultimately the well-being of the societies that rely on 
them. The confluence of these challenges can be described 
as a crisis. This is especially true in the U.S., where sig-
nificant attention is now focused on the state of disre-
pair of many major infrastructure systems (ASCE, 2017), 
but is also true in many other developed regions of the 
world. We posit that these challenges are (i) inflexibility, 
(ii) funding, (iii) maturation, (iv) utilization, (v) interde-
pendencies, (vi) earth systems changes, most immediately 
climate change, (vii) designing for social and environmen-
tal well-being, (viii) transdisciplinary practices and pro-
cesses, and (ix) geopolitical security. These challenges are 
interrelated and several produce non-stationary effects. 
We define non-stationarity loosely on statistical defini-
tions as the unpredictability of future conditions based on 
past trends. There is a rich discourse around how climate 
change produces non-stationarity, that, e.g. precipitation 
and rates of discharges of rivers are becoming increas-
ingly difficult to predict (Milly et al., 2008). We argue that 
funding for public infrastructure (namely transportation 
and water) also now exhibits non-stationarity as a result 
of policies (at federal, state, regional, and municipal levels 
and financial planning that now inconsistently allocates 
funding (partly the result of escalating rehabilitation and 
maintenance costs) and creates significant uncertainty as 
to how much funding will be available for upkeep. This 
non-stationarity combined with the other challenges cre-
ates a crisis that must be imminently addressed to ensure 
that we are able to adapt infrastructure for the future. 
More specifically, these challenges are:

(1)  Inflexibility – A unique characteristic of hard 
infrastructure and the soft infrastructure that 
support them is that they provide services for 
demands that are difficult to change except incre-
mentally, even in the long-term. Some excep-
tions exist, notably ICT services having changed 
radically over short time periods. Inflexibility, 
which we’ll explore in more detail later, emerges 
partly because physical infrastructure don’t 

need to significantly change form as the services 
they’ve delivered have remained fairly consist-
ent for long periods of time. Unlike microchip 
fabrication, automobile manufacturing, and 
ICT, the demands that infrastructure facili-
tate are relatively consistent on decadal scales. 
Electricity consumption, mobility (particularly 
by automobile), water use, and waste manage-
ment demands are similar to demands 10, 30, 
50, even 80 years ago. There have of course been 
efficiencies and technological improvements 
implemented in these infrastructure systems, 
and some such as ICT may change more rapidly 
than others, but their core physical structure has 
not changed dramatically in the long-term.

(2)  Funding – While there has been much attention 
focused on the state of disrepair of infrastructure 
in the U.S., we argue that a major challenge is 
the sustainability of funds, particularly for long-
term rehabilitation and technological improve-
ment. Funding sustainability challenges result 
from two major forces: (i) many infrastructures 
were deployed in the middle of the last century 
and are now in need of major rehabilitation and 
(ii) there remains significant uncertainty about 
the availability of funds for this rehabilitation. 
The explosive growth of hard infrastructure in 
the U.S. with the New Deal but more substan-
tially post World War II continued through the 
latter parts of the twentieth century. The Silent 
Generation – born between the 1920s and 1940s 
– experienced heavy capital investment (as a 
percentage of GDP) in new infrastructure which 
continued through the 1970s (Davis, 2017). As 
infrastructure built in the middle of the twen-
tieth century began to reach the end of its ser-
vice life new pressures emerged to rehabilitate 
these systems. As these rehabilitation demands 
have grown, many public agencies find them-
selves with insufficient funds to cover mainte-
nance activities (ASCE, 2017). Municipalities 
are forced to triage their limited rehabilitation 
funds, deciding which components of infra-
structure get rehabilitated while delaying oth-
ers (Menendez, Siabil, Narciso, & Gharaibeh, 
2013). In the U.S., a compounding challenge is 
the uncertainty of federal funds. The Highway 
Trust Fund for example is supported by federal 
fuel taxes which have not been increased since 
1993 and is not indexed to inflation (Shirley, 
2015). Furthermore, many states use their tax 
for purposes other than transportation (Paletta, 
2014). There have been instances where the fund 
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4   M. V. CHESTER AND B. ALLENBY

reduce or constrain that demand then growth 
will slow or stop.

Related to maturation is geographic scale. In many 
countries (and particularly the U.S.) infrastructure exists 
on such large scales that meaningful and timely changes 
may require herculean efforts. Take for example the U.S. 
roadway, railway, power, and pipeline networks (Figure 
1) which when visualized show the boundaries and urban 
centers of the country. Replacing or enhancing infrastruc-
ture at large scale means a big change in physical assets 
and across many geographies. Even if unlimited funds 
were available, physical resource, time, and manpower 
constraints likely exist and non-technical barriers so large 
that the rate of change may be severely limited.

(4)  Utilization – Long-term infrastructure capacity 
planning remains a major challenge for financ-
ing and upkeep given the centralized nature of 
systems, lack of modularity, and resulting inflexi-
bility. Infrastructure capacity is often planned on 
decadal scales, with forecasting of traffic demands, 
water consumption, and power consumption, for 
example, developed with increasingly sophisti-
cated models. Yet accurate forecasting for roughly 
30 or more years out remains elusive given the 
increasing uncertainty associated with the mul-
titude of variables that drive infrastructure use 
including population, socio-economics, climate, 

was projected to become insolvent. Major chal-
lenges also exist for water, electricity, aviation, 
waste management, rail, and other infrastruc-
ture (ASCE, 2016; AWWA, 2012).

(3)  Maturation – Some infrastructure in developed 
regions of the world have grown to a point where 
substantial expansion no longer takes place. This 
infrastructure is mature in the sense that cumu-
lative increases in physical infrastructure and its 
capacity have leveled off over time, and funding 
priorities are shifting from capital investment 
in new infrastructure to increased investment 
in maintenance and rehabilitation of existing 
infrastructure (Fraser & Chester, 2016). This 
maturation can occur for several reasons. First, 
there are limits to the outward extent that infra-
structure can grow, not necessarily physically, 
but more so practically. Resource, demand, and 
budget constraints including travel time budg-
ets, natural boundaries (such as oceans, bays, 
mountains, and protected land), growth bound-
aries can limit how far outward people and ser-
vices will be, and ultimately infrastructure are 
deployed (Garreau, 2011; Kornai, 1979). There 
are certainly many places where infrastructure 
is still being deployed outward, however, infra-
structure grows where people demand services 
and if demographics, costs or other barriers 

Figure 1. Geographic extent of U.S. infrastructure.
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   5

costs of entry making it easier for new players or 
technologies to compete in a market (Chanab, 
El-Darwich, Hasbani, & Mourad, 2007). 
Infrastructure that deliver resources (such as 
energy or water, and also ICT) serve as the back-
bone of other infrastructure (i.e. physical inter-
dependencies). Traffic control, train propulsion, 
water pumping and treatment, and communica-
tions rely on electricity. Wet-cooled thermoelec-
tric facilities rely on water systems. Virtually all 
infrastructure need transportation services to 
move people and goods. And the digital age has 
shifted mechanical controls to digital, and intro-
duced remarkable opportunities for generating, 
transmitting, and processing digital informa-
tion, processes that are now deeply embedded 
in many infrastructure processes (cyber interde-
pendencies). The degree to which this embrace 
of ICT has introduced new vulnerabilities and 
unpredictabilities into infrastructure systems, 
from, for example, geopolitical adversaries 
of the United States, is underappreciated and 
poorly addressed in most infrastructure sys-
tems (Amoroso & Vacca, 2013). The interface 
of hard infrastructure with the institutions that 
manage them produces logical interdependen-
cies that define the rules, policies, and norms for 
how they are designed and operated, and how 
quickly they can change (more on this later).

These tightly coupled interdependencies are a challenge 
because they introduce complexity at scales and with out-
comes that we poorly understand. A perturbation – or 
even worse, a failure – in one infrastructure can cascade to 
other infrastructure leading to service interruptions. The 
complexity of these interconnected systems, the emergent 
behaviors of infrastructure when one is shocked, is largely 
unknown, and represents a critically important area of 
study when financial, security, or climate change distur-
bances are introduced.

(6)  Earth Systems Changes Including Climate 
Change – there is increasing evidence that crit-
ical earth systems are becoming destabilized 
due to human activity. While climate change is 
receiving more and more attention, it is likely 
that we will need to manage other systems 
including nitrogen, phosphorous, and water 
going forward (Childers, Corman, Edwards, & 
Elser, 2011; Vitousek et al., 1997; Vörösmarty & 
Sahagian, 2000). Infrastructure in part creates a 
man-made world in place of a naturally evolv-
ing one, and at the decadal level the dynamics 
of changing earth systems becomes important 

technologies, economics, and activities. With 
largely centralized and inflexible infrastructure, 
managers will ultimately be confronted with the 
challenge of infrastructure that is either under- 
or oversized, sometimes grossly. This is evident 
in the oversizing of infrastructure after the pop-
ulation collapses of Detroit and New Orleans, 
or sports stadiums that lose their teams, or the 
undersizing in the cases of cities that have expe-
rienced rapid population growth, like Phoenix or 
Las Vegas. While oversizing is apparent through 
cries for more funding to maintain underuti-
lized systems or derelict structures, undersizing 
is not usually as obvious as short term policies 
to meet say rapid changes in population growth 
are quickly established to deploy tried and true 
technologies.

(5)  Interdependencies – Infrastructure are becoming 
increasingly interdependent, with other hard 
infrastructure, with managing institutions, and 
with information (more and more delivered 
digitally). Imagine early instances of shared 
public hard infrastructure, systems that were 
deployed on small scales that in no significant 
way relied on other infrastructure. Roads didn’t 
have electronic traffic control nor did they have 
power lines above them or water lines beneath 
them. By the late 1800s the Edison Illuminating 
Company had deployed a number of electric-
ity generating facilities in the Northeast U.S. 
and connected them to nearby neighborhoods, 
each disconnected from the other. Early water 
conveyance and distribution systems exclu-
sively relied on gravity. Electrical pumps didn’t 
appear until the early 1900s (Walski, 2006). 
Today, vast and largely centralized infrastruc-
ture systems are deeply connected with each 
other. Infrastructure can be interdependent in 
several ways: geographic (co-location or in close 
proximity); physical (output of one system is an 
input into another); cyber (data or information 
from one system is input in another); and logical 
(the social, financial, political, etc., relationships 
between infrastructure) (Rinaldi, Peerenboom, 
& Kelly, 2001). Power, water, and ICT share 
space with roadways, pipelines sometimes fol-
low rail rights-of-way, and critical systems 
are often found at the same spatial location, 
also known as a geographic interdependency. 
Because investments in hard infrastructure are 
fixed, sunk, and irreversible, they are a large 
risk. Sharing (in terms of co-location or hard-
ware) physical infrastructure can reduce the 
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6   M. V. CHESTER AND B. ALLENBY

through special purpose laws, research on social 
equity and the rapid incorporation of sustain-
ability principles has created novel thinking 
about how infrastructure should be deployed. 
That’s not to say that the deployment and use of 
infrastructure do not produce social and envi-
ronmental impacts, but that we are more aware 
of these impacts and some measures have been 
put in place to reduce them. When deploying 
new infrastructure, the knowledge that has been 
generated from this past half century of study 
is much more likely to be known by engineers, 
designers, and managers, as well as the general 
public who is able to participate by voting, pro-
viding public comments, and protesting. While 
we are much more aware of social and environ-
mental impacts, infrastructure designers and 
managers do not necessarily have the flexibility 
and resources to avoid them, and more broadly 
balance social, environmental, economic, and 
technical costs and benefits in a holistic but rig-
orous manner. Policies, financing, and codes 
may perpetuate existing practices despite evi-
dence of negative outcomes.

(8)  Transdisciplinary Practices and Processes – 
Integration of disciplinary and institutional 
practices and processes is needed to reflect the 
interdependencies in not just physical infra-
structure, but in the institutions and cultures 
within which they are embedded. As infrastruc-
ture has become increasingly interconnected 
and as our knowledge of the complex systems 
in which these infrastructure function, pro-
vide services and result in unintended tradeoffs 
grows, our traditional disciplinary bounda-
ries are no longer sufficient. Infrastructure are 
designed, funded, and managed by typically by 
a multitude of players, sometimes private and 
sometime public. They are governed and owned 
by different asset management systems, stand-
ards, businesses, and funding mechanisms. To 
effectively acknowledge and work within these 
complex arrangements, transdisciplinariness 
will be required.

(9)  Geopolitical Security – Several fundamental 
trends in geopolitical and military doctrine and 
strategy have come together to make security 
challenges a critical challenge to infrastructure. 
The first is a rise in non-state actor violence, 
often in the guise of terrorism, against com-
munities and societies. Because infrastructure 
systems are increasingly reliant on cyber for con-
nectivity, and software which can be hacked for 

for engineers. Climate change is likely the most 
immediate and direct earth systems change 
hazard that we’re confronting and as such is 
the most developed in terms of infrastructure 
impacts. As such we focus on climate change as 
a case study that illustrates more fundamental 
challenge of infrastructure design and manage-
ment for changing earth systems.

Some weather-related extreme events are occurring 
with greater frequency and intensity (NCA, 2014), and 
infrastructure, typically designed based on historical 
conditions, are vulnerable to both extreme and gradual 
perturbations. Infrastructure are the front line of defense 
against climate change. The services that they provide are 
critical during storms, heat, flooding, wildfires, and cold, 
in terms of the resources they deliver and their direct 
protection against exposure. Infrastructure are typically 
designed against return periods, the frequency that the 
infrastructure will experience a particular intensity. For 
example, a bridge over a wash might be designed to main-
tain structural integrity for a 100 year return period, i.e. 
a flow rate of water through the wash that is experi-
enced on average every 100 years. Two major challenges 
exist. First, much of our existing infrastructure has been 
designed for return periods that under climate change 
forecasts are likely to change. A storm that has historically 
occurred at a particular intensity every 100 years may now 
occur every 20 years (Gilroy & McCuen, 2012; Tramblay, 
Neppel, Carreau, & Najib, 2013). Second, codes require 
that designs be based on historical weather conditions 
that are no longer valid. Those who design infrastructure 
have not used climate forecasts and even if they were to 
they would need different design processes that embrace 
the uncertainty associated with climate forecasts. We can 
expect indirect effects on infrastructure from climate 
change as well, including new conflicts, mass migration, 
and disease. How these effects will impact infrastructure 
remain largely unexplored but nonetheless present seri-
ous risk to the reliability of infrastructure services and 
challenges for delivering services in a future marked by 
these events.

(7)  Social and Environmental Awareness – Gone are 
the days when infrastructure can be designed 
without serious considerations for social 
well-being and adverse environmental effects. 
The last half century has produced a mountain 
of knowledge about how the design, construc-
tion, and use of infrastructure affect people and 
the environment. Some of this knowledge has 
affected regulatory processes that require envi-
ronmental assessments. In addition to the NEPA 
process requiring more and more disclosures 
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   7

complexity results from several forces: accre-
tion, interaction, and edge cases (Arbesman, 
2016). Accretion describes how infrastructure 
has accumulated and layered technologies 
over long time periods to the point where it 
is no longer apparent how controls work (con-
sider the use of the 1980s IBM mainframes 
by the U.S. Federal Aviation Administration). 
The ease of interconnections coupled with 
accretion leads to interactions that over time 
and scale become so numerous that testing 
and understanding their behavior becomes 
challenging. Lastly, edge cases – exceptions to 
standard design and operating rules – intro-
duce additional layers that obfuscate our abil-
ity to understand system behaviors. Given the 
obdurate nature of infrastructure, their scale, 
and ubiquitous use, it can be argued that the 
systems that we so critically rely on naturally 
tend toward complexity. Complexity is not 
strictly the result of technical variables. The 
increased fragmentation of organizations 
that have some say in infrastructure, and the 
processes associated with accommodating 
different perspectives on how infrastructure 
is designed or managed has contributed to 
wicked complexity (Conklin, 2006; Willetts, 
2015). How to build and operate infrastruc-
ture is a wicked problem. Wicked problems are 
characterized as (i) you don’t understand the 
problem until a solution is developed (imple-
mentation of infrastructure provides new 
insights into the problem), (ii) have no stop-
ping rule (once infrastructure are deployed 
you often continue to modify them based on 
changing needs), (iii) having solutions that are 
not right or wrong (there are generally multiple 
ways to deploy infrastructure, e.g. route alter-
natives), (iv) having novel problems (the mul-
titude of technical and social considerations 
means that how infrastructure are deployed 
and operated for a particular circumstance are 
unique), (v) solutions are a one-shot operation 
(Rittel: ‘one cannot build a freeway to see how 
it works’) (v) having no alternative solutions 
(there may be no way to meet the need, or 
many potential solutions, but there is no sin-
gle solution) (Conklin, 2006; Rittel & Webber, 
1973). The combination of these factors means 
that infrastructure is a wicked complex sys-
tem. This means that it has become extremely 
difficult, if not impossible, to predict how sys-
tems will behave across space and time when 

operational capacity, deliberate attacks against 
infrastructure are ever more tempting for those 
seeking soft targets. The second is a shift in 
military strategy by major adversaries of the 
U.S. and Europe, especially Russia and China, 
towards ‘hybrid warfare’ and ‘unrestricted war-
fare,’ which reframe military confrontation as a 
conflict across all social and cultural systems, 
including infrastructure (Galeotti, 2014; Liang 
& Xiangsui, 1999). Along these lines, it is nota-
ble that at a particularly fraught moment in the 
Ukrainian–Russian conflict, Ukraine’s electric 
system was hacked and taken down, substation 
by substation, on 23 December 2013 (Zetter, 
2016). Finally, the extent of the Russian attack 
on American and European social and struc-
tural systems is just becoming apparent, and is 
far more significant than most professionals, 
embedded in their daily routine, realize: indeed, 
a leading NATO analyst has voiced what many 
have concluded, ‘Recent Russian activities in 
the information domain would indicate that 
Russia already considers itself to be in a state 
of war.’ (Giles, 2016). No infrastructure design 
which isn’t hardened against deliberate infor-
mation attack can be considered resilient; fail-
ure to design security into infrastructure from 
the beginning is a major source of fragility and 
vulnerability. And given that cities may have 
decade or century-old infrastructure, there may 
need to be prioritization of assets when harden-
ing (FEMA, 2017).

(10)  Wicked Complexity – interdependent and even 
independent infrastructure are dominated by 
nonlinear interactions, emergent and self-or-
ganizing behavior, and distributed control, 
key properties of complex systems (Oughton 
& Tyler, 2013). These properties are defined by 
physical and non-physical factors and result 
in limitations on our ability to understand 
the emergent behavior of infrastructure sys-
tems, where the interactions at one level pro-
duce unanticipated phenomena at another 
(Arbesman, 2016). And interdependencies 
explode this complexity. Consider the 2003 
North America blackout. What started as a 
single downed power line resulted in a cas-
cading failure throughout the Northeast U.S. 
and Canada that left 55 million people without 
electricity, some for up to two weeks (NERC, 
2004). Beyond the power system, outages were 
experienced in the water, transportation, com-
munications, and industrial systems. Technical 
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8   M. V. CHESTER AND B. ALLENBY

protective measures against vulnerabilities and added 
security, and enable new understanding of how our built 
environment functions to improve well-being. These 
infrastructures will need to be able to meet these char-
acteristics with unpredictability around financing and in 
the face of both extreme events and gradual changes in 
climate and the challenges that result from climate insta-
bility, in itself a proxy for the challenge of designing and 
building infrastructure in a world where human activities 
increasingly impact all environmental systems. And they 
will usher in new metrics of infrastructure success that 
measure the ability to meet rapidly changing needs and 
respond to perturbations. This will require a fundamen-
tally new paradigm in how we design, build, and operate 
our infrastructure. Flexibility and agility will need to be 
at the core of this new paradigm. In the context of hard 
infrastructure, we distinguish between flexibility and 
agility based on changing demands and non-stationarity. 
With rapid changes in technology and ultimately the ser-
vices that our systems provide, infrastructure will need to 
be flexible to changing demands. Infrastructure will also 
need to be agile in that its physical structure and the rules, 
policies, norms, and actors who manage and operate it, 
will need to be able to maintain function in a non-sta-
tionary future. This includes planning and responding to 
unpredictable events such as extreme weather or budget 
shortfalls, disease events, security challenges such as 
cyber attacks and physical terrorism, population migra-
tions, and other phenomena. Infrastructure managers 
can expect that at some point in the future these events 
will occur but cannot easily or accurately predict when 
or to what extent, or for that matter how perturbations 
in underlying human and natural systems will manifest 
themselves. The combination of flexible and agile design 
and operation characteristics are the preconditions for 
adaptability. These challenges are monumental but they 
are not without precedent. Successes in implementing 
flexible and adaptable infrastructure for rapidly changing 
demands in other industries can offer invaluable insight 
into the processes that need to shift the design paradigm 
of civil systems.

How do we design our infrastructure to be adaptable? 
We don’t purport to know the ultimate forms of infra-
structure that enable flexibility and agility, as it is likely 
that these forms have not yet been identified, developed, 
tested, or implemented. Also, we’re not likely training 
engineers and planners to function in the integrated infra-
structure systems of the future (Allenby, 2012). However, 
what we can do is identify the characteristics of flexibility 
and agility that have been successfully implemented in 
other infrastructure and their processes, and describe how 
they may translate to civil systems. These characteristics 
do not strictly belong to the physical world; they must also 

perturbations occur and to change systems 
towards future goals.

As we’ve transitioned into the twenty-first century, we 
will likely find our infrastructure increasingly defined by 
these challenges. Several of these challenges manifested 
during the latter part of the last century and combined 
with emerging challenges – specifically the non-sta-
tionarity introduced by climate change and financing 
– mean that new models of infrastructure design, con-
struction, operation, and use will be needed. As services 
and technologies change, the demands that we place on 
infrastructure will also change. To meet these chang-
ing demands infrastructure will need to be agile (in the 
face of both predictable and unpredictable challenges) 
and flexible, preconditions for adaptability. Yet when it 
comes to hard infrastructure we have not seen a system 
that has these characteristics. In the following sections, 
we explore systems that have successfully implemented 
these characteristics to meet rapidly changing demands 
and environmental conditions. We identify the designing 
principles and operating conditions that enable these sys-
tems to behave with these characteristics and discuss the 
changes that are needed in hard infrastructure systems so 
that they too can meet rapidly changing demands in the 
twenty-first century.

Designing and planning principles

Successful infrastructure in the twenty-first century will 
need radically different design principles. Engineers 
will need to be part of a process that reconceptualizes 
infrastructure from the purely physical, to a system that 
includes institutional components and knowledge as inte-
gral parts. Infrastructure will need to change their struc-
ture, behavior, or resource use as demands change. In 
doing so they will need to support the rapid deployment 
and growth of nascent technologies (such as renewable 
electricity generation, microgrids, gray water systems, 
material reuse, and autonomous and electric vehicles) as 
well as technologies that we haven’t yet begun to envi-
sion. These technologies are liable to change not just the 
physical operation, but the mathematics of the underlying 
systems, in unpredictable ways. A deeper challenge is that 
we’re not just operating on the level of infrastructure itself, 
but at the implicit models of operation that we sometimes 
haven’t revisited in decades, requiring us to expand how 
we think about the institutional and disciplinary ways that 
we think about infrastructure. They will need to create 
opportunities for embedding sensing, data processing, 
and data analysis digital (so-called ‘smart’) technologies 
that improve our understanding of how interdepend-
ent and complex infrastructure behave, provide us with 
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   9

An adaptive infrastructure is one that has the capacity 
to perceive and respond to perturbations in such a way 
as to maintain fitness over time. Adaptive infrastructure 
have the capacity to recognize that stimuli or changes in 
demand are occurring or will occur including the effects 
of these stimuli, and have the socio-technical structures in 
place to change quickly enough to meet future demands. 
Stimuli can take many forms and we focus on those related 
to the aforementioned challenges. They describe a direct 
stress (e.g. climate change extreme event or inadequate 
funding for maintenance), change in demand (e.g. a rapid 
change in population resulting in more or less need for 
infrastructure services), or change in service (e.g. a tech-
nology or behavioral shift that brings about less to no need 
for an infrastructure). Other stimuli also exist including 
emerging technologies and physical and cyber threats. 
Competencies for adaptive capacity include agility and 
flexibility, but are preceded by the ability to perceive stim-
uli and how they will affect the system and ultimately the 
infrastructure. There is a rich body of study on how indi-
viduals and organizations perceive risk (Mitchell, 1995; 
Slovic, 2016). Infrastructure managers must be able to rec-
ognize that stimuli are or will occur and understand how 
they will affect the system. Beyond SCADA systems, they 
must have physical and informational sensing capabilities 

exist in the organizations and institutions that manage 
and govern physical systems. We synthesize characteris-
tics of flexibility and agility from several industries that 
have successfully changed their organizations and physical 
processes to meet rapidly changing demands and respond 
to unpredictability. We focus largely on ICT and manu-
facturing. We also explore the shifting of technological 
functions within automobiles and automobile travel to 
characterize the substitution of functionality from phys-
ical to digital and efficiency gains within technological 
and infrastructural constraints. These industries have 
infrastructure that have evolved in response to economic 
and competitive pressures that are not usually felt strongly 
by either the professionals that design infrastructure, or 
the public planners and mangers that operate it. Through 
this review we identify several characteristics that enable 
flexibility and agility. Given the rapidly changing demands 
for services that commercial sectors must often meet and 
the structure of public institutions that typically manage 
civil infrastructure, we question where best practices are 
most likely to arise. Finally, we attempt to organize these 
characteristics into a structured framework, identifying 
drivers and characteristics that produce competencies for 
flexibility and adaptability. This framework is shown in 
Figure 2.

Figure 2. Stimuli, properties, and competencies for adaptive capacity.
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10   M. V. CHESTER AND B. ALLENBY

robust in protecting against particular shocks, ultimately 
is highly inflexible for changes in demand beyond what 
was forecast, can result in major consequences when fail-
ure occurs, and is generally unable to cope with unfore-
seen stimuli. Adaptive capacity approaches are inimical to 
risk based in that they focus on maintaining capacity in 
the face of stimuli, minimize the consequences of stim-
uli instead of minimizing the probability of the damages, 
privilege the use of solutions that maintain and enhance 
services, design autonomous management schemes 
instead of hierarchical, and encourage interdisciplinary 
collaboration and communication (Ahern, 2011; Möller 
& Hansson, 2008; Park et al., 2013). We contend that the 
competencies and system properties needed to achieve 
adaptive capacity will require transformational shifts in 
the way that we build, operate, and perceive system pur-
pose and function, and the educational and organizational 
institutions that we have historically relied on to design 
and manage infrastructure systems.

Adaptive infrastructure

The competencies and system properties that can help 
enable adaptive capacities require novel planning tech-
niques, technical and institutional structures, and inte-
gration of education and interdisciplinary practices across 
the life cycle of infrastructure. Drawing on past successes 
from other industries, recommendations can be made for 
civil infrastructure systems. Following from Figure 2, the 
competencies and system properties associated with cur-
rent infrastructure are contrasted with those of success-
ful adaptive systems, based on the following discussion. 
These are summarized in Table 1 and discussed in detail 
as follows.

that provide insight into the behaviors of increasingly 
complex and interconnected systems (both in terms of 
the infrastructure and its use). This is related to sensing 
and anticipating in resilience frameworks (Hollnagel, 
2011; Park, Seager, Rao, Convertino, & Linkov, 2013). 
Knowledge is a critical aspect of perception which we 
argue is currently in several ways insufficient to deal with 
the aforementioned challenges facing infrastructure. As 
such the capacity for infrastructure managers to anticipate 
the effects of stimuli is lacking. The capacity to perceive 
is a function of the technical and institutional structures 
supporting infrastructure (Hommels, 2005), and fre-
quently fails when rates of change, or system complexity, 
exceed normal bounds. Institutions tasked with designing, 
managing, building and maintaining infrastructure do so 
based on standard practices, codes, and methodologies 
reinforced by disciplinary expertise, training and organ-
izational culture (Bijker, Hughes, & Pinch, 1987; Carse & 
Lewis, 2017). In periods of rapid, non-incremental change, 
this disciplinary training produces barriers to the knowl-
edge needed to understand and respond to stimuli, to 
perceive, to maintain fitness.

While infrastructure can take on many forms defined 
by network typology, public to private management, and 
national to local scale, the system properties that define 
physical configuration combined with the rules and objec-
tives of the managing institutions ultimately affect its abil-
ity to respond. Responsiveness is defined as the propensity 
for purposeful and timely behavior change in the presence 
of stimuli (Bernardes & Hanna, 2009). The definitions of 
responsiveness, flexibility, and agility are often conflated, 
and there have been few efforts to differentiate. Following 
Bernardes and Hanna, we differentiate in the context of 
infrastructure adaptation as responsiveness being the pro-
pensity for timely behavior change and agility and flexi-
bility being associated with reconfiguration of the system.

Competencies and appropriate system properties 
enable adaptive capacity, the ability of infrastructure to 
respond to inevitable and unexpected stimuli. Adaptive 
capacity has largely been defined by sociological–ecolog-
ical systems researchers (Meerow, Newell, & Stults, 2016). 
The dominant approach for designing infrastructure sys-
tems is that of risk management, i.e. sizing infrastructure 
to be able to withstand an event of a particular magni-
tude and frequency (the 100 year return period is often 
chosen). This approach leads to large gray infrastructure 
that favor designs that keep hazards away (e.g. levees) or 
can continue operating during the hazard. Yet as infra-
structure become larger and more permanent, the con-
sequences of failure increase (Park, Seager, & Rao, 2011). 
Furthermore, the less adaptive it is because it has more 
legacy components that impede efficient system evolution 
in response to unanticipated stresses. This approach, while 

Table 1.  Competencies and system properties for adaptive sys-
tems.

Note:
For each of the four driving competencies identified in Figure 2, the current 

approaches and exploration of adaptive approaches are shown.

Competency Current Adaptive
Perception & Respon-

siveness
Prioritizes perpetu-

ation of existing 
designs

Roadmapping

Perception, Respon-
siveness, & Technical 
Structure

Obdurate design Design for obsoles-
cence

Technical Structure Hardware focused Software focused
Technical & Institutional 

Structures
Risk based Resilience based

Technical Structure Incompatibility Compatibility
Technical Structure Disconnected Connectivity
Technical Structure Non-modular design Modularity
Institutional Structure Mechanistic Organic
Institutional Structure Culture of Status Quo Culture of Change
Perception & Respon-

siveness
Discipline-focused 

Education
Trans-disciplinary 

Education
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   11

overall technologies remained operational (Pedersen et 
al., 1996). They managed unpredictable and important 
innovation within the module, yet interconnection at the 
systems level. Applying a roadmap model to infrastruc-
ture becomes a way to enable radical innovation within 
systems, while at the same time supporting a high level of 
inter-domain communication and constantly improving 
product providing continuous and uninterrupted func-
tionality to users. Consortia including cities and firms can 
generate such a roadmap that not only crosses engineering 
domains (e.g. includes, energy, water, ICT, and transport 
at a minimum), but policy domains (e.g. tax policy and 
transportation management), and institutional domains 
(e.g. the city government with all its silos, and the crit-
ical private firms in each sector) to facilitate the plan-
ning and operation of next generation infrastructure in 
non-stationarity conditions, and to encourage continuing 
innovation and efficiency in provision of services without 
disruption and at low life cycle cost.

Roadmapping can be valuable for shifting design con-
siderations from obdurate paradigms to planned obso-
lescence. For many components of infrastructure we 
favor designs and assets that can last a long time. This 
paradigm is problematic in that it locks us in to tech-
nologies into the long-term, constraining our ability to 
modernize systems for changes in demand. Obduracy in 
infrastructure persists because managing institutions are 
constrained in their ways of thinking and changing one 
component requires multiple changes and it is therefore 
easier to maintain old configurations than introduce 
innovation (Bulkeley, Castán Broto, & Edwards, 2014; 
Hommels, 2005). Alternatively, planned obsolescence – 
planning for changes regarding function, profitability, and 
other dimensions of performance – can result in greater 
capacity to substitute infrastructure components and 
technologies to more efficiently meet changes in demands 
(Lemer, 1996). Access to infrastructure is important when 
replacing hardware. Much of our infrastructure is buried 
underground where access is costly and conditions are 
often unknown. This inaccessibility encourages waiting 
for failure. Accessibility will be critical for ensuring quick 
and frequent replacement or upgrades. While infrastruc-
ture obsolescence has largely been studied from a physical 
asset perspective, the integration of computing and sub-
stitution of software for hardware function creates new 
opportunities for shifting functions.

Software for hardware substitution

With the increasing availability of sensors, processors, 
and data analytical tools, at decreasing costs, there is a 
growing substitution of software for hardware, transition-
ing physical to digital processes that increase the flexibility 

Roadmapping and planned obsolescence

Industry roadmaps have proven to be valuable for ena-
bling radical innovation and evolution by aligning com-
mon goals across a number of different domains. We 
use the term roadmap to describe the development of a 
model or structure that allows multiple organizations with 
competing goals operating at many different levels of a 
technology system to plan together to enable the rapid 
evolution of systems and manage uncertainty. In the 
1990s, during the early stages of development of much 
of today’s ICT backbone and associated computational 
technologies and tools, roadmapping emerged as a valu-
able process for prioritizing technologies and identifying 
infrastructure gaps, suggesting robust interconnections 
between modules within which powerful innovation was 
occurring, and creating standards and business practices 
to meet these challenges across many (often competing) 
organizations (iNEMI, 2017; Pedersen, Wilson, Pitts, & 
Stotesbery, 1996). For example, electronic industry road-
maps enabled constant improvement in computer per-
formance at the user level even as disruptive innovation 
characterized component subsystems (e.g. portable stor-
age devices evolved from large floppy disks to hard disks 
to thumb drives). At the institutional level, Roadmapping 
includes creating industry committees and associations, 
which subsequently use conferences, workshops, less 
formal collaborative practices, and other activities effec-
tively create institutional structures that supported con-
stant innovation and communication in often highly 
competitive environments with significant antitrust and 
other legal constraints. Given that right now funding is 
often spent on expensive failures instead of preventative 
maintenance (given limited budgets), roadmapping, when 
using measures such as return-on-investment, could help 
identify lower cost pathways in addition to necessary tech-
nological change. Without roadmapping, the combination 
of unpredictable and disruptive innovation, and smooth 
system level evolution that characterized the growth of 
electronics and communications technologies across 
the entire spectrum of the ICT sector would have been 
impossible.

These roadmapping techniques suggest several general 
principles supporting agile and adaptive design. Most 
importantly, at an institutional level they suggest that a 
complex combination of competition, innovation, and 
collaboration can be managed through sophisticated use 
of modular design. They also suggest that rapid cycles 
of innovation and obsolescence within modules can-
not just be tolerated, but encouraged, even as the over-
all system remains stable. In ICT, they helped to enable 
rapid and unpredictable development in ICT sub-sys-
tems while maintaining a framework that ensured the 
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12   M. V. CHESTER AND B. ALLENBY

mechanical components with little to no interaction with 
the environment except through the driver’s decisions. 
With the advent of electronics automobile systems began 
working together, communicating information to each 
subsystem so that subsystem-specific adjustments could 
be made thereby increasing the efficiency of the overall 
vehicle. Currently smart technologies are introducing new 
efficiencies. Within the confines and rules of the roadway 
system, sensing technologies and software are now able to 
communicate to drivers’ shortest paths including routes 
that avoid traffic, thereby possibly saving fuel and time 
(Gonder, Earleywine, & Sparks, 2012). These technolo-
gies are introducing agility within the constraints of the 
current infrastructure that is now up to a century old. 
There are of course limitations to the benefits that these 
technologies. The inefficiencies or poor condition of old 
infrastructure may prove to be a limiting factor in how 
much improvement smart technologies can provide. In 
the future it is conceivable that smart technologies will 
know the condition of infrastructure and reroute flows or 
traffic away from vulnerable links, or prevent component 
failures from cascading through or across infrastructure. 
They may provide us with insight into the increasing com-
plexities of infrastructure.

Another benefit of hardware to software substitution is 
the integration of modules into a larger system or with the 
environment, effectively changing the scale and scope of 
the system that can then be optimized. With a mechanical 
system efficiency improvements are largely confined to 
particular modules. Prior to the integration of software 
and smart technologies into automobiles, it wasn’t pos-
sible to optimize the performance of the vehicle in real 
time, much less reach beyond it. But with sensors and ICT, 
you cannot only optimize the automobile in real time, but 
make it part of a much larger system that includes other 
vehicles, infrastructure conditions, and traffic controls. 
This hardware to software substitution shifts not only the 
underlying technologies, but also the larger governing 
rules of travel where today, navigation software can pro-
vide improvements across the entire transportation sys-
tem and onboard software can optimize how your vehicle 
is performing in real time.

Risk to resilience thinking

Infrastructure will need to operate in natural environments 
defined by non-stationarity. For example, infrastructure 
are already experiencing more frequent extreme weather 
events, raising questions of whether traditional risk-based 
approaches to design are adequate. Many infrastructures 
(or their components) are designed for return periods, for 
example, a 100 year precipitation event that characterizes 
in this case an event with a particular intensity that has a 

and adaptive capacity of technologies while improving 
their efficiencies. These technologies are sometimes col-
lectively referred to as ‘smart’ technologies or systems. 
They are increasingly replacing or being used to augment 
the capabilities of physical processes. With their use, 
industries are finding that core business practices can be 
shifted (Lohr, 2016). Sensors can predict the structural 
health of hardware notifying operators of needed main-
tenance (Lynch & Loh, 2006), measure fluctuations in 
manufacturing processes and adjust inputs to improve 
production and reduce costs (Frankowiak, Grosvenor, & 
Prickett, 2005), and provide real-time information to users 
or software to adjust operations, likely avoiding the need 
for manual labor and associated resources. Fuel sensors 
in automobiles can adjust the air-to-fuel ratio optimiz-
ing combustion and emissions. Digital technologies now 
allow industrial manufacturers to configure processes 
virtually before changing or upgrading equipment to 
proactively identify potential incompatibilities in parts 
or processes (Resnik, 2016). Variable frequency drives 
that use electronics to monitor motor performance and 
load requirements to optimize work by pumps eliminating 
the need for smaller pumps and control valves in appli-
cations such as water distribution (Neuberger & Weston, 
2012; Roethemeyer & Yankaskas, 1995). Traffic camera 
software is now smart enough to identify cars, pedes-
trians, and bicycles, reducing the need for in-pavement 
loop detectors and the associated asphalt impacts (Kenny, 
2004). Implementing wireless communications instead of 
landlines reduces the need for wiring. In addition to the 
efficiencies that are gained in substitution, there is likely 
less waste when you upgrade via software instead of hard-
ware. Additionally, software-driven functions are more 
agile when faced with unpredictable and rapid change 
than hardware-driven functions that require physical 
alterations for upgrades. As software has progressed, the 
prior practice of upgrading via physical media – sending 
a disk with the upgrade through snail mail, for example – 
has become largely obsolete and has been replaced by the 
use of online software fixes which are more efficient and 
produce less waste. This is an important evolution improv-
ing the agility of embedded software systems. Real-time 
fixes are necessary in an environment, where malware and 
viruses are instantaneous; the next step is to have artificial 
intelligence responding to challenges and changes as they 
occur on a network-wide basis.

The implementation of smart technologies within exist-
ing infrastructure and technologies can create efficiencies 
within the constraints of inflexible systems. They can also 
help improve our understanding of the increasing com-
plexities of infrastructure. Take for example the use of 
GPS, smart phones, and navigation software in personal 
automobile travel. Initially the automobile consisted of 
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SUSTAINABLE AND RESILIENT INFRASTRUCTURE   13

interactions, and the core routines are compartmental-
ized. They can be designed independently and used in a 
variety of situations or systems. Modern computing uses 
modular design in both software and hardware to enable 
rapid responses to changing customer demand and man-
ufacturing processes more adaptive (Baldwin & Clark, 
2006). The explosive reach of the Internet both in terms 
of information and hardware embodies these three char-
acteristics. Standards for information transfer such as web 
languages (e.g. HTML and FTP), transmission and infor-
mation control protocols (i.e. TCP/IP), and the heavily 
modularized use of hardware and software have enabled 
the internet to grow at a pace never before seen (Freeman, 
Louç, & Oxford University Press, 2001).

Flexible management

Successful organizations reflect the complexity of the 
environment in which they operate (Hatch, 1997; 
Vecchio, 2006). Contingency theories state that organ-
izations must be analyzed as open systems that directly 
interact with their environment, and as such, in order 
to be effective, must be able to adapt to changing con-
tingencies (Donaldson, 2001; Sherehiy, Karwowski, & 
Layer, 2007). Organizations that can successfully operate 
in unstable, changing, and unpredictable environments 
have organic design characterized by less precise divi-
sion of labor, wider span of control, more decentralized 
authority, fewer rules and procedures, and more personal 
means of coordination (Sherehiy et al., 2007). This is in 
contrast with the typical mechanistic design of organiza-
tions that manage infrastructure which is characterized 
by highly hierarchical structures, formal management 
with a centralized authority, a large number of rules 
and procedures, precise division of labor, narrow span 
of control, and formal means of coordination. Table 2 
contrasts these characteristics in the context of infra-
structure. The mechanistic form persists because of his-
torically relatively stable and predictable demands and 

1% chance of occurring annually. However, there is grow-
ing evidence that these events will become more frequent 
and unpredictable, raising questions of which return 
periods to design to, the affordability of larger designs, 
and whether we want to live near bigger structures. This 
risk-based approach which focuses on the risk triplet – 
threats  ×  threat probability  ×  consequences (Kaplan & 
Garrick, 1981) is often based on historical data and results 
in large gray infrastructure with low probabilities of fail-
ure, long lifetimes, and oversizing (e.g. levees or reten-
tion basins). The problem is that the risk management 
approach does not incorporate an understanding of what 
may happen when the infrastructure itself fails. Larger and 
more permanent infrastructure tend to be associated with 
greater damages when they fail (Jeryang Park et al., 2011). 
Climate change necessitates new approaches to infrastruc-
ture design that recognize risks but are adaptable in that 
they do not compromise the entire system upon failure. 
More broadly infrastructure will need to be design with 
new rules that recognize the non-stationarity in earth sys-
tems, created by human activities.

Compatibility, connectivity, and modularity

ICT, particularly those developed in the Internet age, are 
designed to meet rapid changes in demand and types 
of services offered. Early work in ICT recognized the 
necessity of flexibility as both a system attribute and core 
competency (Chung, Rainer, & Lewis, 2003). The char-
acteristics of flexibility are defined as compatibility, con-
nectivity, and modularity (Duncan, 1995). Compatibility 
is the ability to share information across different tech-
nological components, involving integration rules and 
access standards which affect shareability and reusability. 
Connectivity is the ability of any technology to communi-
cate with components inside and outside of the system. It 
is a measure of the number of processes that are able to 
interact. Connectivity enables shareability which is central 
to flexibility in that it allows resources to be used for new 
functions (Duncan, 1995).

Modularization in the manufacturing and computing 
industries has helped manage complexity, enabled parallel 
work, and accommodated future uncertainty (Baldwin & 
Clark, 2006). Modularity is the ability to add, modify, or 
remove components easily, without needing to change 
other modules and subsystems, achieved through stand-
ardization (Duncan, 1995). Integrated systems that lack 
modularity have fixed processes embedded within the 
structure that interact, but cannot be easily removed or 
reconfigured. Likewise, the system is not capable of easily 
adding new processes. Systems become more manage-
able when processes are modularized, i.e. processes are 
designed with standards for information and hardware 

Table 2. Characteristics of mechanistic and organic infrastructure 
management structures.

Note: Adapted from Sherehiy et al. (2007).

Current (Mechanistic) Adaptive (Organic)
Authority Hierarchy Less adherence to au-

thority and control
Communication Hierarchical Networked
Knowledge Centralized Decentralized
Loyalty Organization Project

High degree of 
formality

High degree of flexibil-
ity and discretion

Coordination Formal and impersonal Informal and personal
Rules and Procedures Many Few
Tasks Specialized Contribution to com-

mon tasks
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Culture of change

Related to flexibility in management is a culture of change, 
an organization supportive of experimentation, learning, 
and innovation, and that is aware of changes in the envi-
ronment (Sherehiy et al., 2007). Whether infrastructure 
organizations are capable of achieving these remains an 
open question as a lack of incentives (related to what has 
historically been consistent market demand), legal and 
regulatory requirements (such as adherence to codes and 
regulations), safety requirements, reliability requirements, 
and constraints (e.g. missions that are tied to public goods, 
or earmarked funding) exist. Given that infrastructure is 
typically associated with the provision of public goods, 
many constraints exist to ensure that resources are deliv-
ered reliably, fairly, and at lowest cost, and these constraints 
may be inimical to rapid experimentation, innovation, and 
change. We can even question whether it makes any sense 
to reimagine public institutions that manage infrastruc-
ture as reflections of private enterprises that must persist 
in very different environments. However, there remains 
pressing need for infrastructure organizations to be able 
to change to ensure reliability and foster new activities and 
technologies into the future. Change-oriented cultures are 
partly the result of education which can take on several 
forms. Organizations can directly support research activi-
ties, and structurally integrate research into decision-mak-
ing at all levels. They can budget for experimentation, 
the testing of new and emerging infrastructure designs 
and management strategies. They can consider changing 
organizational and individual responsibilities towards the 
anticipated stressors (and ultimately solutions) and away 
from structures that are purely disciplinary and focused 
on process or challenges within those disciplines, toward 
competencies that span multiple disciplines. Part of this 
responsibility falls to those educating the next generation 
workforces.

Education

Institutional design is partially an artifact of training, and 
infrastructure education (largely engineering) continues 
to emphasize knowledge and problem solving within 
single domains. Related, infrastructure continues to be 
planned, designed, and operated as rigid silos with little to 
no understanding of the complexity that emerges from the 
inherent interdependencies of systems. The result is that 
each system, to the extent it does try to optimize, does so 
within subsystems. Integrated education at the university 
level, and integrated planning in practice, is almost the 
opposite of what we do today, but is a necessity for under-
standing the impacts of stressors and opportunities for 
developing strategies to handle stressors going forward. 

environments. The ways in which water, electricity, and 
mobility are demanded have not changed significantly 
in the past century. The mechanistic approach has been 
shown to be most effective in environments that require 
routine operation and little change. In these environ-
ments high-level management possesses the appropriate 
amount of knowledge to make decisions and organize 
work. However, when the environment becomes unsta-
ble, high-level management cannot acquire all of the 
knowledge associated with the changing environment, 
and distributing the knowledge and decision-making 
at the bottom of the hierarchy becomes more effective 
(Sherehiy et al., 2007). This is because in order for one 
system to be able to understand and manage another, it 
needs to be of the same or greater complexity (Ashby, 
1960). Organic structures allow for more internal spe-
cialization to respond to changing environments, thereby 
increasing responsiveness (Lawrence & Lorsch, 1967). 
Sherehiy citing a large body of literature goes on to argue 
that flexible and adaptable organizations have low fewer 
regulations of job description, work schedules, organi-
zation policies, and power differentials (e.g. titles). They 
have fewer levels of hierarchy, informal and changing 
lines of authority, open and informal communication, 
loose boundaries among function and units, distributed 
decision-making, and fluid role definitions. Furthermore, 
authority is tied to tasks instead of positions, and shifts 
as task shifts (Weick & Quinn, 1999).

Significant questions remain as to whether the public 
institutions that manage infrastructure have the flexibil-
ity to change from mechanistic to organic cultures – do 
laws and policies constrain their organizational form? 
Given that public institutions are directly beholden to 
taxpayers, can they take on new organizational forms or 
change how infrastructure performance are measured? 
This should not be taken as an argument that infra-
structure should be privatized, but instead as a chal-
lenge to conceptualize new management structures that 
embrace organic characteristics. Taxonomies of organ-
izational flexibility tend to focus on a few key factors 
to meet changing demands which may be helpful when 
developing new organizational structures for manag-
ing infrastructure (Dastmalchian, 1993). They alter the 
number of employees and hours through employing part 
time, temporary or short-term contracts or by changing 
working times. They create opportunities for changing 
workforce skills to accomplish a wider range of tasks. 
And they recommend financial flexibility through pay 
for performance and profit sharing plans (Dastmalchian 
& Blyton, 1998; Kalleberg, 2001; Sherehiy et al., 2007). 
Whether these factors are feasible for public institutions 
in the context of infrastructure management remains an 
open question.
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inexpensively and we’ve codified so much for them. Also, 
regulated infrastructure is often permitted to expend 
capital for variable costs, but not for fixed costs or capi-
tal improvements, for example, in the case of American 
railroads (Wolmar, 2012). While ASCE has done a good 
job of communicating the state of infrastructure to poli-
cy-makers and engineers, they do not engage directly with 
the general public, the group that will need to pay to avoid 
aging and failing infrastructure.

The persistence of forces that maintain lock-in into the 
long term creates path dependency, a characteristic of all 
complex adaptive systems, whereby past conditions sig-
nificantly impact possible future trajectories. In the case 
of long lived infrastructure in a period of rapid change, 
path dependency can lead to the perpetuation of infra-
structure and the technologies, activities, and behaviors 
that rely upon them despite alternative futures being pref-
erable. These alternative paths may describe futures with 
lower user and public agency costs, reduced energy use 
and greenhouse gas emissions, or better social equity out-
comes. As infrastructure and the technologies they sup-
port continue into the long-term, and interdependencies 
are established with other systems, there exists the pos-
sibility that the achievement of benefits become limited. 
Learning how to design infrastructure in such a way as to 
enable more desirable future states given the reality and 
complexity of path dependency thus becomes a necessary 
future competency.

We characterize the confluence of constraints (barriers) 
that prevent us from achieving more desirable state as 
a limit. In mathematics, limits are values that functions 
approach as the inputs approach some value. In the case 
of infrastructure, limits can be thought of as the practi-
cal achievable futures given technical and non-technical 
barriers. The concept of a limit is important because it 
recognizes the reality that the infrastructure that we’ve 
integrated into all facets of society may not allow us to 
reach a desirable future, that there’s only so much better 
we can make it or the activities that use it. For example, 
given the preference and incentivizes for automobile 
technology focused roadway infrastructure there may 
not be a pathway where greenhouse gas emissions can 
be reduced fast enough to avoid some significant climate 
change threshold. Or consider that the design and deploy-
ment of housing stock (specifically the materials, building 
technologies, and form) may limit our ability to reduce 
building energy use beyond a certain threshold (Nahlik 
& Chester, 2015). As such, our current infrastructure and 
the forces that maintain their persistence are limiting our 
ability to achieve desired goals. More subtly, so is our edu-
cational system. Educating engineers to think of systems 
only in terms of traditional technological frameworks, 
such as energy, transportation, or information, makes it 

The true complexity of mitigating the infrastructure cri-
sis includes challenges not only in physical infrastructure 
and the institutions that manage them but at all levels of 
knowledge production, starting with education and train-
ing. Engineers must be able to think about institutional 
design in these complex environments, as well as tech-
nical design. And engineers don’t necessarily need all of 
the expertise themselves, but could be part of teams that 
design, deploy, and operate systems.

Lock-in and path dependency

Transitions toward agile and flexible infrastructure will 
require the identification of, and strategies to overcome, 
barriers that perpetuate infrastructure forms despite a 
need to change. These barriers will need to be cataloged 
and associated with the actors and forces (rules, policies, 
norms, financing, etc.) that support them. There is a long 
history of describing how major changes are needed for 
infrastructure as well as the technologies that use these 
infrastructure, often expressed as scenario analyses, show-
ing how things can be given some monumental aligning of 
forces (Delucchi & Jacobson, 2011; Jacobson & Delucchi, 
2011; McCollum & Yang, 2009). While some infrastruc-
ture have changed quickly (e.g. the shift from landlines to 
wireless technologies in ICT), when it comes to many core 
civil systems (i.e. water, electricity, transport) large scale 
transitions have not happened. This is because many bar-
riers exist that prevent these transitions including financial 
(lack of funding for capital investments or earmarking of 
funds for particular purposes), political (limited political 
will and ‘not in my term of office’ mentality), codes (min-
imum parking requirements), social (communities may 
not see the value of redirecting resources from an estab-
lished technology to an alternative), cultural (for example, 
consumers’ unwillingness to consume treated wastewa-
ter), and technological forces. We describe lock-in as the 
inability to change infrastructure due to these barriers and 
their often synergistic interactions with other infrastruc-
ture (i.e. interdependencies where we cannot radically 
change the structure or function of one infrastructure 
because another relies on that structure or function). 
Many infrastructure have persisted for so long that other 
infrastructure and institutions have become interdepend-
ent, leading to additional barriers and complications for 
making transitions, and inflexibility. Furthermore, given 
that demand for infrastructure services doesn’t change 
quickly, we end up prioritizing low cost rehabilitation and 
supporting of established technologies. Despite the dire 
state of infrastructure (ASCE, 2016), as long as people 
get basic services cheaply, the impetus for major reform 
will not exist. New funds tend to go to these infrastruc-
ture and technologies because we know how to do them 
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